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Introduction
Today, there are a huge number of apps available for smartphones covering 
almost any use case one can think of. Network providers want to ensure that 
their mobile connection offers everyone a smooth usage experience, especially 
for the most popular smartphone apps. This, of course, only applies to apps 
that need Internet connectivity. 

The different network-relevant service apps can be categorized as follows:

1) There is an upcoming intermediate service class, where a stream – mainly live – is sent or even broadcast by 
a mobile phone to one or more recipients. Though those services look similar to video telephony, functionally 
they are closer to classical streaming because the sending phone acts like a server.

The call category covers any type of call, such as legacy mobile telephony as 
well as OTT VoIP applications and video telephony services, independent of the 
underlying technology. Telephony is characterized by a quasi-continuous bidi-
rectional flow of data between two client devices.

Streaming, on the other hand, takes place between a client and a server; no 
second client is involved. It also requires a more or less continuous flow of 
data. This category applies to audio and video streaming for both live and on-
demand content. 1)

Like telephony, messaging also requires data transfer between two client de-
vices, but the data transfer is not continuous. Instead, it consists of a set of in-
dividual data chunks, such as text, pictures and videos.

The data category covers all services where data is transferred between a client 
device and a server. This could be an upload to a cloud storage service, a post 
to a social media service, opening a web page in a browser or retrieving loca-
tion information from a map service.

In this paper, we take a closer look at the data category. The questions of inter-
est are:
 ❙ How can the quality of experience (QoE) of interactions with data smartphone 
apps be measured?

 ❙ What are the characteristics of a data transfer with a popular service like 
Facebook compared to a plain HTTP transfer to a self-hosted server?

 ❙ How should app tests be used in mobile network testing campaigns?

Network-relevant service apps
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The mobile network testing group at Rohde & Schwarz offers a diverse portfolio of bench-
marking, optimization and monitoring solutions. A large amount of real field data was 
collected with this equipment in collaboration with NET CHECK. This paper evaluates this 
data.

NET CHECK benchmarking campaign for the magazine CHIP
NET CHECK     2) is a German company that specializes in performance testing of mobile 
networks. Once a year, it conducts well-recognized benchmarking campaigns for the Ger-
man magazine CHIP 3), covering the German, Austrian and Swiss mobile network markets. 

For these campaigns, NET CHECK is equipped with test equipment from SwissQual/
Rohde & Schwarz. In the 2016 campaigns, Benchmarker II devices were installed in roof 
boxes for the drive test routes and Freerider III backpacks were used for measurements 
on foot and on train routes. The Sony Xperia Z5 and Samsung Galaxy S6 Edge Plus 
smartphones were used as measuring devices. In Germany alone, 12,000 km test routes 
were covered and 400,000 data measurements collected.

Real field data collection

Drive test fleet using our Benchmarker II (source: chip.de) Our Vehicle Roof Box hosting the probes (source: chip.de)

 2) http://www.netcheck.de/index.php?id=19
 3) http://www.chip.de/artikel/Bestes-Handynetz-Telekom-Vodafone-und-O2-im-Test_103950592.html

Additional drive tests in Switzerland
In addition to the large NET CHECK benchmarking campaigns, data was collected by 
SwissQual/Rohde & Schwarz with QualiPoc running on Samsung Note 4 and S5 devices. 
These campaigns were specially set up to compare app tests with plain HTTP transfer 
tests using different test file sizes ranging from 1 Mbyte to 50 Mbyte. In several hours of 
drive tests, 200 to 600 test results per scenario were collected.

Data collection and evaluation
It is the nature of mobile network tests that concurrent tests in the same cell interfere 
with each other since each cell has limited resources. Therefore, tests are usually con-
ducted sequentially. In the benchmarking campaigns described above, we have sequen-
tial data tests of HTTP transfers, browsing, Facebook and Dropbox transfers and more.
In the subsequent data analysis, the sequential tests were compared to each other as-
suming similar network conditions. Although mobile network conditions change with 
time and location, it can be assumed that the large amount of data averaged out these 
effects.
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Classical network tests are usually based on very technical parameters such as HTTP 
throughput, ping response time and UDP packet loss rate. Trigger points for measuring 
durations of certain processes are often extracted from the RF trace information of the 
phone or the IP stream because the structure of the test is known and the protocol infor-
mation remains unsecured.

When a test is created for a certain service offered by a smartphone app, these possibili-
ties are very limited. There are many differences compared to classical data tests:
 ❙ The IP traffic between client device and service is usually encrypted and the payload 
cannot be analyzed.

 ❙ The app’s data handling is hidden. Both the client or the server might perform data 
compression at some point; this takes time and might be part of the test duration even 
though nothing network-relevant is happening.

 ❙ The server hosting the service belongs to a third party and cannot be controlled by the 
network operator or the company conducting the measurement campaign. In addition, 
the service may behave differently from test to test or over time because of dynamic 
adaption and changes in app and server setups.

 ❙ Apps are consumer software with certain instabilities and are subject to frequent 
updates. Often, the user is forced to update to the newest version in order to keep the 
service working.

 ❙ The services are subject to change and even with the same app version the network 
interaction may change suddenly due to server influences.

It is therefore not possible to create a technical test to analyze those services under re-
producible conditions. It is often not even possible to see intermediate trigger points in IP 
or RF. Only information on the user interface is available to evaluate those consumer ser-
vices. Throughputs, transfer and response times and other technical measures cannot be 
obtained with confidence and are influenced by the server and client internal setups. They 
therefore do not reflect the network performance and provide almost no valuable infor-
mation for network characterization.

When measuring and scoring the user’s perception and satisfaction with these services, 
technical parameters are not a valid indicator anyway. If technical parameters are not ap-
plicable to measure QoE, we should ask: What drives user perception and satisfaction?

The most reliable way to measure a subscriber’s perceived QoE is by directly watching 
the user interface. This is the only information the user has. Consequently, the user expe-
rience can only be determined by visible information to the user. All sorts of feedback is 
provided and the main criteria is, of course, the time to finish the task, e.g. to download 
something or to receive confirmation that a message has been delivered.

When assessing the user interface, it is a simple step to measure parameters determining 
QoE.  

From a measurement perspective, the most important factors for the satisfaction of a 
user with a service are:
 ❙ Can the desired action or set of actions be successfully completed?
 ❙ Is the overall duration short – or better – short enough based on the user’s experience?

There might be a relationship to throughput or other technical measures in a lower layer, 
but the user experience is only driven by feedback from the app, not by underlying tech-
nical trigger points. 

QoE of smartphone actions
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The figure below shows the schematic timeline of an app test. The user starts with a re-
quest (e.g. opens the home screen of Facebook) and finishes his interaction with the 
service after 1 to n individual actions (like posting a picture and commenting on another 
post). The user experience will be good if all actions can be successfully completed and 
the overall duration is short.

It should be noted that the time to finish a task is still a technical parameter. It should not 
be linearly translated into a QoE score such as a mean opinion score. The dependency 
between the technical term ‘time’ and the perception of waiting for the expected fulfill-
ment is not linear; there are saturations at both ends of the scales. A shorter time will not 
improve the perceived QoE if the duration is already very short, and a really bad QoE may 
not get worse if the duration increases. 

The translation of task duration (time) into QoE is an ongoing task and depends on the 
type of service and the (increasing) expectation of the subscribers and the feedback cul-
ture of the service, e.g. intermediate feedback or other diversions, maybe even smartly 
placed advertisements. 

In this chapter, we present and compare some properties of plain HTTP transfers to a self-
hosted server and – in contrast – mobile usage of the popular Facebook and Dropbox ser-
vices under comparable conditions.

Success rate
Below, the success rate of transferring a 1 Mbyte file in at most 30 seconds to/from the 
third-party services is plotted against the average available plain HTTP throughput. The 
plain HTTP throughput gives an indication of the pure technical transfer rate the mobile 
network can handle.

When the (technical) HTTP throughput of a channel is below 1 Mbit/s, the success rate 
for Dropbox and Facebook is only in the range of 60 %. It rises quickly and reaches a val-
ue close to around 100 % when the transfer rate of the channel increases to 30 Mbit/s in 
both the uplink and downlink direction and saturates there.

Data app transfer characteristics

Structure of an app test. It may consist of one or several actions conducted in a row. Results are 

the overall duration of the actions and the success rate.

Figure 1

Success/failure

Duration

Request

Action 1 Action 2 ..... Action n

Confirmation

Start task End test
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Duration
In the figures below, the average duration for transferring 1 Mbyte files to/from the third-
party servers is plotted against the available plain HTTP throughput (quasi the available 
transfer rate of the network) under comparable conditions. The data is taken from the 
countrywide NET CHECK drive test in Germany.

The duration almost saturates at around 40 Mbit/s channel capacity for downlink tests 
and 10 Mbit/s for uplink tests. This means that a faster network transfer speed does not 
provide any further user benefit after this point.

The graph shown in Figure 3 is no surprise; the duration of data transfer is reciprocally 
dependent on the throughput. What we see is a 1/x + c function. The perceived quality of 
service (i.e. its duration) will not increase anymore if a high bit rate is increased to a very 
high bit rate. 

The success rate for trans-

fers to/from Dropbox and 

Facebook for different plain 

HTTP transfer speeds.

The duration for download-

ing a file from Dropbox (left) 

and uploading a file/picture 

to Dropbox/Facebook (right) 

compared with the available 

plain HTTP transfer speed. 

The durations saturate at 

faster network speeds.

Underlying phases of a data transfer
The reasons for the measured saturation of app test durations can be found in the un-
derlying phases of a file upload/download. The data transfer itself is only one part of the 
whole process. The other parts are essential for a real service and drive the customer ex-
perience. However, they make tests take longer compared to plain HTTP transfers and are 
not usable for estimating the physical channel capacity.

Figure 2

Figure 3
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Measured round-trip latency for different test setups. Data from the SwissQual/Rohde & Schwarz drive tests in Switzerland and Ookla speed test 

measurements.

Figure 4

SSL session 
initiation

Transfer Confirmation 
to client

Postprocessing on third-party server; 
rendering and displaying on client
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 ❙ For high network speeds, e.g. in good coverage LTE, the transfer phase itself can be 
very short with a duration close to zero seconds (green block in Figure 4). In this case, 
the other phases are the dominant factors for test duration.

 ❙ A formula describing the behavior consists of a term for the transfer itself and another 
term for the other phases described above:

Test duration = 
data size

throughput
c+        

where: c is approximately constant for a given test setup

 ❙ The user only perceives the complete duration regardless of the underlying technical 
processing steps causing the delay.

 ❙ When changing the test setup, the durations of the phases other than the transfer phase 
are not constant, but depend on 

 ■ Latency between client and server: Third-party services are often not located locally, 
but are in other countries, e.g. the U.S., and the latency might be in the magnitude of 
several 100 milliseconds. This mainly increases the time needed for setting up the SSL 
session. In the case of Dropbox and Facebook though, servers in Europe are available 
and the measured latency is even a bit lower than the latency to the self-hosted HTTP 
server used for testing in Germany.

 HTTP test 
server

Dropbox 
server

Facebook 
server

Ookla speed 
test

Ookla speed 
test

Ookla speed 
test

Client location CH CH CH D D D

Server location D CH CH D US East Coast US West Coast

RTT [ms] 31 28 24 23 147 202

 ❙ Transfers to Dropbox and Facebook are encrypted. Setting up an SSL session takes time 
since it requires several messages to be exchanged. In comparison, plain HTTP transfers 
without encryption to a self-hosted server without any upfront setup messages start 
immediately.

 ❙ After the SSL session is initiated, the real data transfer takes place.
 ❙ For uploads to Facebook and Dropbox, we see a large gap in the IP traffi c where the 
upload is already complete but the client has not yet received confi rmation of success. 
During this time span, the server is probably postprocessing the data, e.g. compressing 
pictures uploaded to Facebook to save storage space and allow faster downloads in the 
future. But also in the case of Dropbox where we don’t expect data compression since 
it is a cloud storage service, there is a certain time span dedicated to postprocessing, 
maybe for data storage optimization.

 ❙ For downloads, time is needed to render and display the new content on the screen.
 ❙ Finally, the confi rmation of a successful upload is sent from the server to the client. This 
can be only one short IP packet, but it requires network connectivity.

Phases of a data upload/download to a third-party server such as Facebook or Dropbox.

Figure 4
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 ■ Server performance: In the case of Facebook, we have seen a clear difference between 
different Facebook servers (differentiated by IP address). Some servers seem to 
have much more processing power and the postprocessing and compressing of the 
1 Mbyte picture takes less than 2 seconds compared to 4.5 seconds on the servers 
used in the majority of our test cases. 4)

4) There is no knowledge or control option for which server is assigned to a subscriber for processing its uploaded picture. 
This arbitrary assignment will add jitter to the results in the case of statistically insufficient amount of data and there can be 
a bias due to unequal distribution of connected servers. 

Figure 5: Duration for posting a 

1 Mbyte picture to Facebook in LTE 

technology. Keeping all other test 

parameters similar, there is a big 

difference based on the Facebook 

server in use. This is only caused 

by the postprocessing time.

 ■ Server load: The processing time on a certain server probably also depends on the 
current server load.

 ■ Device performance: For downloads, the length of the rendering and displaying phase 
depends on the capabilities and performance of the client device.

 ■ Processing complexity of content: For example, it obviously takes longer to compress 
and store a 20 Mbyte picture than a small 1 Mbyte picture.

Properties of the transfer phase
Due to the underlying complexity of data download and upload to a third-party service, 
we define the transfer phase to begin after the SSL session is initiated and the first rel-
evant amount of data is transferred and to end when the data transfer is finished, marked 
by a subsequent gap in the IP traffic (postprocessing phase) that is followed by the notifi-
cation of success.

If there is a large difference in the latency between client and server, we would expect to 
see a slower throughput ramp-up to the more distant server because the TCP window 
size needs some time to be optimized for the current transfer conditions. This is not true 
for our test campaigns.

When comparing uploads to Facebook with uploads to a plain self-hosted HTTP server, 
we see something like this anyhow. The throughput ramp-up is quite slow in the case of 
Facebook whereas for plain HTTP upstream, the maximum available bandwidth is usually 
reached within the first 2 seconds. Dropbox on the other hand behaves more like plain 
HTTP. 

Figure 5
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Typical throughput ramp-up behavior for both 

plain HTTP and Facebook uploads. The trans-

fer to Facebook needs 10 seconds to reach 

a stable throughput level compared to only 2 

seconds for plain HTTP.

Durations (left) and maximum 

throughputs (right) of uploads 

to Facebook compared to plain 

HTTP for different file sizes. Du-

rations saturate faster for smaller 

files and the maximum through-

puts for smaller files cannot reach 

plain HTTP throughputs.

 ❙ The test duration shown in the left graph behaves as expected. Saturation is reached at 
higher HTTP throughputs when larger fi les are transferred because the slow ramp-up 
time contributes less to the overall transfer time. In addition, the level of saturation is 
higher for larger fi les since the server also needs more time for postprocessing.

The underlying reason might be an optimization strategy in place on the Facebook serv-
ers, maybe for congestion control or to save network resources.

This implies that, even when focusing only on the throughput for the transfer phase itself 
and not for the whole upload duration, the average throughput of a Facebook test cannot 
reach the measured average plain HTTP throughput because of the slow ramp-up.

Comparison of maximum throughputs
We wanted to know whether Facebook and plain HTTP are at least comparable with re-
spect to the maximum throughput reached during a transfer phase or if there might be 
further limitations introduced by the third-party service.

We therefore extracted the maximum throughput (measured in intervals of 1 second) for 
each transfer and compared Facebook and plain HTTP transfers for different file sizes:

Figure 6

Figure 7
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 ❙ In the other graph, the maximum throughput reached during uploads to Facebook 
is plotted against the maximum plain HTTP throughput. Only for very large files can 
Facebook approach the maximum plain HTTP throughput. For files below 50 Mbyte, 
the time for reaching the end of the slow throughput ramp-up is obviously not always 
enough.

 ❙ The similarity in the maximum throughputs for large files implies, though, that there 
is no further limitation of the transfer speed in the measured throughput range for 
Facebook.

 ❙ However, it is difficult to use these findings in measurement campaigns. Uploading 
files of this size is no longer a very realistic test case. Picture and video uploads in 
real-life scenarios may have a typical size of 1 Mbyte to 20 Mbyte. Additionally, there 
are practical implications when using very large test files. The transfer duration in older 
technologies becomes very long, resulting either in very long test cycles/few tests per 
hour or, when using a shorter test timeout, in many failed tests.

Other limitations of testing third-party services
Besides the specific characteristics of Facebook and Dropbox tests analyzed above, there 
are also some general drawbacks when using apps for mobile network testing:
 ❙ Apps are consumer software and as such function less reliably.
 ❙ Apps are moving targets subject to frequent changes and the user is often forced to 
update an app to keep it running.

 ❙ Using these services means dealing with uncontrollable interactions with the third-party 
server.

 ❙ A test account with repetitive tasks such as downloading the same file many times 
could lead to specific optimizations that are not possible for a natural user.

Consequently, app testing is much less reliable and leads to failed tests caused by app 
bugs, crashes or changed/unreliable interaction with their server.

Conclusion
There is a high underlying complexity in app tests and a large number of factors other 
than the network quality itself influence the results, e.g. server performance, phases with-
out data transfer, additional communications protocols and much more. This limits the ar-
eas where apps can be used to test third-party services, and it is important not to misuse 
them for technical measurements such as optimization tasks. 

Consequently, it is better to characterize the network’s performance using clearly indicat-
ed technical tests such as self-hosted HTTP transfer and to restrict app testing to measur-
ing user QoE.

Network operators want to optimize their network for real use-case scenarios with mobile 
applications, for example when trying to achieve a good benchmarking result. However, 
the full performance of such an application service is not under control of the mobile net-
work operator. The entire chain, and not just by the performance of the airlink, determines 
the QoE. The chain starts with the third-party server’s performance and actions of com-
panies such as YouTube or Facebook and how they are linked to the Internet. This is not 
under control of the operator. Of course, the connection of the operator’s core network 
to the Internet may also influence the final performance. The operator can solve such is-
sues, but they are often not easily visible when focusing only on the RF parameters. Here, 
a wider analysis that includes higher layers is required. Finally, the app itself has a large 
influence on the final performance. The app is usually in close communications with the 
server at the other end and adjusts to momentary channel states through feedback loops.

Mobile network testing with app tests
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We have also to consider that even a simple looking service such as video streaming or 
opening a website initiates much more than just one link to the content server. There are 
many connections and individual parallel activities to provide advertisements, wrapping 
information and report back user settings and preferences. By far not all of these back-
ground activities are visible to nor wanted by the user, however they are part of the ser-
vice and consume both data capacity and time. 

Mobile network optimization, on the other hand, needs technical tests with detailed re-
sults that reveal the technical parameters where improvements can be made.

Consequently, there is no single test that can be used to optimize the network and guar-
antee the best QoE for the target app test. Instead, an iterative procedure should be fol-
lowed to achieve the best results:
 ❙ Use the target app test to check the QoE from a real user perspective. This test includes 
the entire chain that determines the QoE for the users. Here, it is very important to mimic 
the real use case as closely as possible by using typical fi le sizes, types and so on.

 ❙ If the QoE is not satisfactory, determine which technical parameter in the network could 
be optimized. This might require additional technical testing. Weaknesses on the client 
or server side cannot be addressed directly, but sometimes a change in the network can 
reduce their impact.

 ❙ After optimization, repeat the app test and compare the results with step 1. If the QoE 
does not improve, further optimization of the technical parameter in question might 
not be helpful and you may have reached the optimization limit. The network is ‘good 
enough’ in this respect.

 ❙ Go back to step 2 and determine more optimization points until the app test QoE is 
satisfactory.

As an example, a mobile network operator could have been rated slow for uploads to 
Facebook in a benchmarking campaign. Using classical HTTP transfer tests, he finds out 
that his average HTTP transfer throughput is also slower compared with competitors. But 
after another Facebook test in a cell optimized for high throughputs, it becomes clear that 
the upload duration of a file to Facebook is only marginally faster than before. The aver-

Entities that influence the QoE of mobile data app usage

Iterative approach combining technical and QoE tests to 
reach the QoE target
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age available HTTP transfer throughput was already good enough. A closer look at the 
results of the Facebook test reveals that the most important factor for the upload speed 
is not the throughput. Instead, it is crucial how fast a third-party server can be accessed 
from the backbone of the network and if a preference for the high performant Facebook 
servers is available or not. After making improvements in the third-party server accessibil-
ity, the app test QoE is finally satisfactory.

When the general strategy is clear, that both app tests and technical tests are needed to 
yield the best QoE in the real use-case scenarios, the challenge remains to find out which 
technical parameters are promising optimization candidates that will in the end be re-
flected in the QoE. Many parameters besides average and peak throughput may play an 
important role:
 ❙ Round-trip times to third-party servers
 ❙ Performance of preferred third-party servers
 ❙ Throughput ramp-up duration
 ❙ Throughput continuity
 ❙ Bottlenecks in the core
 ❙ Inter-radio access technology handover
 ❙ …
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Today’s smartphone users have high expectations on mobile networks and the smooth 
functioning of a wide variety of mobile services. They want things to work and they want 
them to work fast, which leads to the two fundamental KPIs expressing the QoE for data 
transfer (and messaging) app tests:
 ❙ Success rate
 ❙ Duration

The complexity of the underlying transfer and processing chain is substantially higher 
compared to classical data transfer test scenarios as we have shown in the example of 
the Facebook test. The processing chain might involve, but is not limited to
 ❙ Preprocessing of the data on the client device
 ❙ Data exchange with several third-party servers in near and remote locations
 ❙ Encryption of the transferred data
 ❙ Postprocessing of the data on server end
 ❙ Third-party servers influencing network throughput characteristics by applying their own 
congestion control or traffic limitation algorithms

 ❙ Network policies giving advantage to certain services
 ❙ Frequent changes in the third-party software at the client and/or server end
 ❙ Unreliability and frequent errors in fast-changing consumer applications
 ❙ Additional side traffic such as advertisements and analytics

This requires network operators to apply a more complex optimization strategy, testing 
the entire system in very realistic use case scenarios and taking the large number of influ-
encing factors into account. 

The process of determining the technical parameters that can really lead to a higher QoE 
needs to be iterative and involve real app testing as well as technical tests that deliver 
more detailed results. 

Ideally, the QoE of important services should also be monitored since the frequent chang-
es in the functioning of third-party services can lead to sudden performance drops and 
might even set new requirements for the mobile networks to achieve a high QoE score.

Summary
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