R&S®TRUSTED OBJECTS MANAGER

Specifications

Description

R&S®Trusted Objects Manager is the central management appliance for Rohde & Schwarz Cybersecurity products.

This management system allows for central and easy-to-use administration of products such as R&S®Browser in the Box, R&S®Trusted
VPN, R&S®Trusted Disk, R&S®Trusted Identity Manager, and R&S®Trusted VPN Client. A single installation of R&S®Trusted Objects
Manager is sufficient to manage all these products. Depending on the product, R&S®Trusted Objects Manager can facilitate connections
to different LDAP directory services, including Microsoft Active Directory, Lotus Domino, Novell eDirectory, or OpenLDAP, ensuring
seamless integration in both small and large networks. Users and groups can be imported from existing LDAP structures.

Reliable and failsafe operation can be assured by connecting one or more additional R&S®Trusted Objects Managers as standby
instances.

Technical Specifications

R&S®Trusted Objects Manager S Gen 2
CPU Intel Atom C3808 (12 Core)
RAM 16 Gbyte DDR4
HDD 1 x 480 GB SSD
Ethernet interfaces 2 x GigE RJ45
TPM Infineon SLB9665 TPM2.0
Dimensions 19" Rack Mount
430 x 305 x 44 mm (16.93” x 12.01” x 1.73”)
Power supply 300 W, optionally redundant
MTBF 86,476 Hours / Failure Rate: 11563.929151
Operating temperature 0 °C to 40 °C (32 °F to 104 °F)
Operating humidity 10 % to 80 % relative humidity, non-condensing
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The administration interface with objects arranged in folders featuring the search mode.
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Tue, Sep. 5. 2023 16:38 (UTC+02:00) smarteard/pap:7 - Publishing primary key '116452000D4DDRRCHE | FOFB7SBA4BNGAASRSIESY' (250776) of user ‘openPGP (250748) again hermse user ... — ~
Tue, Sep. 5. 2023 16:38 (UTC102:00) smartcard/pgp:3  Publishing primary key '50510867 15E9C87E0085098556305C8EE2303542" (#507GG) for user 'openPGP' (#50748).
Tug, 5cp. 5, 2023 16:38 (UTC+02:00) smartcard/pap:3  Publishing primary key ‘C7E1IFC726B88240DFSSE17903286153810562C0" {£50760) for user ‘openPGP' (250748), -
Tue, Sep. 5. 2023 16:38 (U1C+02:00) smartcard/pap:3 - Publishing primary key “DAFDHYYASSI2SA0AECASS20HEGRAS0 /82163808’ (250/56) for user ‘openPGP’ (25D/48). -
Tue, Sep. 5. 2023 16:38 (UTC+02:00) smarland/pgp...  Published OpenPGP signature key 50727 fur organization 'OpenPGP' (£230). =
Tue, Sep. 5, 2023 16:38 (UTC+02:00) smarlcard/pap:3  Publishing primary key '6A1CB8DICO5ICC04484118L2CAG0MT2D519B0065 (#50754) fur user 'openPGF (#50748). -
Tue, Sep. 5. 2022 16:38 (UTC102:00) core:l System startup complets (R&S®Trusted Objects Manager' 23.05.1'). additionz! data: 'console’, ‘2305009
Tue, Sep. 5. 2022 16:25 (UTC+02:00) managerll:2 Console administrator Administrator (root)' (#15) logged out
Tue, Sep. 5. 2003 16:35 (UTC+02:00) cnresl | Administratar Administrator (reat)’ (215) 15 updating the system from 'R&SE Inisted Objects Manager’ '22.11.3" to 'RRS Trusted Cbject.. —-
Tue, Sep. 5. 2003 16:15 (UTC+02:00) managertll:l Console adminlstrator 'Adminlstratar (root)' (#15) lagged In.
Tue, 5¢0. 5, 2023 16:14 (UTC+02:00) managerUl:2 Console administrator ‘Ndministrator (root)' (#15) legaed out. -
Tue, $ep. 5, 2023 16:10 (UTC+02:00) managertl:1 Console administrator Administrator (roat)' (215) logged in. —
Tue, Sep. 5. 2023 10:17 (UTC+02:00) managerUl:2 Console administrator Administrator (root)' (#15) logged out
Tue, Sep. 5. 2023 09:17 (UTC+02:00) managerUl:l Console administialor Administrator (rool)' (#15) logaed in. -
Man, Sep. 4. 2023 16:50 (UTC102:00)  managerUl:2  Consoie administrator ‘Administrator (root)' (#15) logged out.
Mon, Sep. 4. 2023 16:50 (UTC+02:00) managerUl:4 Administrator ‘retrievePUK' {¥352343) ('OpenPGP (#220)) logged out.
Man, Sep. 4. 2023 15:50 (U 1C+D200) managertl:i Administrator retvievePUK' (252343] ('OpenbPGP (#230)) Inoged In. -
Man, Sep. 4. 2023 15:50 (UTC+D2:00) managertil:4 Administrator retrievePUK' (252343) ('OpenPGP (#230)) Innged out.
Mon, Sep. 4. 2023 15:50 (UTC+02:00) managerSecuri..  Administrator ‘Administrator (root) (#15) granted permission "smartcard.relrievePUK Lo wser reliievePUK (£52347) for the entire crga..,  —
Mon, Sep, 4. 2023 15:19 (UTC+D2:00) managerul:3 Administrator retrevelUK' {52343} ('OpenPGP (#230)) logged in. -
Mon, Sep. 4. 2023 15:49 (UTC+02:00) managerSecuri...  Administrator “Administrator (reot)” (#15) granted permission 'smartcard.read, core.read” to user 'retrievePUX (#352243) for the entire ...
Mon, Sep. 4. 2023 15:48 (UTC+02:00) managerSecuri...  User 'relievePUK ied Lo login but provided invalid credentials. = b
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Events logged by R&S®Trusted Objects Manager or by any product can be inspected centrally in the log viewer.
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