R&S®ELEMI-T
COMPROMISING EMANATIONS
MEASUREMENT SOFTWARE

Convenient management of TEMPEST
measurements and reporting
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AT A GLANCE

The R&S®ELEMI-T test software is used to measure and analyze compromising emanations. It creates an

environment that makes it easier to find, investigate,

measure, record and report these emanations.

R&S®ELEMI-T automates wherever possible but permits
local control of the instrumentation for in-depth investiga-
tions. It provides tools to assist with information capture
and storage and, finally, to automate report generation.

Users can create EUT-specific test plans with multiple
tests and configure test templates, hardware setups and
report templates. The all-in-one dashboard-style user inter-
face provides quick and easy access to all desired func-
tions and parameters. Favorite items along with tagging
and search functions enhance usability and make it eas-
ier to navigate the huge amounts of data created during
testing.

EUT-centric planning, execution and documentation of test
runs enable users to maintain an overview. Test setups,
measurement procedures and reports can be tailored to
user-specific test requirements.

R&S®ELEMI-T is based on the proven software
platform R&S®ELEKTRA, the leading software for EMC
measurements.
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Key facts

» Creation of test plans with multiple tests for easy
EUT management

Intuitive, interactive and automated TEMPEST
measurements

Most common TEMPEST standards are covered
Efficient result analysis and reporting

Based on the proven measurement software
R&SPELEKTRA
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EUT-CENTRIC TEST PLAN MANAGEMENT

All tests start with an EUT. R&S®ELEKTRA gives users the ability to build and manage a test plan around
a specific EUT. A test plan helps to keep track of even complex tests, which prevents users from missing
a test and helps to generate a comprehensive report.

Multiple EUTs help to organize test results

# | ELEKTRA 5.01: Dashboard Active EUT : TEMPEST EUT #1

Dashboard Insert " x Q A

Please enter your search keywords Showing 5 of 5 items found,

I:‘ Name $ User Tags Change Date Detail
etalls
TEMPEST EUT #1 27/11/2023 14:48:05 - & ,
_ 5 items
TEMPEST EUT #2 01/12/2023 09:56:20 @ MM
TEMPEST EUT #3 22/11/2023 14:12:48 & M
Test Templates
TEMPEST EUT #4 22/11/2023 14:13:02 & M
Report Templates TEMPEST EUT #5 22/11/2023 14:12:10 @

Hardware Setups

Device List

Archive

‘ﬁ Administration 0

A Devices
01 Dec 2023 1{x25:30 . Done (Elapsed: 58 msec)

LocalDB

EUT-specific test plans assist in maintaining an overview

%) ELEKTRA 5.01: TEMPEST EUT #2 Active EUT : TEMPEST EUT #1
Y Home B tEmpes.uT#2 X
wr |@ B E

Name  TEMPEST EUT #2 Active Use external templates for reporting

TestPlan  Test Automation ~General Information  Reports  External Report templates

| x‘ Q All

[] E E Test Step Date  Verdict Done Test Step Details

> Impulsive Tests

“

Test Category Transducer / Probe

Impulsive Tests - TEMPEST Voltage Probe Impulsive_Test Test Name | |mpulsive Tests - TEMPEST Voltage Probe Impulsive_Test

Impulsive Tests - TEMPEST Conducted Impulsive_Test Test Template  TEMPEST Voltage Probe Impulsive

RN

Impulsive Tests - TEMPEST Magnetic Field Impulsive_Test Limit Line | TEMPEST conducted X
Mag gth (Loop Antenna e}
TEMPEST Electric Field Impulsive_Test Report Template | TEMPEST Report Template b4

ﬁ Non-impulsive Tests Reuse overview result

mpulsive Tests - TEMPEST Voltage Probe Non-impulsive_Test
be ° Add Information Tt ¢

mpulsive Tests - TEMPEST Conducted Non-impulsive_Test
Title Content

©o0000O0O0O00
B = B 5 8 8 858

mpulsive Tests - TEMPEST Magnetic Field Non-impulsive_Test

Strength (Loop Antenna + Tumtable)

Description

Test Standard

Test Site

B B8 8 B

Operator Name

kBRI ROCe@ v =@ &L EX > Actions

LocalDB.
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TEST SETUPS

Different test setups define the arrangement of accessories and testing instruments for the various types
of testing. The different test definitions are based on the setups.

R&SPELEMI-T supports measurements using the R&S®FSWT26 test receiver and the R&S®RTOx and R&S®RTP

oscilloscopes.

Test setup for a conducted test

Test Site Public

Mg

TEMPEST Osdillosc...
RTO 2044

TEMPEST Test Rece...

&

FSWT26 Receiver

TEMPEST Test Receiver

9 kHz - 30 MHz

Test setup for a radiated test with optional antenna positioner

Test Site Public

Mg

TEMPEST Osdillosc..
RTO 64

&

TEMPEST Test Rece...

FSWT26 Receiver

TEMPEST Test Receiver (F

30 MHz - 6 GHz

-0
EUT
Tdr out Path TEMPEST Mains LISM
Sigral Path ENV 432
Subst Gen (RF)... TEMPEST RF Genef...
Lignal Path EMBLTO0A
= 1‘1 L -rH'I* (C @ ‘P
. -—
Tdr (HF} out Pa... Broadband & Turmtable
Sigral Path Antenna Innca CO3000 OT1
Subst Gen (RF... TEMPEST RF Gener...
Sigrmal Path EMEB 1004



TEST TEMPLATES

Test templates contain detailed measurement settings and test strategies.

Definition of instrument settings in a test template

¥ Flow Details - Overview Measurement

Settings A y Settings  Trigger

|—| Repeat Measurement

Detectors AC Video - None - None - Naone -

| ‘Graph\cs per Range Add Spectrogram Graphic

- Active  Name Frequency Range Meas. BW (Overview) Hardware Setup D Use individual Limit Lines Offset
150 kHz - 30 MHz 3 kHz TEMPEST Electric Field (LF) | - TEMPEST electric field x | 0 dBpv/m
" (LS B

EUT
Tdr (LF) out Pat... Active Rod A Tumtable
TEMPEST Osdillosc... TEMPEST Test Rece... Signal Path Antenna innco CO3000 DT1

RTO 2044 FSWT26 Receiver

a—lil
Subst Gen (RF)... TEMPEST RF Gener...
Signal Path SMBV100A

TEMPEST Test Receiver Normal Testing =

9 kHz - 30 MHz
Settings (Qverview)  Operating Mode (®) Test Receiver () Spectrum Analyzer Input Selection 1 AC -
(9 kHz - 30 MHz)
Scan Mode | Time Domain A RF Attenuation  Auto -
Settings (Final)
BLiE=ER0IH Detectors ACY Min. Attenuation 0 dB -
Properties y
Filter Type | 6dB - Preamplifier  Auto -
Meas. BW 3 kHz A CISPR BW IF Gain  Auto -
Step Size 750 Hz Screen Maximum 80 dBpV
Points 39801
Meas. Time 10 ms -
2 30 MHz - 1 GHz 1 MHz TEMPEST Electric Field (HF) TEMPEST electric field x| . 0 dBpv/m
¥ Flow Details - Overview Measurement
Measurement Settings  Accessory Settings  Trigger
Loop Parameter Mode Range Step Size Parameters
Azimuth Stepped 0 deg - 180 deg 90 deg Positioning Speed : 7
Polarization Stepped H v H—=V

> |:| 4 User Defined Stepped
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INTERACTIVE MEASUREMENTS

The oscilloscope and test receiver user interfaces are available from within the R&S®ELEMI-T software.

Oscilloscope user interface

Trigger Horizontal Acquisition Info 20231212
. Edem OV Nom 1ms/  1GSa/s Highres RT L 12:26:15 ®
£y Stop 0s 10 Mpts
e e1. T T T T T T
53261 piagrami: C1,C2,R1 X
1 | i
[ 432.61 mV 4 1] =
>
e B P e -
— 232.60 mV E 4
132.61jmV 1 . 1

36739 my H T h |
-467.39 mv -Ams i -2ms A ] Tms 2ms 3me ams S m
2 x X2 AX [ 1/8X Y1 Y2 ay [ AY/AX
1 . - —_ = = -318.18 mV 322.14 mV 640.32 m\/' —
Mo 0 _ 0 N 287.55 mv 3261 mV 32016 mV —
3 . - - - - 287.55 mV -352.77 mV -640.32 m\V -
4vf 100 mv/
-4V 500MHz OV
DC-1 MO

Receiver user interface

Meas BW  (6d4B) 1 MHz  Meas Time 100 ms

o Att 5 dB = Preamp 30d8  Step LIN  Qut vic/OfF o Freguency 65.7500000 MHz
Input 1 DC = IF Gain 10d8  PS  MNarrow
1 Bargraph

AC Video (Pulse) 44.71 dBpv

100 MHz

80 depv

60 dapy

40 dapy

20 dapv

Start 34.2832937 MHz Stop 169.290373 MHz

3 IF Spectrogram o1 Clrw

CF 65.75 MHz Span 8.0 MHz 2023-Dec-12 10:43:17.743

10:43:17 12.12.2023

For interactive signal investigations, it is important to have direct access to the user interface of the receiver and oscillo-
scope. R&S®ELEMI-T enables direct access to these interfaces from within the software itself.



NO TEST WITHOUT A TEST REPORT

R&S®ELEMI-T creates comprehensive and structured test reports. All relevant data, from transducer
factors to manually collected data, can be included in the report.

Detailed sub-report for one frequency with all relevant information

General " E P B E | | R Whoerag ~ | B B3 25/30 BO
Report Title

Test Report X

P Header TEMPEST Electric Field Impulsive .

» Footer {DC50ahm)_Test Inconclusive

P  Available Components

¥ Selected Components

TEMPEST Graphics BE X o CE @ 282.5 MHz

TEMPEST Tables @ r:j x Re Frequency Category fzf: Limix Comection

Image / Photo EEX [HHz) (B | 1B [

TEMPEST Tables @ E| x 282,500 CE 51.94 5279 0.85 Lad

Frequency .

| TEMPEST Final Report [ B] X 2 || TEEitES (S

TEMPEST Test Template @ El ® 22500 [ E7/11/2023 1444:57 | Example

= v
Component Options Description, Final Results, CF 282.5 MHz, H, 18 deg, 1.38 m, 2023-11-27 14-45-15
|:| Begin on a new page [File Attached : Receiver, Investigation, CF 282.5 MHz, 1.38 m, H, 18 deg, 2023-11-27 14-44-47]
Enter Title [File Attached : Oscilloscope, Investigation, CF 282.5 MHz, 1.38 m, H, 18 deg, 2023-11-27 14-44-44]
[File Attached : Dscilloscope, Substitution, CF 282.5 MHz, 2023-11-27 14-44-53]

Detailed Sub-reports . [Category Assigned : Compromising Emanation]

P Final Results Row Filter
Selected Column(s) Receiver, Investigation, CF 282.5 MHz, 1.38m, H, 18 Oscilloscope, Investigation, CF 282.5 MHz, 1.38 m,

deg, 2023-11-27 14-44-42 H, 18 deg, 2023-11-27 14-44-44

[Category = CE, DRE, DSN, ENVA, EU
4 >
»  Add Subreport Template

Selected Subreport Template(s):
P ELEMI-T-CE DREDS.. B X

Oscilloscope, Substitution, CF 282.5 MHz,
2023-11-27 14-44-53

01/12/2023 / 11:23

The report includes screenshots from the receiver and oscilloscope. The operator can add comments or photos if
needed.
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SPECIFICATIONS IN BRIEF

Specifications in brief

» R&S®EMCPC license dongle and system requirements (see R&S®ELEKTRA EMC test software specifications
Prerequisites section Minimum system requirements (PD 5216.3695.22))
» R&S®ELEMI-S

Software features

» TEMPEST specific hardware setups and test templates
—transducer or probe based measurements
-conducted measurements using a LISN
~electric field strength measurements
—-magnetic field strength measurements
» single overview measurement can cover TEMPEST frequency range
~multiple sub-ranges and hardware setups
-switched signal paths for frequency dependent devices
» import feature for classified limit lines
» data reduction with peak detection, acceptance margin and critical band detection
» fully automated overview with accessory movement
» flow into data reduction with critical point and critical band detection
» optional frequency list loading with critical band support
» flow into assisted interactive measurement
—-manually step through critical points and bands
-automatic system setup at each frequency
Measurement sequence/test —-manual control while investigating each frequency
control —assisted substitution measurement
» single-click, save-and-load receiver and oscilloscope setups
» attach supporting evidence to each final result record using
-single-click screen shot capture for receiver and oscilloscope
-storage browser
—built-in text editor
» categorize each final result record using standard terminology
» integrated database or use shared database with up to five users
» user and role management
» data backup and restore
» import and export function for test templates, device configuration, limit lines and other tables
» overview chart
limit line and acceptance margin display
—critical point and critical band markers
—final result markers
Measurement result display  » critical point table with critical band support
» final result table
-emanation category
~total and elemental correction factors
-result specific attachments
» template based report generation
Reporting » generate report by test or by EUT
» detailed sub-report by final result

Test setup

Data management

Supported devices

Receivers R&SCFSWT26
Oscilloscopes R&S®RTO2000, R&S®RTO6, R&S®RTP
Other see R&SPELEKTRA EMC test software specifications (PD 5216.3695.22)

Rohde & Schwarz R&S®ELEMI-T Compromising Emanations Measurement Software 8



ORDERING INFORMATION

Software

Compromising emanations measurement software R&SPELEMI-T 1345.2118.02
Software bundles

EMI advanced system test software package R&S®ELEMI-EAS 5601.0382.02
EMC options

EMC extension for report generation R&S®ELEMC-REP 5601.0460.02

EMC test list automation R&S®ELEMC-TLA 5601.0560.02
Hardware

R&S®EMCPC 5601.0018.02

License dongle

Software maintenance
One year software maintenance is optionally available for each software item. Contact your local Rohde & Schwarz sales office.

R&SPEMCPC and R&S®ELEMI-EAS are prerequisites for RRS®ELEMI-T.
R&SPELEMC-REP and R&S®ELEMC-TLA are useful extensions.

For further information, see R&S®ELEKTRA EMC test software product brochure (PD 5216.3695.12).

Your local Rohde & Schwarz expert will help find the best solution for you.
Contact your local Rohde & Schwarz sales office for more information, visit www.sales.rohde-schwarz.com
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http://www.sales.rohde-schwarz.com

Service at Rohde & Schwarz
You're in great hands

» Worldwide

» Local and personalized

» Customized and flexible
» Uncompromising quality
» Long-term dependability

Rohde & Schwarz

The Rohde & Schwarz technology group is among the trail-
blazers when it comes to paving the way for a safer and
connected world with its leading solutions in test&measure-
ment, technology systems and networks &cybersecurity.
Founded 90 years ago, the group is a reliable partner for
industry and government customers around the globe.

The independent company is headquartered in Munich,
Germany and has an extensive sales and service network
with locations in more than 70 countries.

www.rohde-schwarz.com

Sustainable product design

» Environmental compatibility and eco-footprint

» Energy efficiency and low emissions

» Longevity and optimized total cost of ownership

Certified Quality Management Certified Environmental Management

1S0 9001 IS0 14001

Rohde & Schwarz training
www.training.rohde-schwarz.com

Rohde & Schwarz customer support
www.rohde-schwarz.com/support
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