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Introduction

1.1

1.2

Introduction

BitLocker gives you the ability to encrypt the data saved by the measurement device.
So data stored on the measurement device will be protected from unauthorized use, in
case the hard disk is removed from the measurement device.

Overview

If BitLocker is enabled, the data stored on the measurement device will be encrypted.
A decryption key must be entered before the operating system can be booted.

When BitLocker is configured, there are two choices of an encryption key.

Either a password is chosen, which must be entered by the operator of the
measurement device before the operating system boots or the encryption key must be
stored on a USB flash drive, which must be plugged into the measurement device,
before the operating system boots.

In either case an additional random recovery key will be generated, which must be
printed, saved to a file or saved to a file on a USB flash drive.

If the encryption key and the recovery key are lost, it is not possible to access
the data stored on the measurement device anymore. Rohde & Schwarz has no
possibility to restore the data. Using BitLocker is done on your own risk!

If BitLocker is enabled on the measurement device, the abilities of the "R&S Recovery
Environment"! are limited.

It is not possible to capture an image of the current state of the measurement device
by using the "USB Backup and Recovery" function of the "R&S Recovery Environment"
anymore.

It is still possible to restore a previously captured image by using the "Factory Default
Restore" or "USB Backup and Recovery" function of the "R&S Recovery Environment".

Service Case

Please be aware that a device with active BitLocker can only be serviced at Rohde &
Schwarz Service Centers if the BitLocker password is sent to the service along with the
device.

It is recommended to disable the BitLocker before sending the device to the service.

1 Not supported for all R&S devices. Refer to manual of the measurement device.
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2 BitLocker

2.1 BitLocker Group Policy configuration

To use BitLocker on a device without a Trusted Platform Module (TPM),
a particular group policy must be enabled.
Open the start menu and type "gpedit.msc". This requires administrator rights.

These results may be incomplete...

Best match

| gpedit.msc

= Microsoft Common Console Document

gpeditmsc|

@ & b 0 &8 == @&

Navigate to the "Require additional authentication at startup” setting beneath the
"Computer Configuration\Administrative Templates\Windows Components\
BitLocker Drive Encryption\Operating System Drives" policy.

=/ Local Group Policy Editor
File Action View Help

e nm = Hml v

7 Windows Settings
v | Administrative Templates

| Application Compatibility

_| Operating System Drives
| Removable Data Drives
1 Camera
. R

i) Allow network unlock at startup
Allow Secure Boot for integrity validation

Edit policy setting

BitLocker.

If you want to use BitLocker on a
computer without a TPM, select v

18 setting(s)

the "Allow BitLocker without a <

Configure TPM platform validation profile (Windows Vista, ...

-/ Local Computer Policy B e
v & Computer Configuration <
Software Settings Require additional authentication at  Setting State
a startup

Not configured
Not configured

“ Control Panel Require additional authentication at startup Not configured
1 Network Requirements: Require additional authentication at startup (Windows Serve... Not configured
| Printers At least Windows Server 2008 R2 Disallow standard users from changing the PIN or password  Not configured

| Server or Windows 7 Enable use of BitLocker authentication requiring preboot ke...  Not configured

Start Menu and Taskbar Description: Allow enhanced PINs for startup Not configured
| System This policy setting allows you to Configure minimum PIN length for startup Not configured
v [Z] Windows Components configure whether BitLocker Configure use of hardware-based encryption for operating s... Not configured
ActveXInsallr Sevice reuiresadional athentication Lol openting tem s Not configured

Add features to Windows 10 puter stayts s
- whether you are using BitLocker Configure use of passwords for operating system drives Not configured
App Pavckage Deployment with or without a Trusted Platform Choose how BitLocker-protected operating system drives ca... Not configured
1 App Privacy Module (TPM). This policy setting Configure TPM platform validation profile for BIOS-based fi.. Not configured

App runtime is applied when you turn on

Not configured

AutoPlay Policies Configure TPM platform validation profile for native UEFI fir.. Not configured

3 Biometrics Note: Only one of the additional Configure pre-boot recovery message and URL Not configured

« B BitLocker Drive Encryption o i Reset platform validation data after BitLocker recovery Not configured
. Fixed Data Drives policy error oc:ursl Use enhanced Boot Configuration Data validation profile Not configured

\ Bxtended { Standard /
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Set the "State" radio button to "Enabled" and enable the"Allow bitlocker without
compatible TMP (requires a password or a startup key on a USB flash drive)"

checkbox.

O Not Configured Comment:
@®) Enabled
(O Disabled

Supported on:
Options:

A Require additional authentication at startup

m Require additional authentication at startup

USB flash drive)

[m} X
Previous Setting Next Setting
At least Windows Server 2008 R2 or Windows 7
Help:
This policy setting allows you to configure whether BitLocker A

Allow BitLocker without a compatible TPM
(/] (requires a password or a startup key on a

Settings for computers with a TPM:
Configure TPM startup:

Allow TPM ¥l
Configure TPM startup PIN:

Allow startup PIN with TPM
Configure TPM startup key:

Allow startup key with TPM
Configure TPM startup key and PIN:

Allawas ekarkin Laos and DIN with TDAA
<

v

requires additional authentication each time the computer starts
and whether you are using BitLocker with or without a Trusted
Platform Module (TPM). This policy setting is applied when you
turn on BitLocker,

Note: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs.

If you want to use BitLocker on a computer without a TPM,
select the "Allow BitLocker without a compatible TPM" check
box. In this mode either a password or a USB drive is required for
start-up. When using a startup key, the key information used to
encrypt the drive is stored on the USB drive, creating a USB key.
When the USB key is inserted the access to the drive is
authenticated and the drive is accessible. If the USB key is lost or
unavailable or if you have forgotten the password then you will
need to use one of the BitLocker recovery options to access the
drive.

o]

Cancel

Apply
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Navigate to the "Password must meet complexity requirements” setting beneath the
"Computer Configuration\Windows Settings\Security Settings\Account
Policies\Password Policy" policy.

.2/ Local Group Policy Editor
File Action View Help

e 2@ XE | Hm

v &% Computer Configuration
> ] Software Settings
v | Windows Settings
“| Name Resolution Policy
=) Scripts (Startup/Shutdown)
> m=m Deployed Printers
v B Security Settings
v (4 Account Policies
3 Password Policy
> [ Account Lockout Policy
> (@ Local Policies
> [ Windows Firewall with Advanced Security
] Network List Manager Policies
> [] Public Key Policies
~| Software Restriction Policies
> [ Application Control Policies
> & IP Security Policies on Local Computer
» ] Advanced Audit Policy Configuration
> ulll Policy-based QoS
> (2] Administrative Templates
v & User Configuration
1 Software Settings
7 Windows Settings
-] Administrative Templates

>

Policy
E Enforce password history

'assword must meet complexity requirements
-] Store passwords using reversible encryption

Security Setting

0 passwords remembered

If the "State" radio button is set to "Disabled", the minimum length of the password will

be 8 characters.
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If the "State" radio button is set to "Enabled”, the minimum length of the password will
be either the length defined in the "Minimum password length" setting beneath the
"Computer Configuration\Windows Settings\Security Settings\Account Policies\

Password Policy" policy

|/ Local Group Policy Editor
File Action View Help

e @ XE = Hm

2] Local Computer Policy
Computer Configuration
> (] Software Settings
v ] Windows Settings
> [2] Name Resolution Policy
\&) Scripts (Startup/Shutdown)
s Deployed Printers
F Security Settings
v [ Account Policies
"5 Password Policy
> [ Account Lockout Policy
> [ Local Policies
> [ Windows Firewall with Advanc
] Network List Manager Policies
> [7] Public Key Policies
> [ Software Restriction Policies
> [ Application Control Policies
> & IP Security Policies on Local Cc
> (2] Advanced Audit Policy Configt
> gl Policy-based QoS
> ] Administrative Templates
v & User Configuration
> (1] Software Settings
> [Z] Windows Settings

< v

Policy

DEnfor:e password history
DMaximurn password age
DM' imum password age
Minimum password length
L|Password must meet complexty requirements
[Clstore p using

Security Setting

0 passwords remembered
42 days

0 days

0 characters

Disabled

Disabled

or the length defined in the "Configure use of passwords for operating system drives"
setting beneath the "Computer Configuration\Administrative Templates\
Windows Components\BitLocker Drive Encryption\Operating System Drives" policy.

2/ Local Group Policy Editor
File Action View Help

e @z Hm Y

2] Local Computer Policy

v & Computer Configuration

> [ Software Settings

> (2] Windows Settings

v [ Administrative Templates
Control Panel
Network

2l
2
] Printers
=1 Server
] Start Menu and Taskbar
] System
] Windows Components
| ActiveX Installer Service
~| Add features to Windows 10

operating system drives, If non-
TPM protectors are allowed on

<

_&iConﬁguve use of passwords for operating system drives

Configure use of passwords for Setting State

operating systess drives; Allow network unlock at startup Not configured
Edit policy settin A Allow- Secur.z .Bool for lntzg.nty. validation Not configured

B Require additional authentication at startup Enabled

Requirements: Require additional authentication at startup (Windows Serve... Not configured
At least W's"dt’ws Server 2012 or [-]Disallow standard users from changing the PIN or password  Not configured
Windowes BEnable use of BitLocker authentication requiring preboot ke... Not configured
Description: Allow enhanced PINs for startup Not configured
This policy setting specifies the [EE] Configure minimum PIN length for startup Not configured
w:“';"g“;i'";"’“swz;’::"d to [5] Configure use of hardware-based encryption for operating s... Not configured
Lo sl Enforce drive encryption type on operating system drives Not configured

Not configured

B App Package Deployment operating system drives, you can []Choose how BitLocker-protected operating system drives ca... Not configured
2 :pp runflmer provision a password, ‘"‘z;‘:he [£] Configure TPM platform validation profile for BIOS-based fi... Not configured
T‘ AutoPlay Policies password, and configure a Conﬁgure TPM platform validation profile (Windows Vista, ... Not configured
iometrics minimum length for the . Cnnﬁguv: TPM platform validation profile for native UEFI fir... Not configured
v [ Bitlocker Drive Encryption f:;ls‘:::e::; ;:;;zx':?fymm ;onﬁg\:r:f pre-bo:! recovery message and URL Not configured
) Fixed Data Drives the Group Policy eset platform val |datlon.dnla éﬂer BitLocker recovery Not conﬁgured
| Operating System Drives setting "Password must meet [£]Use enhanced Boot Config Data profile Not configured
1 Removable Data Drives complexity requirements"” located v/
I Credential Ucer Interface in Computer L

18 setting(s)

Extended AS!andard/
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If the "State" radio button of the "Password must meet complexity requirements" setting
beneath the "Computer Configuration\Windows Settings\Security Settings\

Account Policies\Password Policy" policy is set to "Enabled" and the "Configure use of
passwords for operating system drives" setting beneath the

"Computer Configuration\Administrative Templates\Windows Components\

BitLocker Drive Encryption\Operating System Drives" policy is set to enabled and the
value of the "Configure password complexity for operating system drives" setting is set
to "Allow password complexity",

the chosen password must include characters from at least 3 different character sets,
such as uppercase letters (A-Z), lowercase letters (a-z), digits (0-9) and special
characters (for example !, ?2, $, (, *, #, -).

& Configure use of passwords for operating system drives m] X

E Configure use of passwords for operating system drives Previous Setting Next Setting

O Not Configured Comment:

O Disabled
Supported on: [ At |east Windows Server 2012 or Windows 8
Options: Help:
Configure password complexity for operating This policy setting specifies the constraints for passwords used to | A

system drives: unlock BitLocker-protected operating system drives. If non-TPM

protectors are allowed on operating system drives, you can
Allow password complexity v provision a password, enforce complexity requirements on the
password, and configure a minimum length for the password.
Minimum password length for operating system For the complexity requirement setting to be effective the Group
drive: Policy setting "Password must meet complexity requirements”
located in Computer Configuration\Windows Settings\Security
8 E Settings\Account Policies\Password Policy\ must be also
enabled.
Note: You must enable the "Password must meet
complexity requirements” policy setting for the Note: These settings are enforced when turning on BitLocker, not
password complexity setting to take effect. when unlocking a volume. BitLocker will allow unlocking a drive

ith f th tect ilabl the drive.
0 Require ASClI-only passwords for removable WRLAY,OL e protecion ausneye g the e

OS drives

If you enable this policy setting, users can configure a password |,

OK Cancel

If the measurement device is joined to an Active Directory domain those settings might
be controlled by the Active Directory domain group policy.
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2.2 Shell Hardware Detection Service configuration

To configure BitLocker by the "BitLocker Drive Encryption" control panel applet, the
"Shell Hardware Detection" service must be able to start.
Open the start menu and type "services.msc". This requires administrator rights.

These results may be incomplete...

Best match
Services
~  Desktop app

Component Services
Desktop app

B & Oh 0O N

services.msc

x i

Select the "Shell Hardware Detection" service.

Shared PC Account Man:
ell Hardware Dete
Smart Card

Running

Running

Disabled
Automatic

Automatic (T...

Services
File Action View Help
@@ E 6= now
. Services {Local)
Shell Hardware Detection Name - Description Status Startup Type Log On As
. ) Secondary Logon Enables star... Manual Local Syste...
Stop the service Secure Socket Tunneling Pr... Provides su... Manual Local Service
Restart the service
Security Accounts Manager  The startup ... Running  Automatic Local Syste...
Security Center The WSCSV... Running  Automatic (D... Local Service
E’“A’:"P‘"’":t_'» dions for AutoPi Sensor Data Service Delivers dat... Manual (Trig...  Local Syste...
h"“" e NONMEAions hor toriey: Sensor Monitoring Service  Monitors va... Manual (Trig...  Local Service
ardware events.
Sensor Service A service fo... Manual (Trig... ~ Local Syste...
Server Supports fil..  Running  Automatic

Local Service

Smart Card Device Enumera... Creates soft... Manual (Trig...  Local Syste...
Smart Card Removal Policy ~ Allows the s... Manual Local Syste...
SNMP Trap Receives tra... Manual Local Service
& Software Protection Enables the Automatic (D Network S...
 Spot Verifier Verifies pote... Manual (Trig... ~ Local Syste...
}, SSDP Discovery Discovers n.. Running Manual Local Service
State Repository Service Providesre.. Running Manual Local Syste...
Still Image Acquisition Events Launches a... Manual Local Syste...
Storage Service Provides en... Manual (Trig...  Local Syste...
Storage Tiers Management  Optimizes t... Manual Local Syste...

|\ Btended [ Standard /
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Now open the context menu and select "Properties".
Select either "Manual" or "Automatic" from the "Startup type" combobox.
If the "Startup type" was previously set to "Disabled", click the button labeled "Start".

Shell Hardware Detection Properties {Local Computer) X

General LogOn Recovery Dependencies

Service name: ShellH\WDetection

Display name: Shell Hardware Detection

Description: Provides notifications for AutoPlay hardware events.

Path to executable:

C:A\Windows\System32\svchost. exe -k netsvcs

Startup type: Automatic had
Automatic |Delaied Staltl |
Manual

. Disabled
Service status:  RURNING

Start Stop Pause Resume

You can specify the start parameters that apply when you start the service
from here.

ytart parameter

=]
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2.3 General BitLocker configuration

To enable BitLocker Drive Encryption open the start menu and type “Control Panel”.
Change the option to “Small Icons” in the "View by" menu.

These results may be incomplete...

Best match

Control Panel
Desktop app

Settings
Trusted Windows Store app

B & 0h 0 &8 o™ g

Control Panel‘

Now open "BitLocker Drive Encryption". This requires administrator rights.

[0 All Control Panel Items - o

« v A > Control Panel > All Control Panel Items

Adjust your computer's settings

53 AutoPlay ¥ Backup and Restore (Windows 7)
M Color Management @ Credential Manager
[% Default Programs 3 Device Manager
£ Devices and Printers 2 pisplay @ Ease of Access Center
£ File Explorer Options © File History Flash Player (32-bit)
A Fonts *4 HomeGroup & Indexing Options
F Infrared Intel® HD Graphics € Internet Options
~ Keyboard & Language @ Mouse
& Network and Sharing Center &Y Personalization & Phone and Modem
‘® Power Options @ Programs and Features &R Recovery
P Region ® RemoteApp and Desktop Connections ' Security and Maintenance
P Sound & Speech Recognition ¥ Storage Spaces
® Sync Center R System ’_ Taskbar and Navigation
A Troubleshooting 8 User Accounts K windows Defender
o Windows Firewall % Windows Mobility Center %> Windows To Go

@ Work Folders
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2.3.1 Enable BitLocker

Select "Turn on BitLocker".

X BitLocker Drive Encryption = o B3
« ~ 4 “K > Control Panel > All Control Panel Items > BitLacker Drive Encryption v O | Search Control Panel »
Control Panel H o
ontrol Fanelriome BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
Operating system drive
OperatingSystem (C:) BitLocker off
= _
Ny
Fixed data drives
Removable data drives - BitLocker To Go
Insert a removable USB flash drive to use BitLocker To Go.
See also
© TPM Administration
® Disk Management
Privacy statement
" H n
Select "Turn off BitLocker
4 BitLocker Drive Encryption = o x
« ~ 1 “& > Control Panel > All Control Panel ltems > BitLocker Drive Encryption v O Search Control Panel Vi

Control Panel Home.

BitLocker Drive Encryption

Help protect your fles and folders from unauthorized access by protecting your drives with BitLocker.
Operating system drive
OperatingSystem (C:) BitLocker on
" G suspend protection
J € Back up your recovery key

Change password
€ Remove password

G ot Bittocker
Fixed data drives

Removable data drives - BitLocker To Go

D: BitLocker off

© TPM Administration
® Disk Management

Privacy statement

Select "Turn off BitLocker" again.

BitLocker Drive Encryption X

Turn off BitLocker

Your drive will be decrypted. This might take a long time, but
you can keep using your PC during the decryption process.

I [ Turn off BitLocker {| Cancel
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BitLocker was successfully disabled.

A BitLocker Drive Encryption = 5 <

« v 2 X > Control Panel > All Control Panel Items > BitLocker Drive Encryption v O | Search Control Panel Vi

rol Panel . -
Comitstinns e BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

€ Turn on BitLocker

L

Fixed data drives

Backup (D:) BitLocker off

Removable data drives - BitLocker To Go
Insert a removable USB flash drive to use BitLocker To Go.
See also
® TPM Administration
® Disk Management
Privacy statement
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2.4 BitLocker password configuration

1. Select the option "Enter a password"

& BitLocker Drive Encryption (C)

Choose how to unlock your drive at startup

o Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a

USB flash drive each time you start your PC.

= Insert a USB flash drive

= Enter a password

Cancel

2. Choose a password suitable to unlock the BitLocker encrypted drive.

&« ﬁ BitLocker Drive Encryption (C:)

Create a password to unlock this drive

spaces.

Enter your password

Reenter your password

Tips for creating a strong password.

You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and

Cancel

X
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3. An option to save the recovery key must be chosen.
Independently of the chosen option, with the exception of "Print the recovery key",
the recovery key will always be stored in a Unicode encoded text file.

| BitLocker Recovery Key 8ED3AE29-3790-4532-9947-857EB302CB11.TXT - Editor
Datei Bearbeiten Format Ansicht 2
BitLocker Drive Encryption recovery key

To verify that this is the correct recovery key, compare the start of the following identifier with the identifier value displayed on your PC.
Identifier:

8ED3AE29-3790-4532-9947-857EB302CB11
If the above identifier matches the one displayed by your PC, then use the following key to unlock your drive.

Recovery Key:

I 233662-067562-075460-350009-334983 - 358842—194687—623161'

If the above identifier doesn't match the one displayed by your PC, then this isn't the right key to unlock your drive.
Try another recovery key, or refer to http://go.microsoft.com/fulink/?LinkID=260589 for additional assistance.

The option to save the recovery key to a "Microsoft account" cannot be used,
because you would need to be logged on to Windows using a "Microsoft account"
already.

The printed document respectively the text file, which was used to save the
recovery key, is required, if the password, to unlock the BitLocker encrypted drive,
is lost. In this case you will be prompted to enter the recovery key manually, when
the operating system boots.

If the password and the recovery key are lost, it is not possible to access the data
stored on the measurement device anymore. The data is lost and cannot be
recovered anymore. In this case the measurement device must be sent to
Rohde&Schwarz customer service to recover the measurement device to an
operational state. But also Rohde&Schwarz customer service will not be able to
recover the previously saved data.

Make sure the recovery key will be saved in such a way, that it cannot be lost or
become inaccessible.

Choose the option that fits your needs.

‘1 BitLocker Drive Encryption (C:)

How do you want to back up your recovery key?
o Some settings are managed by your system administrator.

Arecovery key can be used to access your files and folders if you're having problems unlocking your PC
It's a good idea to have more than one and keep each in a safe place other than your PC.

= Save to your Microsoft account
= Save to a USB flash drive
= Save to a file

= Print the recovery key

How can | find my recovery key later?

Next Cancel




BitLocker

4.

Select the option "Encrypt entire drive (slower but best for PCs and drives already

in use)"

& ¥ BitLocker Drive Encryption (C:)

Choose how much of your drive to encrypt

If you're setting up BitLocker on a new drive or a new PC, you only need to encrypt the part of the drive
that's currently being used. BitLocker encrypts new data automatically as you add it.

If you're enabling BitLocker on a PC or drive that's already in use, consider encrypting the entire drive.
Encrypting the entire drive ensures that all data is protected-even data that you deleted but that might
still contain retrievable info.

(O Encrypt used disk space only (faster and best for new PCs and drives)

I @ Encrypt entire drive (slower but best for PCs and drives already in use) I

Next Cancel

5.

Select the option "New Encryption mode (best for fixed drives on this device)"

& < BitLocker Drive Encryption (C:)

Choose which encryption mode to use

Windows 10 (Version 1511) introduces a new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If this is a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or if this drive will only be used on devices running at least Windows 10 (Version
1511) or later, you should choose the new encryption mode

I@ New encryption mode (best for fixed drives on this device)l

(O Compatible mode (best for drives that can be moved from this device)

Cancel

X
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&« ﬁ BitLocker Drive Encryption (C:)

Are you ready to encrypt this drive?

Encryption might take a while depending on the size of the drive.

You can keep working while the drive is being encrypted, although your PC might run more slowly.

[] Run BitLocker system check

The system check ensures that BitLocker can read the recovery and encryption keys correctly before
encrypting the drive.

BitLocker will restart your computer before encrypting.

Note: This check might take a while, but is recommended to ensure that your selected unlock method
works without requiring the recovery key.

Continue Cancel

X

7. A Reboot is required to complete the test.

4 BitLocker Drive Encryption = o

« v 4 “X > Control Panel > All Control Panel ltems > BitLocker Drive Encryption v O | Search Control Panel
Control Panel Hom: . .

A BitLocker Drive Encryption

Help protect your fles and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

OperatingSystem (C:) Restart required

=
~

Fixed data drives
Removable data drives - BitLocker To Go

Insert a removable USB flash drive to use BitLocker To Go.

© T1PM Administration
® Disk Management

Privacy statement

A check will be performed, to ensure the chosen password and the recovery key
is functional before the operating system drive will be encrypted.
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8. When the operating system boots, you will be prompted to enter the password to
unlock the BitLocker encrypted drive.

BitLocker

Enter the password to unlock this drive

Press Enter to continue
Press Esc for BitLocker recovery

If an incorrect password is entered 5 times, the device must be rebooted and the
password prompt will appear again.

BitLocker

Too many password entry attempts

There is a limit

Press Enter to reboot and try again

Press Esc for BitLocker recovery
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9. BitLocker encrypts the operating system drive.

A BitLocker Drive Encryption = 5 <
« v 2 X > Control Panel > All Control Panel Items > BitLocker Drive Encryption v O rch Control Panel Vi
(Contro Panel H 0
S fne ome BitLocker Drive Encryption
Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.
Operating system drive
OperatingSystem (C) BitLocker Encrypting
as 9 Back up your recovery key
=5 4 Change password
€ Remove password
€ Turn off BitLocker
Fixed data drives
Removable data drives - BitLocker To Go
Insert a removable USB flash drive to use BitLocker To Go.
® TPM Administration
® Disk Management
Privacy statement
A BitLocker Drive Encryption = a x
« v 1 “X > Control Panel > Al Control Panel ltems > BitLocker Drive Encryption v o trol Pane
(]

Coutrsfinsilioge BitLocker Drive Encryption

Help protect your files and folders from unauthorized access by protecting your drives with BitLocker.

Operating system drive

=5 € suspend protection
\;a‘ % Back up your recovery key
Change password
% Remove password
€ Turn off BitLocker

Fixed data drives

Removable data drives - BitLocker To Go
D: BitLocker off

© TPM Administration
© Disk Management

Privacy statement
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2.5 BitLocker USB flash drive configuration

1. Select the option "Insert a USB flash drive"

& BitLocker Drive Encryption (C)

Choose how to unlock your drive at startup
o Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USB flash drive each time you start your PC.

= Insert a USB flash drive

= Enter a password

Cancel

2. Choose a USB flash drive that is currently plugged into the device.

X

&« ﬁ BitLocker Drive Encryption (C:)

Save your startup key

Insert a removable USB flash drive, select it, and then tap or click Save.

Be (D)

Save Cancel

Step is identical to the BitLocker password configuration procedure.
Step is identical to the BitLocker password configuration procedure.

Step is identical to the BitLocker password configuration procedure.

S

Step is identical to the BitLocker password configuration procedure.
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7. Step is identical to the BitLocker password configuration procedure.

8. When the operating system boots and the USB flash drive to unlock the BitLocker
encrypted drive is not plugged into the device, the test will fail.

BitLocker Drive Encryption

e BitLocker could not be enabled.

The BitLocker encryption key cannot be obtained.
Verify that the Trusted Platform Module (TPM) is
enabled and ownership has been taken. If this
computer does not have a TPM, verify that the USB
drive is inserted and available.

C: was not encrypted.

Close

9. Step is identical to the BitLocker password configuration procedure.

10. BitLocker was configured successfully.
If the USB flash drive to unlock the BitLocker encrypted drive is not plugged into
the device when the operating system boots, you are prompted to plug the USB
flash drive into the device.

BitLocker

Plug in the USB drive that has the BitLocker key

ter to reboot and try again

for BitLocker recovery




BitLocker

2.6 BitLocker Recovery

If the password to unlock the BitLocker encrypted drive is lost respectively the USB
flash drive to unlock the BitLocker encrypted drive is lost or inaccessible, the "Escape"
Key must be pressed when you are prompted to enter the password to unlock the
BitLocker encrypted drive or plug the USB flash drive to unlock the BitLocker encrypted
drive into the device.

You are then prompted to enter the 48 digit recovery key, which was printed, stored in
a file, or stored in a file on a USB flash drive, when BitLocker was initially configured.

BitLocker recovery

Enter the recovery key for this drive

Press Enter to continue
Press Esc for more recovery options




Related Documents and Links

3 Related Documents and Links

BitLocker overview

https://docs.microsoft.com/en-us/windows/security/information-
protection/bitlocker/bitlocker-overview

Trademarks

BitLocker is a U.S. registered trademark of Microsoft Corporation.

Active Directory is a U.S. registered trademark of Microsoft Corporation.
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Rohde & Schwarz

The Rohde & Schwarz electronics group offers
innovative solutions in the following business fields:
test and measurement, broadcast and media, secure
communications, cybersecurity, radiomonitoring and
radiolocation. Founded more than 80 years ago, this
independent company has an extensive sales and
service network and is present in more than 70
countries.

The electronics group is among the world market
leaders in its established business fields. The
company is headquartered in Munich, Germany. It
also has regional headquarters in Singapore and
Columbia, Maryland, USA, to manage its operations
in these regions.

Regional contact

Europe, Africa, Middle East
+49 89 4129 12345
customersupport@rohde-schwarz.com

North America
1888 TEST RSA (1 888 837 87 72)
customer.support@rsa.rohde-schwarz.com

Latin America
+1 410 910 79 88
customersupport.la@rohde-schwarz.com

Asia Pacific
+65 65 13 04 88
customersupport.asia@rohde-schwarz.com

China
+86 800 810 82 28 |[+86 400 650 58 96
customersupport.china@rohde-schwarz.com

Sustainable product design
1 Environmental compatibility and eco-footprint
1 Energy efficiency and low emissions

1 Longevity and optimized total cost of ownership

Cartifind Qualny Manapamean:

ISO 9001

Caertified Ervironmerial Management

ISO 14001

This white paper and the supplied programs may
only be used subject to the conditions of use set
forth in the download area of the Rohde & Schwarz
website.

R&S® is a registered trademark of Rohde & Schwarz GmbH & Co.
KG; Trade names are trademarks of the owners.




