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Now easier than ever:  
analysis of complex wireless protocols
GSM, WCDMA, LTE, WLAN, Bluetooth®, etc.: Today’s smartphones support many wireless communica-

tions standards and often communicate via several standards simultaneously, which makes analysis of data 

protocols increasingly complex. Such tasks are easier to accomplish with the new R&S®CMWmars message 

analyzer. Its powerful tools permit users to understand and graphically analyze signaling sequences.

Fig. 1: The R&S®CMWmars message analyzer on the 

R&S®CMW500 wideband radio communication tester.

R&S®CMWmars – the all-rounder 
for all wireless communications standards
The R&S®CMW500 wideband radio communication  tester 
generates the signals for all common wireless communi-
cations standards – from GSM, WCDMA, TD-SCDMA and 
CDMA2000® all the way to LTE. The tester simulates the radio 
access network (layers 1 to 3 in the OSI / ISO layer model, 
i. e. the air interface) as well as the network operator’s core 
network. This makes it possible to thoroughly test wireless 
devices on all protocol layers, from the physical transport 
layer to IP applications (Fig. 1).

During the test, the R&S®CMW500 records all signaling mes-
sages chronologically in a message log and stores it in a data-
base. Since the introduction of LTE, these message logs have 
become increasingly complex, so that they now contain hun-
dreds of thousands of messages and can grow into the giga-
byte range, such as is the case for data throughput measure-
ments, for example (IP end-to-end throughput).

The R&S®CMWmars message analyzer helps users analyze 
these complex message logs. The easy-to-use graphical user 
interface provides a large number of analysis tools for quickly 
tracking down all types of signaling problems. It has estab-
lished itself as an indispensable tool for development teams 
at chipset and mobile phone manufacturers, for interopera-
bility tests at network operators and for certification tests in 
test houses. 

Gain insight – retain oversight
The strength of R&S®CMWmars is that it provides different 
views of the message log to help users better understand the 
complex protocol relationships (Fig. 2). The views can be cus-
tomized, depending on how the various R&S®CMW500 appli-
cations (e. g. protocol tests, certification tests) record the logs.
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Users get an initial overview of a wireless device’s  behavior 
during basic protocol tests, such as registration or inter-RAT 
procedures (pass/fail view). The message sequence chart 
view displays layer 3 signaling message sequences that are 
exchanged between the wireless device and the various 
cells (Fig. 4). The parent/children view illustrates the path a 
signaling message takes through the various protocol lay-
ers. The core of the application is the table view in which all 
recorded messages are listed in table format and sorted by 
timestamp, with the option to search and filter them accord-
ing to defined criteria. All analysis views can be configured 
as required and are synchronized, so that the user is able 
to maintain a clear overview of what is going on, even with 
complex message logs. 

Tracking down errors quickly
Network simulation and predefined test case scenarios on 
the R&S®CMW500 make it possible to reproduce a wide vari-
ety of errors in wireless signaling protocols. For example, 
information elements can be corrupted along the transmis-
sion path (coding/decoding errors) or data packets might be 

Fig. 2: Different views within the R&S®CMWmars message analyzer make it easier to track down errors in wireless signaling procedures.

Key characteristics of R&S®CMWmars
 ❙ Protocol analysis tool for all R&S®CMW500 applications
 ❙ In one message log access to all protocol layers of all 
wireless communications standards, including the IP 
data layer

 ❙ Various views for different angles – from simple to 
detailed

 ❙ Easy filtering thanks to an optimized user interface
 ❙ Comparison of information elements and packets within 
the application

 ❙ Pass/fail view with direct link to error source
 ❙ Unique timeline view for graphical analysis of informa-
tion elements

 ❙ Highlighting of information elements and comments 
using bookmarks

 ❙ Offline analysis after completion of tests, as well as 
simultaneous logging within a test case 

 ❙ Scripting interface for automated analysis using pre-
defined C# or Python macros
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received too late or even be lost (timeout errors). Although these protocol errors 
are difficult to track down, R&S®CMWmars enables users to quickly and efficiently 
detect them using the R&S®CMW500 without losing sight of the bigger picture.

R&S®CMWmars decodes both the downlink messages sent by the tester and the 
uplink messages sent by the wireless device (tree view) and displays them at bit 
level if required (bit view). Message contents or subelements can be compared to 
quickly identify differences between pass/fail tests (compare view, Fig. 3). The time-
line view is used to present any selected information elements graphically over time. 
Readings from the physical layer and their trends are seen at a glance (Fig. 5). 

A powerful scripting interface for C# and Python gives advanced users access to 
the entire R&S®CMW500 message log database so that they can efficiently auto-
mate frequently recurring analysis steps and extend the applications built-in range 
of features. 

Fig. 3: Compare view for a direct comparison of individual information elements and packets.
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R&S®CMWmars and R&S®CMWcards –  
the perfect team
The R&S®CMWmars message analyzer works perfectly with 
the R&S®CMWcards* application to permit  graphical pro-
gramming of signaling tests. Both applications run within 
the same user interface, but offer different perspectives. 
Users can switch between the development perspective in 
R&S®CMWcards and the message analyzer perspective at 
any time to analyze the behavior of a wireless device either 
immediately during the test or offline after the test is com-
pleted. In the message sequence chart, the appropriate 
R&S®CMWcards playing card is referenced to each signaling 
message (Fig. 4). In addition, the complete R&S®CMWcards 
playing card sequence can be reconstructed from a mes-
sage log file, greatly simplifying troubleshooting in distributed 
development teams and in customer support. 

Fig. 5: The timeline view displays 

information elements graphically 

over time.

Fig. 4: The message sequence 

chart creates a compact over-

view of the signaling between the 

wireless device and the wireless 

network.

Not only R&S®CMWcards applications benefit from the 
R&S®CMWmars message analyzer. All other R&S®CMW500 
applications also support the new analysis tool – from the 
RF tester (callbox) to interoperability testing (IOT) and perfor-
mance quality analysis (PQA) to system applications in the 
R&S®TS8980 RF conformance test systems.

Summary
The innovative R&S®CMWmars message analyzer simpli-
fies the analysis of data protocols within a wide variety of 
R&S®CMW500 applications. R&S®CMWmars helps to sig-
nificantly reduce the time required for troubleshooting com-
plex wireless protocols thanks to easy operation of the pow-
erful analysis tools, clear individual views and the possibility 
to analyze information elements in detail and add proprietary 
scripts to built-in features.

R&S®CMWmars can be installed on the R&S®CMW500 wide-
band radio communication tester or on a Windows® PC 
and is available in three different versions: R&S®CMWmars 
basic with fundamental analysis tools, R&S®CMWmars 
advanced for protocol experts and R&S®CMWmars viewer 
(freeware) that provides users with an initial overview of the 
R&S®CMW500 message logs. 

Thomas Moosburger; Manuel Galozy

* R&S®CMWcards simplifies the creation of wireless signaling tests.  
NEWS (2012) No. 207, pp. 6–8.
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