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R&S®CA210
Signal Analysis
Software
At a glance
The R&S®CA210 is a software solution for technical
offline analysis of recorded signals and wideband
signal scenarios. It provides analysis functions
for fixed frequency emissions as well as for the
investigation of burst transmissions.
With the R&S®CA210, signal analysts and experienced
COMINT operators have a powerful tool for frequency
domain analysis, time domain analysis and modulation
parameter measurement of unknown signals. The results
of the signal analysis can be handed over as reports to
COMINT postprocessing.
The R&S®CA210 is an ideal extension of online signal
analysis solutions such as R&S®CA100 or R&S®CA120/
RAMON. Settings for automatic signal processing, e.g. detector parameters and rule scripts, can be tested first with
a recorded signal scenario before they are used online.
Performing analysis of recorded unknown signals in combination with the R&S®RAMON/R&S®CA120 online signal

analysis solution the R&S®CA210 takes over the part of the
"offline technical signal analysis".
The R&S®CA210 is also a tool for analyzing and teaching
operators the basics of modern digital modulation/transmission methods.

Key features
The R&S®CA210 classifier automatically recognizes a huge
number of different modulation types, channel codes and
transmission systems.
For wideband signal scenarios (which can contain many
signals), an automatic signal detector and a signal classifier takes over routine work. All known signals are analyzed by the R&S®CA210, and the analyst can concentrate
oneself on the unknown signals. Using the detector, classifier and user-defined rules, the analyst can command the
R&S®CA210 to automatically analyze entire signal scenarios down to the content level.
The detailed interactive modulation analysis provides
in-depth signal measurement tools to determine technical parameters of unknown signals, covering the measurement methods specified in the ITU-R SM.1600
recommendation.
R&S®CA210 includes in-depth analysis of modern OFDM
signals. The analyst is guided step by step to determine the OFDM signal characteristics and modulation
parameters.
If the R&S®CA100 PC-based signal analysis and signal
processing software is installed on the same PC, or
R&S®CA120 multichannel signal analysis software is connected in the network, a huge number of demodulators
and decoders are available to extract content from the
signals.

R&S®CA210 signal analysis software overview
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Ergonomic workflows
Thanks to its modern, ergonomic design for controlling
all analysis functions and efficient result presentation,
the signal analyst can quickly and efficiently operate the
R&S®CA210 graphical user interface. Collected signal
samples and all processing results of offline analysis are
organized in a project (file tree) structure that is used for
navigation and for starting subsequent processing steps.

The following pages show a workflow with the
R&S®CA210 starting with signal import, automatic signal analysis of multiple signals and interactive manual
signal analysis (including modern OFDM signals).

The project explorer organizes
all analysis results and provides the user easy access to
all measurement results.

ITU-R SM.1600 analysis view:
a multitone signal is visualized
and analyzed in oscilloscope,
spectrogram, spectrum and
time domain displays.
Rohde & Schwarz R&S®CA210 Signal Analysis Software 3
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Large variety of
sources for signal
acquisition

Processing of recorded digital signal data
The R&S®CA210 processes recorded digital signal data
from different sources:
❙❙ Digital I/Q data in R&S®AMMOS I/Q format provided
by Rohde & Schwarz monitoring receivers and direction
finders; this data may be imported from a file server or
from R&S®GX460/R&S®GX465 recording/replaying units
❙❙ Digital I/Q data from non Rohde & Schwarz receivers
(after conversion to the R&S®AMMOS I/Q format; the
structure of the R&S®AMMOS IF format is public); this
data may be imported from a file server
❙❙ WAV files imported from a file server, for example (by
using an included file converter)

Calculation of signal-adapted spectrograms
The R&S®CA210 calculates a spectrogram of a recorded
signal sample or wideband signal scenario sample, providing a complete overview of the behavior of those signals.
The operator can calculate several spectrograms (different
FFT lengths, window types and overlap factors may be
used for special emission types). The spectrogram is presented in a zoomable and scrollable window. Additionally,
a spectrum can be activated.

Selection of emissions of interest
The operator selects emissions of interest and investigates
them with an automatic classification algorithm or with a
manual measurement to determine the signal type and/or
signal modulation parameters.

Zooming emissions of interest
4
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Automatic signal
detection for fast
and reliable results

Wideband signal sample investigation
With the R&S®CA210DSC option an automatic detection
function is provided to speed up the investigation of a
wideband signal sample that may contain a large number
of different emissions. The algorithm operates on a selected sample portion and delivers the time/frequency segments of all emissions matching the search criteria (such
as frequency range of interest, emission power and bandwidth). Additionally, a classification of the detected signal
can be performed to measure the modulation parameters
and determine the signals transmission system/channel
code.

Detected emissions listed in a table and
highlighted in the spectrogram
The operator can refine the detection process and edit
the emission list in order to obtain a data set containing all emissions of interest. This function enables a
user to reproduce online detection results delivered by
the R&S®CA120 multichannel signal analysis software
(for more information, see the R&S®CA120 product brochure PD 3606.9327.12) and adapt the detection parameters for difficult online search operations using the
R&S®CA120DSC automatic detect, search and classify
workflow.
To get a complete and structured overview of the measured signals, the user can filter signals with certain technical parameters. The filtered signals are highlighted in the
spectrogram.

A selection of detected and
classified emissions is highlighted in the spectrogram. In
this example, all signals with
baud rates between 95 Bd
and 105 Bd are highlighted.
Rohde & Schwarz R&S®CA210 Signal Analysis Software 5
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Automatic signal
classification
Powerful classifier
R&S®CA210 includes a powerful automatic classifier
(R&S®CA210CL option) for determining the modulation
type, measuring t echnical parameters and identifying the
transmission system of a wide range of analog and digital
signals. For a list of all types of modulation and transmission systems that can be recognized, see the R&S®CA210
data sheet.
The classification algorithm performs segmentation and
modulation analysis. Segmentation determines the signal's
exact center frequency and bandwidth. The subsequent
automatic modulation analysis determines the m
 odulation
type along with relevant modulation parameters such
as symbol rate, frequency shift and number of OFDM
channels.
After modulation analysis, automatic transmission system
recognition is initiated. Especially with complex classes
of signals such as PACTOR III and STANAG 4285, this

involves the identification of signal-specific characteristics such as frame structures, bit patterns and operating
modes. Alternatively, pure bitstream classification is performed based on the symbol stream of a universal demodulator that is applied (e.g. FSK2, multitone Baudot, Piccolo
MK12).

Using demodulators and decoders (in combination
with an additional R&S®CA100 installed on the
same PC)
If the classifier delivers a valid result, the measured modulation and transmission system parameters can be used to
directly set the parameters for the demodulator/decoder in
the R&S®CA100 PC-based signal analysis and signal processing software (not in scope of R&S®CA210 delivery) so
that the content can be recovered and saved. If only the
type of modulation is recognized, a universal d
 emodulator
in R&S®CA100 can be used to recover a saved symbol
stream for subsequent channel coding analysis (e.g. with
R&S®CA250 bitstream analysis).
Information about available demodulators and decoders
is provided in the R&S®CA100 brochure PD 3606.9340.12
and data sheet PD 3606.9340.22. This library will be continuously expanded.

Automatic classification of the
technical p
 arameters and the
signal type for fixed frequency
signals
6
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Automatic
processing of
detected signals

Automatic processing of signal scenarios
The R&S®CA210AP option extends the R&S®CA210 to
combine automatic detection and classification with fully
automated processing of signals (demodulation, decoding,
recording).
The user defines a set of rules. For each signal, these rules
are used to automatically and independently perform the
following actions:
❙❙ Event triggering: The signal's technical parameters are
associated with signal types of special interest. An event
notification is generated and sent to the user immediately
after recognition
❙❙ Extraction of signals: An I/Q snapshot of the signal
(with predefinable length) is extracted and saved for
subsequent processing
❙❙ Demodulation or demodulation/decoding: If the
demodulators/decoders for the recognized transmission
system are found in the library of the connected
R&S®CA100, then they are configured with the
measured parameters and started. The signal content is
recovered and saved. If the user also has an R&S®CA120
multichannel signal analysis software solution, its
processing resources can also be used by R&S®CA210 in
automatic signal processing mode. Automatic processing
includes the following:
■■ Audio demodulation: performs audio demodulation of
the fixed frequency signal and saves the audio data
■■ Digital demodulation: performs digital demodulation of
the fixed frequency signal and saves the symbol stream
data
■■ Digital demodulation/decoding: performs digital
demodulation/decoding of the fixed frequency signal
and saves the content

Application example for fully automatic signal processing

Signal classiﬁed

PACTOR III transmission
system recognized?

No

Analog ﬁxed frequency signal
(AM, FM, SSB) recognized?

Yes

Start audio demodulation with
appropriate modulation type
(AM, FM, SSB) and record audio signal

Yes

Perform digital demodulation/decoding
of signal and save content

The user can simultaneously process various signal types with ¸CA210. Example: for detected analog signals, the audio data is recorded.
Detected digital PACTOR III signals are decoded until the end of the signal.

Rohde & Schwarz R&S®CA210 Signal Analysis Software 7
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Fully automatic signal processing with userdefined rules via script editor
R&S®CA210 performs fully automatic processing using
JavaScript scripts to trigger actions that control what is
recorded and processed. These scripts make it possible to
define conditions and criteria based on the relevant parameters. When these conditions are met, the script triggers
the corresponding actions (predefined by the user). The
script can also decide when a signal will be skipped and
define how long a signal will be recorded if an action is
triggered.
R&S®ScriptEditor provides an environment in which such
scripts can be written, tested and debugged. This tool
has been designed to allow a straightforward approach
to script development and to reduce the effort involved
in developing the scripts. The scripts are compatible with
R&S®CA100 and R&S®CA120.

General overview of the R&S®ScriptEditor GUI, with the input fields that act as triggers (left), the central scripting area where analysis is performed
(center) and windows where analysis results are shown (right).
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Detailed interactive
modulation analysis
In-depth modulation analysis
Manual measurements of emission characteristics (bandwidth, duration, S/N ratio) can be performed with measurement cursors in the zoomable spectrogram.
For in-depth measurements, the selected emission is
transferred (via DDC) to high-resolution modulation analysis. The filter bandwidth is automatically adapted to filter
out all disturbing out-of-band emissions and noise.

Technical parameters of unknown signals
R&S®CA210 covers the measurement methods specified
in the ITU-R SM.1600 recommendation. For unknown
signals, it offers a variety of representations and tools for
analyzing and measuring technical parameters such as
bandwidth, symbol rate, number of tones, tone spacing,
shift, modulation index, length of guard interval, number
of channels, signal duration, symbol valency and modulation type.
For known or standardized methods (GSM, DECT, CDMA,
etc.), correlation and pattern analysis techniques are available. The R&S®CA210 tools allow quick recognition of preambles, training sequences and synchronization words of
known methods.
Time/frequency segmentation including filtering makes
multichannel methods, noncontinuous emissions (bursts)
and densely occupied signal scenarios easy to handle.
Methods using multiple modulation (e.g. AM‑FSK,
FM‑FSK) and (coded) orthogonal frequency division multiplex ((C)OFDM) signals can be easily measured and
analyzed.
I/Q constellation diagrams and eye patterns are available
for evaluating the measured parameters and the equalizer
settings.

Detailed modulation analysis
in line with ITU-R SM.1600
Rohde & Schwarz R&S®CA210 Signal Analysis Software 9
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Using automatic and manual measurement
together
The system's interactive modulation analysis feature is the
most powerful way to quickly achieve reliable modulation
analysis. The automatic classification algorithm displays all
its results, giving the operator access to all relevant intermediate results (including time and frequency segmentation, primary demodulation, symbol rate estimation, equalization, harmonic analysis and sampling).

The operator can verify the output of the automatic classification process one step at a time and concentrate on
analysis steps where the algorithmic output might need
manual refinement.

Detailed measurements with
spectrogram, spectrum and
autocorrelation

Detailed measurements with
instantaneous phase diagram,
constellation d
 iagram, spectrum and envelope spectrum
10
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In-depth analysis
of modern OFDM
signals

Guided step-by-step analysis of unknown OFDM
modulated signals
The R&S®CA210OFDM signal analysis option offers a fast
step-by-step guide to determine OFDM signal characteristics and modulation parameters, to demodulate the
OFDM signal and to determine or verify OFDM symbol allocations. The automatic algorithms determine all relevant
signal and modulation parameters. Each parameter can be
modified and used as a preset for the automatic algorithm.
All estimated parameters can be verified in multiple diagrams to obtain the best result.

OFDM analysis guides the analyst through estimating parameters such as symbol duration, guard duration, sample rate, FFT length and guard length.

Rohde & Schwarz R&S®CA210 Signal Analysis Software 11
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OFDM signal characteristics

OFDM demodulation and allocation

The first step of analysis is automatic determination of
bandwidth, symbol duration, guard duration and user duration. Diagrams display the spectrum, the autocorrelation
function and a very high-resolution cyclic autocorrelation
diagram. All diagrams offer easy-to-use prealigned measurement tools to verify the estimation.

Selection of differential and absolute demodulation is possible. Fine adjustment parameters offer additional improvements for challenging OFDM scenarios. The demodulation
result is visualized in a symbol cell and a constellation diagram. Both diagrams are linked on selection to visualize
detailed connections between symbol values and allocation in the OFDM frame. Allocation matrices can be generated and verified.

OFDM modulation parameters
The second step of analysis is automatic determination
of FFT length, guard length and used sample rate within
the modulator. A table offers candidates for demodulation
parameters, and the best candidate is selected automatically. Selected demodulation parameters can be verified
with the synchronization and spectrum diagrams. The effect of varying parameters can be visually observed.

With the constellation diagram and allocation matrix active, the analyst can decide which channels of the OFDM signal are used for what purpose.

12
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Integration in
COMINT solutions
In addition to its technical analysis capabilities, the
R&S®CA210 supports the following tasks:
❙❙ Fine tuning of the HF and VHF/UHF communications
intelligence solution (R&S®CA120) for manual and
automatic detection, classification, demodulation and
decoding by using the result parameters of the offline
analysis process in R&S®CA120 (for example for signals
that are too weak for automatic online analysis)
❙❙ Performing analysis of recorded unknown signals in
combination with the R&S®RAMON/R&S®CA120 online
signal analysis solution the R&S®CA210 takes over the
part of the "offline technical signal analysis".

Demodulation and decoding of signals (using an
additional R&S®CA100 or R&S®CA120)
Signals that are analyzed or classified with R&S®CA210
can be handed over for demodulation and decoding to the
optional R&S®CA100 PC-based signal analysis and signal
processing software.
If the user also has an R&S®CA120 multichannel signal
analysis software solution, its processing resources
can also be used by R&S®CA210 in automatic signal
processing mode.

Performing analysis of recorded unknown signals
(in combination with R&S®RAMON/R&S®CA120)
In combination with the R&S®RAMON/R&S®CA120 online signal analysis solution, R&S®CA210 can be used to
analyze recorded unknown signals and to test settings for
automatic signal processing, e.g. detector parameters and
rule scripts, with a recorded signal scenario before they
are used online.
A technical analysis operator using the R&S®CA210 can
be tasked by other operators of the system to analyze
specific recordings using the tasking and reporting tool
R&S®ReportEdit. Depending on the available features
of R&S®CA210 1), analysis results will be stored in the
R&S®RAMON signal and reference database. The analysis
operator can use the R&S®Presentation Suite tools to create reference data if applicable and required and to inform
the system supervisor about the work progress and the
analysis results 1).
1)

Planned availability mid 2019.

Example for online and offline signal processing

Online signal processing using R&S®CA120 multichannel signal analysis software
in combination with the R&S®GX465 digital wideband storage device (together
with Rohde & Schwarz monitoring receivers, receiving antennas) controlled by
R&S®RAMON radiomonitoring software.

Offline signal analysis using R&S®CA210 signal analysis software and offline demodulation/decoding with R&S®CA100 PC-based signal analysis and signal processing software. Recorded signals and signal scenarios are transferred from the
R&S®GX465 digital wideband storage device to R&S®CA210. In R&S®CA210, the
signals are analyzed and the results can be transferred back to the R&S®RAMON
radiomonitoring software.

Rohde & Schwarz R&S®CA210 Signal Analysis Software 13
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Training courses
R&S®CA210 training courses are a combination
of classroom-based theory lessons and practical
exercises. They cover the most important topics
that support the analyst to effectively use the
R&S®CA210 for signal analysis.

The courses provide participants with the necessary
knowledge to understand the workflow concept of
R&S®CA210 for analysis of recorded signals and wideband
signal scenarios. All courses are instructor-led with an
interactive approach. The instructor uses a mixture of
question and answer sessions, continuous assessment
and a final exam to ensure effective knowledge transfer.

Course overview
Course title

Target audience

Aim

Duration

R&S®CA210
introduction
R&S®CA210
operator training

Decision-makers for technical offline analysis
products
Technical analysts, especially modulation type
analysts

Attain basic product familiarity

1 day (5 hours)

Operational familiarity with all product functions

5 days

14
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Ordering information
Designation

Type

Order No.

Signal analysis software

R&S®CA210

4098.5001.02

OFDM signal analysis

R&S®CA210OFDM

4098.5301.02

Classification

R&S®CA210CL

4098.5124.02

Detection, search and classification of fixed frequency signals 1)

R&S®CA210DSC

4098.5182.02

Automatic processing of detected signals 2)

R&S®CA210AP

4098.5201.02

Service package for R&S®CA210, software update (1 year)

R&S®CA210-SP

3639.0964.02

R&S®CA210 introduction

R&S®CA210-TI

3639.1048.02

R&S®CA210 operator training

R&S®CA210-TO

3639.1083.02

Options

Training courses

Related products
To use R&S®CA100 in combination with R&S®CA210 for demodulation of signals, the following R&S®CA100 options are mandatory.
PC-based signal analysis and signal processing software
(requires one of the following licensing options)
Licensing options

R&S®CA100

4102.0004.02

Licensing of R&S®CA100 with USB dongle

R&S®CA100-U

4102.0062.02

Licensing of R&S®CA100 with SD card dongle

R&S®CA100-S

4102.0079.02

Licensing of R&S®CA100 with mini USB dongle

R&S®CA100-M

4102.0085.02

R&S®CA100DM

4102.0091.02

Options for single-channel processing
Processing of digital signals

1)
2)

Classification capability requires R&S®CA210CL.
Requires R&S®CA210DSC and R&S®CA210CL.

Regarding demodulation/decoding with an additional R&S®CA100 (not in scope of R&S®CA210 delivery),
please refer to the R&S®CA100 brochure PD 3606.9340.12 and data sheet PD 3606.9340.22.
Regarding demodulation/decoding with an additional R&S®CA120 for automatic production of fixed
frequency signals (not in scope of R&S®CA210 delivery), please refer to the R&S®CA120 brochure
PD 3606.9327.12 and data sheet PD 3606.9327.22.
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Service that adds value
❙
❙
❙
❙
❙

Worldwide
Local and personalized
Customized and ﬂexible
Uncompromising quality
Long-term dependability

Rohde & Schwarz
The Rohde & Schwarz electronics group offers innovative
solutions in the following business fields: test and measurement, broadcast and media, secure communications,
cybersecurity, monitoring and network testing. Founded
more than 80 years ago, the independent company which
is headquartered in Munich, Germany, has an extensive
sales and service network with locations in more than
70 countries.
www.rohde-schwarz.com

Sustainable product design
❙❙ Environmental compatibility and eco-footprint
❙❙ Energy efficiency and low emissions
❙❙ Longevity and optimized total cost of ownership
Certified Quality Management

ISO 9001

Certified Environmental Management

ISO 14001

Rohde & Schwarz training
www.training.rohde-schwarz.com

R&S® is a registered trademark of Rohde & Schwarz GmbH & Co. KG
Trade names are trademarks of the owners
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Regional contact
❙❙ Europe, Africa, Middle East | +49 89 4129 12345
customersupport@rohde-schwarz.com
❙❙ North America | 1 888 TEST RSA (1 888 837 87 72)
customer.support@rsa.rohde-schwarz.com
❙❙ Latin America | +1 410 910 79 88
customersupport.la@rohde-schwarz.com
❙❙ Asia Pacific | +65 65 13 04 88
customersupport.asia@rohde-schwarz.com
❙❙ China | +86 800 810 82 28 | +86 400 650 58 96
customersupport.china@rohde-schwarz.com
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