Browser in the Box
Effective protection

against attacks
from the Internet

Nowadays, it's hard to imagine our
daily work without the Internet. But
PCs are also used to process critical
and confidential information related
to personnel and internal operations
and the immense benefit of the Inter-
net comes with constantly evolving
threats. Recent browser develop-
ments as well as Web 2.0 are not sim-
ply advances in functionality. They are
first and foremost a series of battles
in the ongoing war against different
attack scenarios. Programming lan-
guages like JavaScript, Java, ActiveX
and VBScript include techniques for
accessing the user’'s PC, e.g. the file
system. Trojan horses and viruses can
exploit these new and powerful ca-
pabilities to access confidential data.

New approach with
Browser in the Box

The Browser in the Box solution was
initially developed by Sirrix on behalf
of the German Federal Office for In-
forma-tion Security (BSI). It uses a
totally new secure approach to pro-
tect against threats from the Inter-
net. It enables users to safely surf the
Internet despite the usual warnings
to the contrary — even when using
convenient,  state-of-the-art  web
technologies.

Browser in the Box provides a vir-
tual machine with a hardened ope-
rating system and an encapsulated
web browser. Malware cannot pene-
trate the host operating system, and
any damage to the separate virtual
machine (VM) disappears when the
browser restarts since the VM returns
to a certified starting state. All of this
takes place transparently for the user.
This innovative concept ensures con-
tinuous protection — even against new
and unknown types of attacks. The
level of protection does not increase
and decrease with the malware de-
tection rate as is the case with signa-
ture- and behavior-based approaches.

Protection against
malware and data loss

In contrast to the basic sandboxing
methodology implemented in stan-
dard browsers, Browser in the Box
fully isolates all browser activities
from the host operating system. Only
one single shared folder in the host
operating system is accessible using
a separate user account. All of the
browser’'s persistent configuration
data, such as favorites, is stored the-
re. Similarly, all files downloaded from
the Internet are initially stored in this
folder and are only forwarded to the
user's normal download folder after

a malware scan has beenperformed.
In addition to monitoring downloads,
Browser in the Box also monitors up-
loading of files to the Internet, effec-
tively preventing critical data from
reaching third parties via an uninten-
tional upload.

When the host system is protected in
this manner against attacks from the
Internet, the confidentiality of critical
internal information is not jeopardized
by simply providing Internet access to
employees.

Browser in the Box provides a cost-
effective and secure surfing envi-
ronment — without any loss of con-
venience. It is no longer necessary
to use the dedicated terminal server
(a costly approach with high admi-
nistrative overhead) as a secure sur-
fing alternative. The performance im-
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pact is minimal for today’'s computer
architectures.

This innovative concept ensures con-
tinuous protection — even against
new and unknown types of attacks
such as zero-day exploits and advan-

ty policies and configurations as well
as to generate, certify and distribute
the necessary guest images. A tunnel
is transparently integrated between
Browser in the Box and a central In-
ternet gateway to reliably isolate the
Internet from the intranet. While other

applications on the client can only
access the internal corporate network,
Browser in the Box has a tunnel to the
outside and is the only application that
can access the Internet — isolated from
other client applications.

ced persistent threats (APT). The le-
vel of protection does not increase
and decrease with the malware de-
tection rate as is the case with signa-
ture- and behavior-based approaches.

Browser in the Box Enter-
prise with directory ser-
vice support and central
management

Browser
in the Box

Browser in the Box Enterprise with
directory service support and central
management

Browser in the Box Enterprise pro-
vides central management for pro-
fessional applications in managed IT
environments. Central management
makes it easy to implement securi-

Features

Basic characteristics

Supported operating systems: Windows XP,
Windows 7, Windows 8

Supplied components: VirtualBox,
Firefox or Chrome (selectable)

Security

Browser runs exclusively on an isolated virtual
machine with its own operating system

Internet downloads are first scanned
and then made available

Secure printing of Internet content via client
Secure cut & paste, configurable via policy
Prevention of file uploads (optional)

Resets to certified start image when browser is
restarted

Browser configuration data can be stored
persistently and retained after reset

<

“Active Directory Drucker

Management System ‘l
i
Web-Gateway

Tunnel

The enhanced version, Browser in the Box Enterprise, completely isolates the workstation and its
host operating system from the Internet. Only the virtual machine with its encapsulated browser is

connected to the Internet via a tunnel.

Convenience

Transparent use just like normal browser

Easy installation — no special knowledge
required

Central management with TrustedObjects
Manager

Convenient management system for security
policies, configurations and images

LDAP and Active Directory integration

Isolation of intranet from Internet via a tunnel
between Browser in the Box and Internet
gateway
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