TWO-CHANNEL MEASUREMENT OF
RANGE GATE PULL-OFF JAMMING

Using R&S®RTP high-performance oscilloscopes and R&S®VSE-K6A phased array measurement option

Your task

Jamming works by increasing the power ratio of a jam-
mer relative to a victim radar. Deceptive jamming is an
improved form that uses the following process to gradu-
ally increase the jamming to signal ratio (J/S) over a victim
radar to infinity. First, it captures the victim radar’s range
and velocity gate (or both) by progressively increasing the
power of the jamming pulse over the target return mea-
sured in the victim radar. This results in the radar adjusting
its automatic gain control (AGC) to the power level of the
jamming pulses, also known as cover pulses.
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The jammer gradually increases the power of the jamming cover pulse to
capture the AGC.

After capturing the AGC, the jammer begins to change
the frequency and delay of the jamming pulses to differ its
range and velocity (Doppler) from those of the jamming
aircraft. As the victim radar is “walked-off” from the jam-
ming aircraft range and velocity gates, the J/S is infinite
since the victim radar is no longer measuring any target
return from the jamming aircraft.
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As the jammer increases the cover pulse delay to pull the radar to
a later range gate, J/S becomes infinite.

This can be seen in the J/S equation for a deceptive, self-
protection jammming against coherent radar, derived from
Neri":
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Where P/. and G/. are the power and gain of the jammer, P,
and G, are the transmitted power and gain of the victim
radar, ¢ is the radar cross section (RCS) of the jamming
aircraft, and R is the distance between the jammer and
the victim radar. As the victim radar is pulled to a range or
Doppler gate other than the one for the jamming aircraft,
the RCS goes to zero and the denominator of the equation
will fall to zero increasing the J/S to infinity.

Verifying deceptive jamming techniques at RF requires a
two-channel measurement receiver for both power and
time. The first channel measures the victim radar usually
simulated by a signal generator during testing. The second
channel measures the jamming technique.

Correlation measurements across both channels demon-
strate when J/S is achieved and when it becomes infinite.

" Neri, Filippo: “Introduction to Electronic Defense Systems (2nd)”, SciTech
Publications, 2006, page 399




Rohde & Schwarz solution

Electronic warfare (EW)
receiver and jammer (DUT)
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Test setup

An oscilloscope is the ideal receiver for a two-channel
comparison measurement and the gold standard for
timing measurements. The test setup consists of the
R&S®SMW200A vector signal generator to simulate the
victim radar and induce a jammming response in the jammer
and the R&S®RTP high-performance oscilloscope to mea-
sure and compare the victim radar and jamming response.
Measurements can be made using both the oscilloscope
application and the R&S®VSE vector signal explorer soft-
ware running the R&S®VSE-K6A phased array measure-
ment option.

To measure range gate pull-off (RGPO) using the base
oscilloscope application, trigger both channels on the first
pulse of the victim radar (trigger setup is explained below).
Lengthen the timebase of the oscilloscope to include the
full extent of the pull-off. In other words, if the total pull-
off against the victim radar is 50 ys, make 50 ps the time
base. Use the fast segmentation feature with enough seg-
ments to capture the technique and then review it with the
History. An added cross-channel correlation measurement
can precisely identify the time offset between each pulse
at each moment.
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RGP0 measurement with oscilloscope: the correlation function measures the delay
between the jamming technique and the victim radar. As delay exceeds the range bin

of the jamming aircraft, J/S becomes infinite.

RF pulses can also be measured using the R&S®VSE vec-
tor signal explorer software with the R&S®VSE-K6A phased
array measurement option. The software and option have
built-in pulse measurements that include pulse width,
pulse amplitude, pulse repetition interval and pulse fre-
quency and can be difficult to configure on the base oscil-
loscope application. When measuring two RF channels

at once, as is the case with the RGPO measurement, the
R&S®VSE-KBA option enables electronic warfare (EW)
engineers to automate jamming technique measurements
and know their precise relative timing and amplitude.

Measure RGPO by activating a pulse measurement chan-
nel on the R&S®VSE and connecting it to the R&S®RTP
high-performance oscilloscope. First, configure triggering
on the victim radar pulse. Under the trigger menu, set the
R&S®VSE trigger to Manual.

Trigger In/Out  Segmented Capture

Source Manual -
:! Level -19.2 dBm Drop-Out Time
g
Hysteresis 3.0 dB Holdoff 1.0 ms

Under Info&Settings in the R&S®VSE instrument window,
make sure Display Update is on.

Eiaﬁll Reference  Info

Remote Display
Local Lockout Off on

or N

Display Update

VISA Connection

VISA Lock State

KX -

Press Local on the front panel of the oscilloscope or in the
browser VPN connection.

RTP - Oscilloscope



On the oscilloscope, set an edge trigger in the oscillo-
scope channel measuring the victim radar. Channel 1 is
used in this example. Make sure the trigger level is set far
enough above the oscilloscope noise floor to prevent noise

from triggering a measurement.
Setup Qualification T"””lﬂﬂ@

Sequence
d = A trigger event

Noise Reject Holdoff CtrlfAction Extern

A only
Source Type

Digital Filter |»

Channel Setup |»

Trigger level

Add a holdoff to the edge trigger that is slightly longer
than the victim radar pulse. In this case, the pulse width of
the victim radar is 10 ps.

Setup Qualification Noise Reject 'Holdoff Ctrl/Action Extern Tﬂgge'lBBQ X
Holdoff
Mode

@Time |

5
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Holdoff time

Finally, set the trigger mode to Normal so that the instru-
ment acquires a waveform or set of waveform segments
when all trigger conditions are fulfilled.

Return to the R&S®VSE and configure the data acquisition
filter and sample rate. When measuring pulse power and
modulation, use the Flat acquisition filter instead of the
Gaussian filter, since the pulses are already self-windowing
and the Gaussian filter will distort the modulation spec-
trum. Set this under Meas Setup > Data Acquisition [>
Filter Type. If measuring modulation-on-pulse, match the
sample rate to the modulation bandwidth. Be aware that
widening the measurement bandwidth also increases the
noise bandwidth and degrades measurement signal-to-
noise ratio (SNR). This can be improved by increasing the
signal power.

Now configure the segmented capture. As with the base
oscilloscope application, make the segment long enough
to capture the entire walk-off relative to the trigger pulse
of the victim radar.

Trigger Source

State 1 on |
Trigger Offset
Segment Length

Trigger In/Out

Events

Pulse

Next, configure the displays. Click the pulse magnitude
display then configure the result range so that the ref-
erence point is “rise,” the result range is “rise” and the
length is 50 us, i.e. the segment length.
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Close this dialog and add a second trace to the Pulse
Magnitude using channel 3:
e e

IE Trace / Data Export
Detector Statistics
All Pulses
Trace 1 Clear wri ™ AutoPeak T |1 - gd
Capture Count:
Trace 3 Blank  ~ AutoPesk T |1 -~ O Max. Trace Points:
) 100000
= Trace 4 Blank AutoPeak 7 |1 -~ O
2 e
]
Trace 5 Blank ~ Auto Peak “ = [
oft S
Trace 6 Blank AutoPeak T |1 - O \ID
Quick Config
Set Trace Mode Set Trace Mode
Lo I T Max | Avg | Min Max | ClrWrite | Min
Specifics for |5 Pulse Magnitude ™

This will enable us to see the entire segment and watch
the jammer pulse “walk-off” relative to the victim radar
pulse.
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Next, click the Pulse Results table and configure it under
the Table Config tab. Turn on the Timing column so that
the time difference between the victim radar and jamming
pulses is shown in the Pulse Results table display and can
be postprocessed in the following step.

Result Range  Markers  Markers Settings ~ Marker Search ~ Parameter [MELIENCINEM Units  Scale
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The final step is to click the Capture button and wait for
the victim radar to trigger the scope to capture segments.

After capture, the pulse measurements shown below dis-
play the captured segments. Each segment can be viewed
by scrolling through the Pulse Results table (top right). The
example shows segment 52 from oscilloscope channels

1 and 3. The Pulse Magnitude display (bottom) shows the
victim radar pulse (yellow) and the jamming pulse (blue).
The jamming pulse has more power and is delayed relative
to the victim radar.
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RGPO measurements can be automated by exporting the
data to a spreadsheet and running a Visual Basic subrou-
tine that calculates the difference in time stamps or pulse
amplitudes between pulses in channels 1 and 3.

The results are shown in the RGPO column below. The
same code can be used to calculate the amplitude or fre-
quency difference between the victim radar the jammer.

D Pulse No. Timestamp RGPO Pulse Width PRI Avg ON Power

Unit s s s dBm
1 1 0.0001001 1.00E-05  0.0001 -8.47012
2 1 0.0001002 5.00000E-08 1.00E-05  0.0001 -22.685
3 2 0.0002001 1.00E-05  0.0001 -8.46965
4 2 0.0002002 5.00000E-08 1.00E-05  0.0001 -21.6662
5 3 0.0003001 1.00E-05  0.0001 -8.47105
6 3 0.0003002 5.00000E-08 1.00E-05  0.0001 -20.6689
7 4 0.0004001 1.00E-05  0.0001 -8.47599
8 4 0.0004002 5.00000E-08 1.00E-05  0.0001 -19.667
9 5 0.0005001 1.00E-05  0.0001 -8.46349
10 5 0.0005002 5.00000E-08 1.00E-05  0.0001 -18.6594
1 6 0.0006001 1.00E-05  0.0001 -8.47486
12 6 0.0006002 4.90000E-08 1.00E-05  0.0001 -17.6761
13 7 0.0007001 1.00E-05  0.0001 -8.47393
14 7 0.0007002 4.90000E-08 1.00E-05  0.0001 -16.6817
15 8 0.0008001 1.00E-05  0.0001 -8.47177
16 8 0.0008002 4.90000E-08 1.00E-05  0.0001 -15.6833
17 9 0.0009001 1.00E-05  0.0001 -8.47367

Summary

The R&S®VSE-K6BA phased array measurement application
features built-in, multichannel RF pulse measurements

up to 16 GHz using the R&S®RTP high-performance oscil-
loscope. It is a powerful tool for analyzing deceptive jam-

ming techniques such as range gate pull-off and for auto-
mating jammer testing.

See also
» www.rohde-schwarz.com/product/vse
» www.rohde-schwarz.com/product/RTP
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