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Due to recent security concerns, ultrawideband 
(UWB) technology is making its way into automotive 
key fobs. Rohde & Schwarz offers a flexible test 
solution for the high demands of R&D and high-
throughput production environments.

Testing passive 
remote keyless 
entry systems

Your task
The development and production of keyless access sys-
tems requires a large variety of tests to ensure that the key 
fobs function properly.

Wireless key fob usage has grown over the past few years, 
migrating from high-end vehicles to just about every new 
car sold. The increased volume of key fob usage means an 
increased necessity for more sophisticated algorithms.

These algorithms allow additional functionality such as 
matching the key to the car, accurately determining the 
position of the key relative to the car, keeping the key from 
accidentally being locked into the trunk by the user and 
preventing electronic theft of the key fob’s transmitted 
signal.

In order to determine the key’s position, the magnetic field 
of the car and the actual runtime of the signal are mea-
sured. After initiating the link in a low-frequency band, an 
RF signal is used to exchange the encrypted key necessary 
for unlocking or starting the vehicle. To reduce the attack 
vector, the latest smart keys usually use ultrawideband 
(UWB) communications in the non-licensed range be-
tween 3.1 GHz and 10.6 GHz . Time of flight algorithms 
allow precise positioning of the key fob and could replace 
the complex magnetic field technology.

T&M solution
Rohde & Schwarz offers flexible solutions that cover all 
technologies and fulfill the high requirements of interfer-
ence-free function testing in development and production. 
The highly customizable solution thoroughly checks the 
strict requirements during R&D and can be optimized for 
high throughput in the production phase.

R&S®TS7124 shielded box equipped with Helmholtz coil and  magnetic 

field generator.
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Flexible test setup to analyze both traditional LF/UHF-based and UWB-based DUTs

Vector signal generator
(or reference test board)

Sp
lit

te
r UHF/UWB

H-field

Product-specific button trigger
or programmable positioning of
test finger with force measurement
supplemented by LED detection

Helmholtz 3D coil DUT

LF (20 to 130) kHz

Modular instruments

CAN, LIN, K-Line
SPI, I2C, etc.

Coupler

¸TS7124M RF shielded box

Haptic x-y-z test unit

Protocol analyzer
(or reference test board)

Signal and spectrum analyzer
from Rohde & Schwarz

3D magnetic field 
controller Digital IO

Communication (wired)

Power Supply

Multimeter

DC switching

RF switching

Embedded CPU

LF generator

Sensor
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The test conditions can be monitored and adjusted  using 
the powerful R&S®Quickstep test sequencer software. 
Test data can be collected for further processing, even 
outside the test system. The modular design of the solu-
tion allows easy adaptation to current and future customer 
requirements.

Key benefits
 ❙ PXI-based solution supporting a wide range of 
automotive communications protocols 

 ❙ Multi-DUT test setup for up to eight keys
 ❙ Helmholtz magnetic coil for 3D magnetic field calibration 
of the DUT

 ❙ R&S®Quickstep for intuitive graphical adaptation of the 
test sequence

See also
www.rohde-schwarz.com/automotive
www.rohde-schwarz.com/product/TS7124
www.rohde-schwarz.com/product/FPS
www.rohde-schwarz.com/product/FSW

The RKE test system solution comes with a fully automatic 
R&S®TS7124 RF shielded box, providing a shielded en-
vironment for testing devices. The box can be equipped 
with an application-specific DUT mount and an adapted 
antenna system.

A Rohde & Schwarz signal and spectrum analyzer receives 
the transmitted signals and measures parameters such as 
the occupied bandwidth, channel power, spurious emis-
sions and adjacent channel leakage. Range tests to mea-
sure the time of flight between two ultrawideband DUTs, 
require an additional electronic programmable delay.

A Helmholtz magnetic coil and a corresponding 3D mag-
netic field generator are used to test and calibrate tradi-
tional magnetic-field-based smart key systems.

The test system is controlled by an R&S®TSVP PXI-based 
platform with an optional embedded PC. The supply cur-
rent in the various operating modes can be measured and 
synchronized to RF bursts from UWB signals. Communi-
cations with the DUT can be handled, for instance, via LIN, 
CAN, I2C or SPI.
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