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In this application note, the following abbreviations are used for Rohde & Schwarz
instruments:

1 The R&S®SMBV100B vector signal generator is referred to as the SMBV100B.
1 The R&S®SGS100A SGMA RF source is referred to as the SGS100A.

1 The R&S®FPL1000 spectrum analyzer is referred to as the FPL1000.

1 The R&S®PRTO2000 digital oscilloscope is referred to as the RTO.

1 The R&S®RT-ZVC04 multi channel power probe is referred to as the ZVC.

1 The R&S® CMW 100 communications manufacturing test set is referred to as the
CMW100

1 The R&S® CMW100CRT control PC for R&S®CMW100 is referred to as the
CMW100CRT

1 The R&S® Forum application for remote control of Rohe & Schwarz instruments is
referred to as the Forum

1 R&S®WinlQSIM2 simulation software is referred to as the WinlQSIM2

LoRa and LoRaWAN are registered trademarks of the Semtech Corporation.
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1.1

What is LoRa?

The term "LoRa" (Long Range) refers to a physical layer (PHY) with a modulation type
developed and patented by Cycleo (part of Semtech since 2012). Here, transmission
takes place in the license-free ISM bands. Owing to the low power consumption, LoRa
is ideal for data transmission in the Internet of Things (IoT). One possible field of
application is sensor technology where low bit rates are usually sufficient, the sensor
batteries last for months or years, but data often needs to be transmitted over great
distances. Examples can be found in industry, logistics, environmental technology,
agriculture, smart cities, consumption recording as well as in the smart home.

LoRa Technology

LoRa is a wireless transmission technology with a very low power consumption and is
used to transmit small amounts of data wirelessly over distances of up to 15 km. For
data transmission, LoRa uses chirp spread spectrum (CSS) modulation, which was
originally developed in the 1940s for radar applications. The term "chirp" stands for
Compressed High Intensity Radar Pulse. The linguistic meaning of the term is quite apt
when one considers how data is transmitted using this method. Owing to the relative
low power consumption for data transmission and its robustness against fading, the
Doppler effect and in-band spurious emissions, this modulation technology has in
recent decades also been used in many wireless data transmission applications. The
CSS PHY has been taken up by the IEEE and defined for low-rate wireless personal
area networks (LPWPANS) in the standard 802.15.4a.

The long range is possible thanks to a correlation mechanism which is based on band
spreading methods. This mechanism allows even extremely small signals which
disappear in the noise, to be modulated in the receiver by means of despreading. LoRa
receivers are still able to decode signals which are up to 19.5 dB below the noise.
Unlike the direct sequence spread spectrum (DSSS), which is used e.g. for UMTS or
WLAN, CSS uses chirp pulses instead of pseudo-random code sequences for
frequency spreading.

An FM or GFSK-modulated chirp pulse has a sinewave signal characteristic with
constant envelope; over time, this characteristic rises or falls continuously in frequency
(Figure 1-1). Here, the frequency bandwidth of the pulse is equivalent to the spectral
bandwidth of the signal. With CSS, this signal characteristic is used as a transmit
pulse.

This paper focuses to a lesser degree on the GFSK mode used in Europe.
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Figure 1-1: FM-modulated chirp pulse with linearly rising frequency

Each pulse represents a symbol. Data transmission takes place as a chronological
sequence of rising and falling chirp pulses (Figure 1-2).

Time

Frequency ———

Figure 1-2: LoRa signal with rising and falling chirp pulses

The following key correlations apply to a LoRa signal:

Equation 1-1:

Symbol rate: RS ZSF symbols/sec with bandwidth BW [125 kHz to 500 kHz] and
spreading factor SF [7to12]

Equation 1-2:

Chirp rate: Rc= Rs = 25F chips/sec
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1.2

The ratio between bandwidth and bit rate can be adjusted using the spreading factor
(SF). In this case, the SF is a measure of frequency change over time (Figure 1-3),
whereby the smallest change rate exists with SF = 12. Here, the values for the SF can
have integer values between 7 and 12.

-
L

frequency

SF8
SF9

[

time

Figure 1-3: Change of frequency over time as a function of spreading factor SF

With SF = 7, arange of 2 km is possible. As the value for the spreading value rises, so
does the signal/noise ratio and, as a result, the possible transmission distance
increases to more than 15 km (SF = 12). In this case, the symbol and bit rate drops
according to Equation 1-1: and Equation 1-3.

Owing to the orthogonality of the spread sequences, various LoRa devices with
different spread sequences and bit rates can share one frequency. The possible
bandwidths are 125 kHz, 250 kHz and 500 kHz. This results in bit rates from 290 bit/s
to 50 kbit/s.

By adding redundancy, the LoRa modulation offers variably adjustable error correction
(FEC, forward error correction). The degree of error correction is set using the code
rate (CR). For the bit rate, this results in the following relationship:

Equation 1-3:

. . _ BW 4 X .
Bit rate: Rs= SF* >5F * Tcn bits/sec; code rate, CR [1 to 4]

Optionally, with LoRa the robustness of the wireless connection can be increased by
means of frequency hopping.

LoRaWAN

LoRaWAN defines the media access protocol (MAC) and the system architecture for a
wide area network (WAN). LoRaWAN is specially designed for the energy efficiency
required by 10T devices and for a high transmission range. Furthermore, the protocol

Rohde & Schwarz Characterization of LoRa Devices 6
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makes communication with server-based Internet applications easier. With its
architecture, the LoRaWAN MAC is therefore a decisive factor influencing the battery
life of the LoRa devices, the network capacity, the service quality as well as the level of
security and the number of applications that the network can offer.

The interaction between the LoRa MAC, the LoRa waveform and regional factors in the
so-called LoRaWAN stack (Figure 1-4) is developed and managed by the
standardization body "LoRa Alliance® (www.lora-alliance.org). In this body,
semiconductor companies, software companies, manufacturers of sensors and
wireless modules, mobile network operators, IT companies and testing institutions are
all working toward a harmonized LoRaWAN standard.

Application

LoRa® MAC

-

Class A Class B Class C
Downlink transmission @ Downlink transmission § Devices continually
in receive window after in receive window at able to receive

uplink transmission fixed time intervals messages LoRaWAN

>'speciﬁed by the
LoRa Alliance

Regional ISM Bands

EU EU us China
868 MHz 433MHz 915 MHz j§ 430 MHz

Figure 1-4: LoRaWAN stack

LoRaWAN Network Architecture

Using LoRa wireless technology, it is possible to create wireless networks which can
cover a area of many square kilometers with one single radio cell. Hundreds of loT
devices can be connected in each radio cell. A LoRaWAN network has a star-shaped
structure. The IoT LoRa devices communicate wirelessly with gateways which send
their data to a network server. Servers on which the 10T applications run are connected
to the network server. To ensure security, communication in the LoRaWAN is

encrypted with 128 bit AES, both as far as the network server and as far as the
application server (Figure 1-5).

Rohde & Schwarz Characterization of LoRa Devices 7
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Figure 1-5: LoRaWAN network architecture

In the LoRaWAN network, a LoRa device does not connect to a specific gateway .
Instead, all gateways scan all channels simultaneously and are able to receive all
incoming data packets irrespective of the data rate (spreading factor). Each gateway
forwards its receive packets to the cloud-based network server (Figure 1-6). This
server contains the actual network intelligence. Here the network is managed,
redundant data packets are filtered out, security checks are performed, the data rate is
determined, and so on.

&g. Ch7-DR0 (SF1Z}_’
e.g. Ch1-DR4(SF8) >

Network
© e.g. Ch2-DR3(SF9) > Server
—><(( | )))

e.g. Ch2-DR4(SF8) > ooo

Figure 1-6: Simultaneous reception of data packets from all gateways

ooo

—>|<(< | ))

As the data is always received by all gateways, no handover procedure is required for
a mobile LoRa device. The transmission of data to a LoRa device takes place only via
a single gateway selected by the network server.

1MA295 2e Rohde & Schwarz Characterization of LoRa Devices 8
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1.2.2 LoRaWAN Device Classes

To meet the different needs of a wide variety of applications, the LoRa devices are
divided into three different classes (A,B,C) in LORaWAN. At least class A must be
supported by all LoRa devices. The main difference between the individual classes is
the power consumption and the latency until a LoRa device can be accessed by the
gateway in the downlink. The lower the power consumption is the longer the latency
will be (Figure 1-7).

Class A

Battery powered

Most energy efficient

Must be supported by all devices
Downlink available only after sensor
X

Battery Lifetime

Class B

Battery powered
Energy efficient with latency controlled

downlink

Devices open extra receive windows
at scheduled times, synchronized by
periodic Beacons from the gateway.

Class C

Main powered

Devices can afford to listen
continuously

No latency for downlink communication

a
>

Downlink Lantency

Figure 1-7: LoRaWAN device classes

LoRa devices (class A):

Class A LoRa devices allow bidirectional communication. Each uplink data
transmission is followed by two short downlink transmission windows (Figure 1-8).
During these transmission windows, packets can be transmitted from the gateway to
the device e.g. following a prompt to confirm reception of the packet or other data.
Downlink communication from a server must always wait until the subsequently
planned uplink. In return, Class A devices have the lowest power consumption.

5

Transmit _
Receiver

 Delayl
P Receiver Delay?2 >l

Figure 1-8: Operating principle of device class A
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LoRa devices (class B):

Class B LoRa devices behave in the same way as class A devices, but can open
additional transmission windows at defined times. To allow the LoRa device to open a
transmission window at the planned time, every 128 seconds it receives a
time-synchronized beacon from the gateway (Figure 1-9). Apart from the network ID,
the beacon additionally contains a timestamp, GPS coordinates of the gateway and

region-specific information.
(1..128 sec.

Beacon Period (128 seconds) o

ry
A

Figure 1-9: Operating principle of device class B

LoRa devices (class C):

Class C LoRa devices are usually not battery powered and have transmission windows
which are almost always open (Figure 1-10) and are only closed during transmission.

(

Receiver

Delay1

Receiver Delay2

"

Figure 1-10: Operating principle of device class C

1.2.3 LoRaWAN Regional Parameters

Owing to regional frequency assignment plans and regulatory requirements of
standardization bodies (ETSI, FCC, ARIB, etc.), there are slight differences between
the LoRaWAN specifications. The regional parameters are listed in the document
"LoRaWAN Regional Parameters", which can be requested on LoRAWan Alliance's
website (www.lora-alliance.org). At the time of printing, version 1.0.2 contains
specifications for North America, Europe, China, Australia, India and South Korea. By
way of example, Table 1-1 shows the parameters defined in North America and
Europe by ETSI and FCC.

1MA295 2e Rohde & Schwarz Characterization of LoRa Devices 10
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‘ Europe (ETSI) North America (FCC)
Frequency band 863 MHz to 869 MHz 902 MHz to 928 MHz
Channels 10 64 +8 +8
Channel bandwidth Up 125 kHz / 250 kHz 125 kHz / 500 kHz
Channel bandwidth Dn 125 kHz 500 kHz
TX power Up +14 dBm +20 dBm

(+20 dBm allowed) (+30 dBm allowed)

TX power Dn +14 dBm +27 dBm
SF Up 7 t012 7t010
Date rate 250 bps to 50 kbps 980 bps to 21.9 kbps
Link budget Up 155 dB 154 dB
Link budget Dn 155 dB 157 dB

Table 1-1: Regional LoRaWAN parameters

1) LoRaWAN defines 64, 125 kHz wide uplink channels from 902.3 MHz to 914.9 MHz
in steps of 200 kHz. In addition, there are eight 500 kHz wide uplink channels with an
interval of 1.6 MHz in the range 903 MHz to 914.9 MHz. The eight downlink channels
are 500 kHz wide and are in the range 923.3 MHz to 927.5 MHz (Figure 1-11).

Upstream (from device)
64x 125 kHz: DRO..)L3; 8x 500 kHz: DR4

Downstream (to device)
8x 500 kHi DR8...13

r N\

5 |
& 924 925 926

i S | w
903 904 905 906 907 908 909 910 911 912 913 = 927 & 928 MHz

Figure 1-11: LoRaWAN channel assignment in North America

Hybrid mode

In North America, the signal bandwidth of digitally modulated signals in the ISM band
must be at least 500 kHz according to FCC Part 15.247. This requirement does not
apply to systems with frequency hopping. In order to better utilize the signal band with
smaller bandwidths (< 500 kHz), LoRa uses the so-called hybrid mode. This mode
allows digital modulation and frequency hopping (FHSS) to be used simultaneously
with the same carrier signal. In hybrid mode, the maximum output power is limited to
+21 dBm; this means that only eight channels out of 64 uplink channels are used under
hybrid mode.

LoRaWAN Certification

The LoRaWAN certification (Figure 1-12) includes the verification of the LoRa device's
functionality. For this purpose, a test is conducted to determine whether the protocol
stack and the application comply with the LoRaWAN specification. The certification
ensures that application-specific LoRa devices function without error in LoRaWAN
networks. The certification does not include checking of the physical layer (PHY). To
prove that country-specific wireless communications regulations are met, parameters

Rohde & Schwarz Characterization of LoRa Devices 11
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such as TX power, RX power, RX sensitivity and so on must be tested separately. The
measurements required to do this are described in chapter 2.

To finally receive a Lora Alliance Certified logo for a device, a positive test report for
the national compliance test must be submitted to the Alliance certification body.
Furthermore, the device manufacturer must be a member of the LoRa Alliance. Tests
for the LoRa Alliance Certified product program may be performed by authorized LoRa
Alliance test houses only.

LoRa Alliance can be
consulted for dispute
resolution

Iy

no

Company desires product
certification listing

All tests pass?
Current

LoRa Alliance
member ?

Manufacturer selects
yes —[ Alliance-authorized test
services provider

no

Join LoRa Alliance?
Become a member

yes

I
yes

v

Manufacturer conducts
testing with test services
provider and participates
as appropriate in un-plug
fest

yes

v

(Lab notifies LoRa

\2 business days

~

Alliance (certifier) within

S

.

(" Certifier reviews
documentation for
L completeness

no \ 4
* = License or confirmation letter is issued
* Any required fees remitted to Alliance
Stop +  \Website listing is managed by member

+ Delay in publishing can be utilized
» License sent to member licensor

1 https:/fwww lora-alliance org/join End

Figure 1-12: LoRaWAN certification process
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2 RF Measurements

The LoRa RF measurements for transmitters (TX) (in line with FCC Part 15.247) and
receivers (RX) using instruments from Rohde & Schwarz are described below. Table
2-1 gives an overview of the required FCC transmitter measurements with the
associated limits.

Digital modulation mode (TX-Test)

FCC Anforderung Parameter Limit
15.247(a)(2) 6 dB bandwidth 2 500 kHz
15.247(b)(3) Emission output power + 30 dBm
15.247(e) Power spectral density +8dBm/ 3 kHz
15.247(d) Emissions in non-restricted bands | -30 dBc

Frequency hopping spread spectrum mode (TX-Test)

FCC Anforderung Parameter Limit
15.247(a)(1) 20 dB bandwidth < 500 kHz
15.247(d) Emissions in non-restricted bands | - 30 dBc

FCC Anforderung Parameter Limit

15.247(e) power spectral density +8dBm /3 kHz

Table 2-1: Receiver measurements according to FCC 15.247

Measurements according to ETSI and ARIB are performed accordingly. For receiver
(RX) measurements FCC makes no specifications. Typical transmitter measurements
(sensitivity and blocking) as recommended by Semtech are described in more detail in
chapter 2.2.

2.1 LoRa TX Test

For the transmitter test, a test signal is generated using a test tool from the transmitter
module manufacturer (see 2.1.1). The transmit signal generated in this way is fed and
analyzed using the FPL1000 spectrum analyzer. The compact FPL1000 has robust RF
properties and allows the measurement results to be displayed at high resolution on
the large touchscreen with gesture control. The arrangement of result windows on the
screen can be changed by the user; the descriptions given in this document are based
on the default display settings.

1MA295 2e Rohde & Schwarz Characterization of LoRa Devices 13
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2.1.2

LoRa

i DUT

Spectrum Analyzer R&S FPL1000

PN

LoRa Test Tool

Figure 2-1: Test setup for LoRa transmitter test

Settings on DUT:

1
2
3
4,
5
6

Output power 20 dB

LoRa signal bandwidth 500 kHz

SF=70rSF=12

Set the transmit frequency frx in the range 902 MHz to 928 MHz.
TX continuous mode (100% transmit duty cycle)

Frequency hopping off

6 dB Bandwidth

According to FCC 15.247 (a)(2), in the frequency range 902 MHz to 928 MHz the 6 dB
signal bandwidth of a digitally modulated signal must be at least 500 kHz.

Settings on DUT:

1.

As described under 2.1.1, frx = 915 MHz, SF =7

Settings on FPL1000:

2.

3
4,
5

Press the Preset key.
Press the Freq key and enter the transmit frequency set on the DUT.
Press the Span key and set the span to 1.5 MHz.

Press the BW key and set the resolution bandwidth (RBW) to 100 kHz and the
video bandwidth to 3 x RBW = 300 kHz.

Press the Trace key and select Trace 1. Select the Positive Peak detector and
Max Hold.

Rohde & Schwarz Characterization of LoRa Devices 14
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7. Press the Ampt key and set the reference level such that the maximum value of
the signal is below the reference level.

8. Press the Mkr key and select Select Marker Function. In the Markers tab, select
n dB down and enter 6 dB in the Value entry field. Wait until the trace is stable.
Note down the value for the 6 dB bandwidth ndB down BW.

9. The following condition must be fulfilled: ndB down BW = 500 kHz (Figure 2-2).

Ref Level 20.00 dBm = RBW 100 kHz
Att 3348 SWT 1.01ms ® VBW 300kHz Mode Auto Sweep
1 Frequency Sweep * 1Pk Max

Spectrum

M1[1] Bm

CF 915.0 MHz 1001 pts 150.0 kHz/ Span 1.5 MHz
2 Marker Table
Type Ref Trc X-Value Y-Value Function Function Result
M1 1 915.1409 MHz 17.87 dBm ndB AOdR
T1 1 914.534 MHz 11.93 dBm ndB down BW 833.20 kHz
T2 1 915.3671 MHz 11.89 dBm @Q Factor 10984

Figure 2-2: Measurement of 6 dB bandwidth with SF =7

Settings on DUT:
10. As described under 2.1.1, frx = 915 MHz, SF = 12
Settings on FPL1000:

11. To restart the measurement, press the Run Cont key twice. Wait until the trace
has stabilized. Note down the value for the 6 dB bandwidth ndB down BW.

12. The following condition must be fulfilled: ndB down BW = 500 kHz (Figure 2-3).

1MA295 2e Rohde & Schwarz Characterization of LoRa Devices 15
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2.1.3

Ref Level 20.00 dBm = RBW 100 kHz
Att 33dB  SWT 1.01 ms ® VBW 300 kHz
1 Frequency Sweep

x
Spectrum Marker
P Mode Auto Sweep

Marker 1

S ST, S s S

Marker 2
Marker 3

Marker 4

Mkr Type
./[Nerm Delta

Marker
To Trace

All
Markers
off

Select
4 Marker
Function

Marker
4 Config
Span 1.5 MHz

CF 915.0 MHz 150.0 kHz/

2 Marker Table

Type Ref Tre
1
1
1

1001 pts

|G R
Cm
Overview

X-Value
914.9281 MHz
9 MHz
915.3791 MHz

Y-Value

18.05 dBm ndB
12.13 dBm ndB down BW
12.00 dBm @ Factor

Function

Function Result

M1
T
T2

Figure 2-3: Measurement of 6 dB bandwidth with SF = 12

Emission Output Power
According to FCC 15.247 (b)(3), the output power of a transmitter in the frequency
range 902 MHz to 928 MHz must not exceed 1 W or 30 dBm.

The total output power and the band power respectively are determined by integrating
the power over the signal bandwidth. Here, the signal bandwidth corresponds to the
occupied bandwidth (OBW). The OBW is the bandwidth in which 99 % of the signal
power is contained.

Settings on DUT:
1. Asdescribed under 2.1.1, frx = 915 MHz, SF =7

Settings on FPL1000 for measurement of OBW (measurement in line with ANSI
C63-10[6] Section 6.9.3):

2. Press the Preset key.
3. Press the Freq key and enter the transmit frequency set on the DUT.
4. Press the Span key and set the span to 2 MHz (1.5 to 5 x OBW).

Measurement tip: The 6 dB bandwidth from 2.1.2 can be used as a rough
indication of the OBW to be expected.

5. Press the BW key and set the resolution bandwidth to 30 kHz (1% to 5% of the
OBW) and the video bandwidth to 100 kHz (approx. 3x RBW).

6. Press the Sweep key and set Sweep Time to 2 ms.

7. Press the Trace key and select Trace 1. Select the Positive Peak detector and
Max Hold.
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8. Press the Ampt key and set Reference Level such that the maximum value of the
signal is at least 10log(OBW/RBW) below the reference level.

9. Press the Meas key and select OBW under Power Measurements. Wait until the
trace is stable.

10. Note down the measured value for Occ BW = OBWsr7 (Figure 2-4).

Ref Level 30.00 dBm RBW 30 kHz

Spect
PECITUM gy 43dB ® SWT 2ms (89 ms) ® VBW 100kHz Mode Auto FFT

1 Occupied Bandwidth

CF 915.0 MHz

2 Marker Table
Type X-Value
M1 T 915.1818 MHz
T 914.58866 MHz
1 15.3145 MHz

1001 pts 200.0 kHz/

Y-Value

17.33 dBm '
6.30 dBm roid
9.36 dBm Occ Bw Freq Offset

* 1Pk Max
M1[1]  17.33dBm
915.18180 MHz

Span 2.0 MHz

Funetian Recult
725.8456007 kHz

9T4Y5T 43 WHz
-48.41861

Figure 2-4: Measurement of OBW with SF =7

Settings on DUT:
11. As described under 2.1.1, frx = 915 MHz, SF =12
Settings on FPL1000:

12. Press the Sweep key, set Sweep Time to 15 ms and wait until the trace has
stabilized.

13. Note down the measured value for Occ BW = OBWsr12 (Figure 2-5).
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Spectrum

Ref Level 30.00 dBm RBW 30 kHz
Att 43dB = SWT 15ms (~30 ms) ® VBW 100 kHz Mode Auto FFT

1 Occupied Bandwidth

M1[1]

CF 915.0 MHz 1001 pts 200.0 kHz/ Span 2.0 MHz

2 Marker Table

Type Ref X-Value Y-Value Function Funrtian Recult
M1 915.1818 MHz 17.99 dBm Occ Bw 746.037910823 kHz
T 9 7.70 dBm Oce Bw Centroid 91 1T MHz
T2 12.58 dBm Ooc Bw Freq Offset : 34 kHz

Figure 2-5: Measurement of OBW with SF =12

Settings on DUT:

14. As described under 2.1.1, frx = 915 MHz, SF = 12

Settings on FPL1000 for measurement of emission output power:

The measurement is performed using the band power measurement function of the
FPL1000.

15. Press the Trace key and select Trace 1. Under Trace 1, select the Average mode
and, under Detector Type, set the RMS detector. In the Average Count entry field,
enter a value of at least 100.

16. Press the Sweep key and set Sweep Time to 50 ms.

17. Press the Mkr key and, for Marker 1, enter the value for the transmit frequency set
on the DUT.

18. Press the Select Marker Function menu key and select the Band Power function.

In the Span field, enter the value noted down for OBWsr12 (Figure 2-6) and close
the window.
P —
|

Markers Marker Settings Search  Marker Functions

Signal
Count 12-16

ndB down ||y o State Type IB’:\:‘V:r

Noise . .
Meas Marker 1 m - m 745-0 kHz
Band

Power

Span Power Mode

Figure 2-6: Entering channel bandwidth for emission output power measurement
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19. Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed. The result of the measurement is
shown in Figure 2-7.

Ref Level 30.00 dBm @ RBW 30 kHz SGL

Att 43dB = SWT 50 ms (~87 ms) ® VBW 100 kHz Mode Auto FFT Count 200/200
1 Frequency Sweep

Spectrum

M1[1]
915.00000 MHz

CF 915.0 MHz 1001 pts g i 200.0 kHz/ Span 2.0 MHz

2 Marker Table
Type Ref Trc X-Value Y-Value Function Function Result
M1 1 915.0 MHz 5.85 dBm Band Power/747.0 kHz 17.74 dBm

Figure 2-7: Emission output power measurement with SF = 12
20. The following conditions must be fulfilled: Band power < 30 dBm
Settings on DUT:
21. As described under 2.1.1, frx =915 MHz, SF =7
Settings on FPL1000:

22. Press the Select Marker Function menu key and, in the Span field, enter the value
noted down for OBWsr7 and then close the window.

23. Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed. The result of the measurement is
shown in Figure 2-8.
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214

Ref Level 30.00 dBm = RBW 30kHz SGL

Att 43 dB ® SWT 50 ms (<87 ms) ® VBW 100kHz Mode Auto FFT Count 200/200

1 Frequency Sweep * 1Rm Avg
MI[1] 6.17 dBm

Spectrum

CF 915.0 MHz 1001 pts 200.0 kHz/ Span 2.0 MHz

2 Marker Table
Type  Ref Y-Value Function Function Result
M1 6.17 dBm Band Power/726.0 kHz 17.96 dBm

Figure 2-8: Emission output power measurement with SF =7

24. The following conditions must be fulfilled: Band power < 30 dBm

Power Spectral Density

According to FCC 15.247(e), the power spectral density of a transmitter in the
frequency range 902 MHz to 928 MHz must at no time exceed the value of 8 dBm
relative to a bandwidth of 3 kHz during an ongoing data transmission.

Settings on DUT:

1. Asdescribed under 2.1.1, frx = 915 MHz, SF =7

Settings on FPL1000:

2. Press the Preset key.

3. Press the Freq key and enter the transmit frequency set on the DUT.

4. Press the Span key and set the span to at least 1.5 x OBWsr7 from 2.1.3 (Figure
2-4).

5. Press the BW key and set the resolution bandwidth (RBW) to 3 kHz and the video
bandwidth to 3 x RBW = 10 kHz.

6. Press the Trace key and select Trace 1. Under Trace 1, select the Average mode
and, under Detector Type, set the RMS detector. In the Average Count entry field,
enter a value of at least 100.

7. Press the Sweep key and set Sweep Time to 10 ms.

8. Press the Ampt key and set the reference level using the Auto Level menu key.
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9. Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed.

10. Press the Mkr-> key and select Peak.

The measurement result is shown in Figure 2-9.

Ref Level 18.50 dBm ® RBW 3 kHz SGL
Att 31dB = SWT 10ms (~19ms) ® VBW 10kHz Mode Auto FFT Count 100/100
1 Frequency Sweep * 1Rm Avg
M1[1] 9 dBm
9

Spectrum

CF 915.0 MHz 150.0 kHz/ Span 1.5 MHz

Figure 2-9: Power spectral density measurement with RBW =3 kHz, SF =7
11. The following conditions must be fulfilled: Power marker M1 < 8 dBm
Settings on DUT:
12. As described under 2.1.1, frx = 915 MHz, SF = 12
Settings on FPL1000:

13. Press the Span key and set the span to at least 1.5 x OBWsr12 from 2.1.3 (Figure
2-5).

14. Press the Sweep key and set Sweep Time to 500 ms.
15. Press the Ampt key and set the reference level using the Auto Level menu key.

16. Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed.

17. Press the Mkr-> key and select Peak.

The measurement result is shown in Figure 2-10.
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Ref Level 18.50 dBm ® RBW 3 kHz SGL
At 31dB = SWT 500 ms (~591 ms) ® VBW 10kHz Mode Auto FFT Count 100/100
1 Frequency Sweep LR

M1[1]

Spectrum

CF 915.0 MHz p 150.0 kHz/ Span 1.5 MHz
Figure 2-10: Power spectral density measurement with RBW = 3 kHz, SF =12

18. The following conditions must be fulfilled: Power marker M1 < 8 dBm

2.1.5 Emissions in Non-Restricted Frequency Bands

According to FCC 15.247(d), the radiated power outside the ISM band (902 GHz to
928 GHz) must be at least 30 dB below the maximum RF emission within the ISM
band. Below is an example demonstrating the analysis of the RF emissions of a LoRa
signal with SF7 at the lower and upper band limit.

Settings on DUT:

1. Asdescribed under 2.1.1, frx =903 MHz (lowest channel center frequency for a
500 kHz wide LoRa signal (uplink), SF =7

Settings on FPL1000:
2. Press the Preset key.
3. Press the Freq key and enter the transmit frequency set on the DUT.

4. Press the Span key and set the span to at least 1.5x the 6 dB signal bandwidth
from 2.1.2.

5. Press the BW key and set the resolution bandwidth (RBW) to 100 kHz. Set the
video bandwidth to = 3 x RBW.

6. Press the Trace key and select Trace 1. Under Trace 1, select the Max Hold
mode and, under Detector Type, set the Positive Peak detector.

7. Press the Ampt key and adjust the reference level accordingly to the maximum
signal level. Wait until the trace is stable.
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8. Press the Mkr key, select Peak and note down the marker value as the reference
value Refiow (Figure 2-11).

Ref Level 25.00 dBm = RBW 100 kHz
Att 38dB SWT 1.01ms ® VBW 300kHz Mode Auto Sweep
1 Frequency Sweep ® 1Pk Max

Spectrum

M1[1]

CF 903.0 MHz 150.0 kHz/ Span 1.5 MHz
Figure 2-11: Measurement of maximum radiated power as reference value with frx = 903 MHz
Settings on DUT:

9. Asdescribed under 2.1.1, frx = 914.2 MHz (highest channel center frequency for a
500 kHz wide LoRa signal (uplink), SF =7

Settings on FPL1000:

10. Press the Freq key and enter the transmit frequency set on the DUT. Retain all
other settings. Wait until the trace is stable. Using the peak marker, note down the
value as the reference value Refhign (Figure 2-12).
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Ref Level 25.00 dBm = RBW 100 kHz

Att 38dB  SWT 1.01ms = VBW 300kHz Mode Auto Sweep

1 Frequency Sweep ® 1Pk Max
MI1[1]

Spectrum

CF 914.2 MHz 150.0 kHz/ Span 1.5 MHz

Figure 2-12: Measurement of maximum radiated power as reference value with frx = 914.2 MHz

11. Setthe frequency SPAN according to the frequency range to be analyzed. In this
example, SPAN =5 MHz. Wait until the trace is stable.

12. Press the Mkr-> key and select Search Config.

13. Inthe Search tab, define a range (upper edge of the ISM band) for the
marker-to-peak search. Set the Auto Max Peak function to On (Figure 2-13)

Markers Marker Settings Search Marker Functions

Peak Search Search Limits

Next Peak Mode  left  Absolute Right Left Limit 928.0 MHz

Exclude LO On off Right Limit m
e R
On Off

Auto Max Peak On off Use Zoom Limits

Auto Min Peak On Off Search Limits Off

Figure 2-13: Definition of search range for maximum level value above ISM band

14. The marker now indicates the highest level value M1 within the frequency range to
be analyzed (Figure 2-14).

15. The following condition must be fulfilled: Refnigh — M1 = 30 dB
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Ref Level 25.00 dBm @ RBW 100 kHz

Att 38dB SWT 98ms ® VBW 300kHz Mode Auto Sweep

1 Frequency Sweep ® 1Pk Max
M1[1]

Spectrum

CF 914.2 MHz 1001 pts 10.0 MHz/ Span 100.0 MHz

Figure 2-14: Measurement of maximum radiated power at upper edge of ISM band

Settings on DUT:
16. As described under 2.1.1, frx =903 MHz, SF =7
Settings on FPL1000:

17. Press the Freq key and enter the transmit frequency set on the DUT. Retain all
other settings.

18. Set the frequency SPAN according to the frequency range to be analyzed. In this
example, SPAN = 20 MHz. Wait until the trace is stable.

19. Press the Mkr-> key and select Search Config.

20. Inthe Search tab, define a range (lower edge of the ISM band) for the
marker-to-peak search. Set the Auto Max Peak function to On (Figure 2-15).

Markers Marker Settings Search Marker Functions

Mext Peak Mode  left  Absolute Right  LeftLimit 893.0 MHz
Exclude LO On off Right Limit m

Peak Excursion ORI Threshold D -120.0 dBm
On Off

Auto Max Peak On Off Use Zoom Limits

Auto Min Peak ] Off Search Limits Off

Figure 2-15: Definition of search range for maximum level value below ISM band

I
|
Peak Search Search Limits
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2.1.6

21. The marker now indicates the highest level value M1 within the frequency range to
be analyzed (Figure 2-16).
1 Frequency Sweep * 1Pk Max

M1[1] -42.56 dBm
901.9610 MHz

CF 903.0 MHz Span 20.0 MHz

Figure 2-16: Measurement of maximum radiated power at lower edge of ISM band

22. The following condition must be fulfilled: Refiow — M1 = 30 dB

20 dB Bandwidth (FHSS)

According to FCC 15.247(a)(1), in the frequency range 902 MHz to 928 MHz the 20 dB
bandwidth of a frequency hopping spread spectrum (FHSS) transmit signal must not
exceed the value of 500 kHz. For a LoRa signal in FHSS mode, this means that the
20 dB bandwidth of 500 kHz must not be exceeded for the signal bandwidths 125 kHz
and 250 kHz. The following measurements are performed in line with FCC Public
Notice DA 00-705 Measurement Guidelines for FHSS Systems.

Settings on DUT:

23. As described under 2.1.1, frx = 915 MHz, but LoRa signal bandwidth 125 kHz,
SF=7

Settings on FPL1000:
24. Press the Preset key.
25. Press the Freq key and enter the transmit frequency set on the DUT.

26. Press the Span key and set the span to at least 2 to 3 times the 20 dB bandwidth
to be expected.

27. Press the BW key and set the resolution bandwidth (RBW) to approx. 1% of the
20 dB bandwidth to be expected. Set the video bandwidth to 3 x RBW.

28. Press the Trace key and select Trace 1. Under Trace 1, select the Max Hold
mode and, under Detector Type, set the Positive Peak detector.

29. Press the Sweep key and set Sweep Time to 5 ms.
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30. Press the Ampt key and set the reference level using the Auto Level menu key.

31. Press the Mkr key and select Select Marker Function. In the Markers tab, select
n dB down and enter 20 dB in the Value entry field. Wait until the trace is stable. If
necessary, use the measured value for the 20 dB bandwidth (n dB down BW) to
adjust the span and resolution bandwidth in line with the conditions named above.
Wait until the trace has stabilized. Figure 2-17 shows the result of the
measurement.

spect Ref Level 18.50 dBm ® RBW 3kHz
Pectium 31dB ® SWT 5ms (~11ms) ® VBW 10kHz Mode Auto FFT

1 Frequency Sweep ® 1Pk Max

1 Bm

Span 350.0 kHz

CF 915.0 MHz 1001 pts 35.0 kHz/

2 Marker Table
Type Ref Trc X-Value Y-Value Function

Function Result
M1 1 914.98801 MHz 15.39 dBm ndB 20.0 dB
m 1 914.92622 MHz -4.64 dBm ndB down BW 141.2

T2 1 915.06748 MHz -4.52 dBm Q Factor

Figure 2-17: Measurement of 20 dB bandwidth, LoRa signal bandwidth 125 kHz, SF =7
32. The following condition must be fulfilled: ndB down BW < 500 kHz

Settings on DUT:

33. As described under 2.1.1, frx = 915 MHz, but LoRa signal bandwidth 250 kHz,
SF=7

Settings on FPL1000:

34. As described above under points 1 to 10. Figure 2-18 shows the result of the
measurement for a LoRa signal with 250 kHz bandwidth.
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Ref Level 18.50 dBm = RBW 10 kHz
Att 31dB = SWT 5ms (~12ms) = VBW 30kHz Mode Auto FFT

1 Frequency Sweep - * 1Pk Max

Spectrum

el N ey M1[1] 16.97 dBm

914980020 MHz

CF 915.0 MHz 1001 pts 80.0 kHz/ Span 800.0 kHz
2 Marker Table
Type  Ref X-Value Y-Value Function Function Result
M1 914.98002 MHz 16.97 dBm ndB 20.0 df
T L 914.83696 MHz -3.00 dBm ndB down BW 310.89 kHz
915.14785 MHz -2.96 dBm QFactor 2943.1

Figure 2-18: Measurement of 20 dB bandwidth, LoRa signal bandwidth 250 kHz, SF =7

35. The following condition must be fulfilled: ndB down BW < 500 kHz

2.1.7 Power Spectral Density (Hybrid Mode)

According to FCC 15.247 (a)(2), in the frequency range 902 MHz to 928 MHz the 6 dB
signal bandwidth of a digitally modulated signal must be at least 500 kHz. For smaller
LoRa bandwidths 125 kHz and 250 kHz, the data transmission must therefore take
place in the so-called hybrid mode. This mode allows a combination of frequency
hopping and digital modulation technology. According to FCC 15.247(e), the power
spectral density (PSD) of a transmitter must at no time exceed the value of 8 dBm
relative to a bandwidth of 3 kHz during an ongoing data transmission.

Settings on DUT:

1. Asdescribed under 2.1.1, frx =915 MHz, but LoRa signal bandwidth 125 kHz,
SF=7

Settings on FPL1000 for measurement of OBW (measurement in line with ANSI
C63-10[6] Section 6.9.3):

2. Press the Preset key.

3. Press the Freq key and enter the transmit frequency set on the DUT.
4. Press the Span key and set the span to 600 kHz (1.5 to 5 x OBW).
5

Press the BW key and set the resolution bandwidth to 10 kHz (1% to 5% of the
OBW) and the video bandwidth to 30 kHz (approx. 3x RBW).

6. Pressthe Sweep key and set Sweep Time to 10 ms.
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10.

Press the Trace key and select Trace 1. Select the Positive Peak detector and
Max Hold.

Press the Ampt key and set Reference Level such that the maximum value of the
signal is at least 10log(OBW/RBW) below the reference level.

Press the Meas key and select OBW under Power Measurements. Wait until the
trace is stable.

Note down the measured value for Occ BW = OBWsF7,125kHz.

Settings on DUT:

11.

SF = 12; retain all other settings.

Settings on FPL1000:

12.

13.

Press the Sweep key, set Sweep Time to 100 ms and wait until the trace has
stabilized.

Note down the measured value for Occ BW = OBWSsF12,125kHz.

Settings on DUT:

14.

SF = 7; retain all other settings.

Settings on FPL1000 for measurement of PSD:

15.
16.

17.

18.

19.
20.

21.

Press the Span key and set the span to at least 1.5 X OBWsF7,125kHz.

Press the BW key and set the resolution bandwidth (RBW) to 3 kHz and the video
bandwidth to 3 x RBW = 10 kHz.

Press the Trace key and select Trace 1. Under Trace 1, select the Average mode
and, under Detector Type, set the RMS detector. In the Average Count entry field,
enter a value of at least 100.

Press the Sweep key and set Sweep Time to 10 ms.
Press the Ampt key and set the reference level using the Auto Level menu key.

Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed.

Press the Mkr-> key and select Peak.

The measurement result is shown in Figure 2-19.
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22.

Ref Level 18.50 dBm = RBW 3kHz SGL
Att 31de = SWT 10ms (~16ms) ® VBW 10kHz Mode Auto FFT Count 100/100
1 Frequency Sweep * 1Rm Avg
M) 3.82 dBm
914.943660 MHz

Spectrum

CF 915.0 MHz 30.0 kHz/ Span 300.0 kHz

Figure 2-19: Power spectral density measurement, LoRa signal SF =7, 125 kHz

The following conditions must be fulfilled: Power marker M1 < 8 dBm

Settings on DUT:

23.

SF = 12; retain all other settings.

Settings on FPL1000:

24,
25.
26.
27.

28.

Press the Span key and set the span to at least 1.5 x OBW sF12,125kHz.
Press the Sweep key and set Sweep Time to 100 ms.
Press the Ampt key and set the reference level using the Auto Level menu key.

Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed.

Press the Mkr-> key and select Peak.

The measurement result is shown in Figure 2-20.
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29.

Ref Level 18.50 dBm e RBW 3 kHz 56L
Att 31dB @ SWT 100ms (~112 ms) ® VBW 10kHz Mode Auto FFT Count 100/100
1 Frequency Sweep * 1Rm Avg
M1[1] 2.15 dBm
915.038960 MHz

Spectrum

CF 915.0 MHz 1001 pts 30.0 kHz/ Span 300.0 kHz

Figure 2-20: Power spectral density measurement, LoRa signal SF = 12, 125 kHz

The following conditions must be fulfilled: Power marker M1 < 8 dBm

Settings on DUT:

30.

As described under 2.1.1, frx = 915 MHz, but LoRa signal bandwidth 250 kHz,
SF=7

Settings on FPL1000 for measurement of OBW (measurement in line with ANSI
C63-10[6] Section 6.9.3):

31.
32.

33.
34.

35.

36.

37.

Press the Span key and set the span to 750 kHz (1.5 to 5 x OBW).

Press the BW key and set the resolution bandwidth to 10 kHz (1% to 5% of the
OBW) and the video bandwidth to 30 kHz (approx. 3x RBW).

Press the Sweep key and set Sweep Time to 10 ms.

Press the Trace key and select Trace 1. Select the Positive Peak detector and
Max Hold.

Press the Ampt key and set Reference Level such that the maximum value of the
signal is at least 10log(OBW/RBW) below the reference level.

Press the Meas key and select OBW under Power Measurements. Wait until the
trace is stable.

Note down the measured value for Occ BW = OBW sF7,250kHz.

Settings on DUT:

38.

SF = 12; retain all other settings.
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Settings on FPL1000:

39.

40.

Press the Sweep key, set Sweep Time to 100 ms and wait until the trace has
stabilized.

Note down the measured value for Occ BW = OBW sF12,500kHz.

Settings on DUT:

41.

SF = 7; retain all other settings.

Settings on FPL1000 for measurement of PSD:

42.
43.

44,

45,

46.
47.

48.

Press the Span key and set the span to at least 1.5 x OBW sF7,250kHz.

Press the BW key and set the resolution bandwidth (RBW) to 3 kHz and the video
bandwidth to 3 x RBW = 10 kHz.

Press the Trace key and select Trace 1. Under Trace 1, select the Average mode
and, under Detector Type, set the RMS detector. In the Average Count entry field,
enter a value of at least 100.

Press the Sweep key and set Sweep Time to 10 ms.
Press the Ampt key and set the reference level using the Auto Level menu key.

Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed.

Press the Mkr-> key and select Peak.

The measurement result is shown in Figure 2-21.

49.

Ref Level 18.00 dBm = RBW 3kHz SGL
Att 31dB ® SWT 10ms (~17ms) ® VBW 10kHz Mode Auto FFT Count 100/100
1 Frequency Sweep * 1Rm Avg
M1[1] 0.67 dBm
915.099900 MHz

Spectrum

CF 915.0 MHz 50.0 kHz/ Span 500.0 kHz

Figure 2-21: Power spectral density measurement, LoRa signal SF =7, 250 kHz

The following conditions must be fulfilled: Power marker M1 < 8 dBm

Settings on DUT:

50.

SF = 12; retain all other settings.
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2.2

221

Settings on FPL1000:

51.
52.
53.
54.

55.

Press the Span key and set the span to at least 1.5 x OBWsF12,125kHz.
Press the Sweep key and set Sweep Time to 100 ms.
Press the Ampt key and set the reference level using the Auto Level menu key.

Press the Run Single key and wait until the number of averaging operations set
under Average Count have been performed.

Press the Mkr-> key and select Peak. The measurement result is shown in Figure
2-22.

Ref Level 18.00 dBm = RBW 3 kHz SGL
Att 31dB ® SWT 100 ms (~120 ms) ® VBW 10kHz Mode Auto FFT Count 100/100
1 Frequency Sweep ® 1Rm Avg
M1[1] -0,68 dBm
915.117380 MHz

Spectrum

CF 915.0 MHz 50.0 kHz/ Span 500.0 kHz

Figure 2-22: Power spectral density measurement, LoRa signal SF = 12, 250 kHz

56. The following conditions must be fulfilled: Power marker M1 < 8 dBm

LoRa RX Test

RX Sensitivity

For the RX sensitivity test, the SMBV100B generates a LoRa test signal. Signal
bandwidth, spreading factor, payload length, level, frequency, etc. are variably
adjustable. The generated signal is fed to the receiver in the appropriate frequency
range (Figure 2-23). While the signal power is being reduced, the LoRa test tool is
used to read out and monitor the packet error rate (PER). The receiver sensitivity up to
which no bit errors or very few bit errors occur depends on the used spreading factor
and ranges from approx —117 dBm to —137 dBm.
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RF

\ 4

LoRa
DUT

SMBV100B Vector Signal Generator

PER monitoring with || LoRa
LoRa Test Tool Test Tool

N

Figure 2-23: Test setup for RX sensitivity measurement

Settings on SMBV100B:
1. Pressthe PRESET key.
2.  Under BASEBAND select the LoRa Standard:

TDMA Standards

GSM/EDGE...

Bluetooth...

CDMA Standards

3GPP FDD...

CDMA?Z2000...

TD-SCDMA...

1xEV-DO...

WLAN Standards

3. Under the Tab General, set the desired bandwidth for the LoRa signal, here
500 kHz:
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| General g Tr19ger In| pparker Clock | Frame Configuration | Impairments
Auto Internal

I| SetTo ORE“" | @Sa\re Generate |
Default Waveform
Bandwidth
500 kHz |
Idle Interval
100.0 us
Sequence Length
‘ 1 Frames
Oversampling
| .

Sample Rate Variation
2.000 000 000 MHz

Under the tab Frame Configuartion General set the desired values for Coding
Rate and Spreading Factor:

uto El

Preamble

Payload Reduced Coding Mode (] Syne Mode Public

Unmodulated Preamble Length

Modulation and Coding Configuration

Coding Rate

Encoder Active

Spreading Factor

Interleaver Active

Under the tab Frame Configuartion Data, set the Payload Data Length and under
Data Source select suitable Payload data:

Preamble

] Gene Trigger Infparker | ClIOCK e e £ (.} Impairments
Auto Internal

Data Length Payload CRC

16 bytes

Data Source

Header Active Burst Mode

Compressed Mode [J | ReservedBit

Using the FREQ and LEVEL keys, set the desired frequency and level values.

Switch on the test signal using the RF On/Off and Mod On/Off key:
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2.2.2

I
Ret
902.000 000 000 4= [ -30.00 éém
T E L PV
[Rumning AWGN 1/Q Mod RF
L
Don | - @“F
c AWGN -
g
=l .
g :_Qfouu out
HS Dig. 1/ BB Input 2
[Jon
s S O Dig, /0 Out
IP:10.202.1.208

Settings on DUT:
7. Using the LoRa test tool, configure the receiver for reception of the test signal.

8. Reduce the level of the test signal until a defined PER value is exceeded, e.g. 1%.
The level set on the signal generator corresponds to the receiver sensitivity.

Blocking Test

The blocking test is used to check the behavior of the receiver when an interference
signal is applied.

The test setup in Figure 2-24 consists of two signal generators, the signals from which
are fed to the DUT as a sum signal via a power combiner. Generator #1 generates an
unmodulated, sinewave interference signal which is transmitted either with a spacing of
200 kHz relative to the wanted signal (adjacent channel blocking) or at the same
frequency as the wanted signal (on-channel blocking). The SGS100A signal generator
used here is configured via a LAN or USB connection using a PC and the R&S SGMA
GUI software. Generator #2 supplies the LoRa wanted signal, which is generated as
described under 2.2.1. The PER value is measured using the LoRa test tool.

v
-

Signal Generator #1:
Interferer, unmodulated sgs100A RE Source

carrier (CW) RF R LoRa

DUT

Signal Generator #2:
Wanted signal with
LoRa modulation

>2

Vector Signal Generator SMBV100B

Power
combiner

LoRa

PER monitoring with Test Tool
LoRa Test Tool

T

Figure 2-24: Blocking measurement at a LoRa receiver
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Adjacent channel blocking:

Settings on SMBV100B and DUT:

1. Asdescribed under 2.2.1, points 1 to 7.
Settings on SGS100A:;

2. Perform a preset.

3. Set the frequency with a spacing of +200 kHz relative to the wanted signal
frequency used under 2.2.1, point 4.

4. Set the level such that it is 82 dB (uplink) or 78 dB (downlink) above the receiver
sensitivity value determined under 2.2.1, point 8.

Settings on SMBV100B:
5. Increase the wanted signal level until PER < 1% is reached.

6. The following condition must be fulfilled: The wanted signal level now set must not
be more than 3 dB above the receiver sensitivity value determined in 2.2.1,
point 8.

Settings on SGS100A:

7. Set the frequency with a spacing of —200 kHz relative to the wanted signal
frequency used under 2.2.1, point 4.

8. Repeat steps 4 to 6.

On-channel blocking:

Settings on SMBV100B and DUT:

9. As described under 2.2.1, points 1 to 7.

Settings on SGS100A:

10. Frequency = wanted signal frequency set under 2.2.1, point 4

11. Setthe level such that it is 20 dB above the receiver sensitivity value determined
under 2.2.1, point 8.

Settings on SMBV100B:
12. Increase the wanted signal level until PER < 1% is reached.

13. The following condition must be fulfilled: The wanted signal level now set must not
be more than 3 dB above the receiver sensitivity value determined in 2.2.1,
point 8.
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3 Production Line Testing

The CMW100 is the instrument of choice for production line testing. The features that
set the CMW100 apart from any other instrument in the market are the reduced test
time, measurement accuracy and the capability of performing test on 8 devices in
parallel. With the activated CMW100 option R&S®CMW-KW683, all eight ports can
transmit LoRa signals for testing the LoRa DUTs. CMW-KW683 comes with one LoRa
waveform file with 125 kHz bandwidth as an example. Further LoRa waveforms with
different parameters can be created with the free simulation software WinlQSIM2 (see
chapter 3.2 Creating LoRa Waveforms with WinlQSIM).

R&S® Forum is a free scripting tool for remote control of Rohde & Schwarz
instruments. It allows users to create script sequences, as well as interactive remote
control of instruments. For automated tests via remote control R&S® Forum can be
used (Figure 3-1, Figure 3-2). R&S® Forum is a free scripting tool for remote control of
Rohde & Schwarz instruments. It allows users to create script sequences, as well as
interactive remote control of instruments. Script files can range from simple command
sequences to complex programs using the popular Python programming language

3.1 LoRa RX Test with CMW100

3.1.1 RX Sensitivity

For the RX sensitivity test, the CMW100 generates a LoRa test signal by using LoRa
ARB waveform files with different parameters like signal bandwidth and spreading
factor (requires option CMW-KW683). The generated signal is fed to the receiver in the
appropriate frequency range (Figure 3-1). While the signal power is being reduced, the
LoRa test tool is used to read out and monitor the packet error rate (PER). The
receiver sensitivity up to which no bit errors or very few bit errors occur depends on the
used spreading factor and ranges from approx. —117 dBm to —137 dBm.

RF 1 LoRa
DUT 1
USB/LAN
e s ()
CMW100CTR Control Unit for
* CMW?100 control
* PER monitoring
RF 8 N LoRa + LoRa DUTcontrol
* R&S Forum (automated tests)
DUT 8

CMW100 Communications Manufacturing Test Set

Figure 3-1: Test setup for RX sensitivity measurement with CMW100
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Settings on CMW100:

1. Start the CMW100 Firmware on the PC and press the RESET key from the right
toolbar key. Select Global (all Applications) and press Preset:

g oevice

[z wizaro

Hint: Preset restores manual mode best settings o
VIEW

Preset || Reset | | Cancel | [z vensure

2. Inorder to activate the signal generator press the SIGNAL GEN key from the right
toolbar and mark the generator taskbar entry. Press the GPRF Generator key
from the button toolbar.

% Generator/Signaling Controller

Taskbar entry  State

# General Purpose RF
“fGenerator | & I [ orr

GPRF
Generator @

3. Select the RF connectors on which the LORA signal should be output. Set the
baseband Mode to ARB and press the key Select ARB file... from the bottom
toolbar:
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MHz ~ Offset: 0
Peak Envelope Power: -——

4. Choose the LoRa waveform file to use for the RX sensitivity test:

) O b 24

Al | 4 KW502_LTE_FDD_CAcont_Pcc10_Sce0.wv 2017-11-21 14:43
e KW504_LTE_RMC_10MHz_256QAM_AllUp_FDD_DCI_1.wv  2017-11-21 14:45
e KW570_C_V2X_A_8 2 10MHz.wv 2018-12-03 14:46
el KW590_eMTC_DL_10MHz_withdummy.wv 2017-11-06 13:51
A BasRlS 2018-04-05 15:01
I 2019-07-08 11:29
TR IO EEONECE_HARQ.wWv 2018-03-23 10:14
g LRWPAN_2450MHz_OQP SK_127Bytes_PRBS9.wv 2015-10-06 14:25
g LRWPAN_MultiSegment_1.wv 2015-10-06 14:26
Kl e

0 Samples
0 Samples
0 Samples
0 Samples

5. Using the FREQ and LEVEL keys on the bottom toolbar, set the desired
frequency and level values. Switch on the test signal using the GPRF Generator
button from the right toolbar:
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3.1.2

% General Purpose RF -X3.7.531 - Base X 3714017 [=mlm=gll  GPRF Gen
Path Routing :
~Digital Gain 0.00 dB
~List Mode off v
—Baseband Mode cw i
1 B-Bpobund Configuration
&-Dual Tone
E-ARB
Freq! y Offset 0. MHz ~
-~Repetition Continuous ¥
~ARB File Name C:\ProgramData\Rohde~Schwarz\CMW\Data\waveform\KW683_LoRa_125
~Date 2019-05-07;14:23:54
~Version 1.0
~Required Options  KW683
—Clock Rate 500.000 kHz
~~Samples 25171 Range: Full Range ¥
~Level Offset (PAR)  0.00 dB
~Peak Offset 0.00 dB
-~ CRC Protection Yes
@-Trigger
& Marker Delay
£-Waveform
Min = 70.0000000 MHz 2 0 Samples 8 | cPRF
Max= 6000.0000000 MHz | B 0 Samples (;enemlor
oz ool | BT ! i

Settings on DUT:
6. Using the LoRa test tool, configure the receiver for reception of the test signal.

7. Reduce the level of the test signal until a defined PER value is exceeded, e.g. 1%.
The level set on the signal generator corresponds to the receiver sensitivity.

Blocking Test

The blocking test is used to check the behavior of the receiver when an interference
signal is applied.

The test setup in Figure 3-2 consists of two signal generators, the signals from which
are fed to the DUT as a sum signal via a power combiner

Generator #1 generates an unmodulated, sinewave interference signal which is
transmitted either with a spacing of 200 kHz relative to the wanted signal (adjacent
channel blocking) or at the same frequency as the wanted signal (on-channel
blocking). The SGS100A signal generator used here is configured via a LAN or USB
connection using a PC and the R&S SGMA GUI software. Generator #2 (CMW100)
supplies the LoRa wanted signal, which is generated as described under 3.1.1. The
PER value is measured using the LoRa test tool.
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Signal Generator #1: 1

Interferer, unmodulated SGS100A RF Source

carrier (CW) RF

' - [] s , LoRa
Signal Generator #2: LR S-S S ) DUT
Wanted signal with & 14
LoRa modulation . Power

CMW100 Communications Manufacturing Test Set combiner
LAN/USB usB

CMW100CTR Control Unit for:

CMW100 control

PER monitoring

LoRa DUTcontrol

R&S Forum (automated tests)

Figure 3-2: Blocking measurement at a LoRa receiver with CMW100

Adjacent channel blocking:

Settings on CMW100 and DUT:

1. Asdescribed under 3.1.1, points 1 to 6.
Settings on SGS100A:

2. Perform a preset.

3. Set the frequency with a spacing of +200 kHz relative to the wanted signal
frequency used under 3.1.1, point 5.

4. Set the level such that it is 82 dB (uplink) or 78 dB (downlink) above the receiver
sensitivity value determined under 3.1.1, point 7.

Settings on CMW100:
5. Increase the wanted signal level until PER < 1% is reached.

6. The following condition must be fulfilled: The wanted signal level now set must not
be more than 3 dB above the receiver sensitivity value determined in 3.1.1,
point 7.

Settings on SGS100A:

7. Set the frequency with a spacing of —200 kHz relative to the wanted signal
frequency used under 2.2.1, point 5.

8. Repeat steps 4 to 6.

On-channel blocking:
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3.2

Settings on CMW and DUT:

9. As described under 2.2.1, points 1 to 6.

Settings on SGS100A:

10. Frequency = wanted signal frequency set under 2.2.1, point 5.

11. Setthe level such that it is 20 dB above the receiver sensitivity value determined
under 2.2.1, point 7.

Settings on CMW100:
12. Increase the wanted signal level until PER < 1% is reached.

13. The following condition must be fulfilled: The wanted signal level now set must not
be more than 3 dB above the receiver sensitivity value determined in 2.2.1,
point 7.

Creating LoRa Waveforms with WinlQSIM2

WinlQSIM2 was especially developed to easily generate digitally modulated signals on
a PC. The graphical user interface allows intuitive operation by offering a convenient
way to create standard-conforming waveforms for many configurable digital standards.
WinlQSIM2 is a freeware and can be downloaded from the R&S website.

In order to create new LoRa waveforms for the TX test follow the steps below:

1. In WinlQSim2 select LoRa.. in the Baseband menu:

Waveform

Baseband Arb Sig Gen

TDMA Standards lndefined
GSM/EDGE... [neen ﬁ
Bluetooth... LAN

TETRA.. Remote Control

CDMA Standards
3GPP FDD...

CDMAZ2000... Vector Sig Gen
TD-SCDMA... -
1xEV-DO... Undefined v{
WLAN Standards Lo
IEEE 802.11 a/b/g... Remote Control
] IEEE 802.11...
IEEE 802.11 ad...
UWB MB-OFDM...
OFDM Standards
EUTRA/LTE/IOT...

5G NR...
V5GTF...

OFDM Signal Generation...
OneWeb...
IFFF 8017 1A WiMAYX

2. Configure the LoRa waveform parameters like bandwidth, number of frames, coding
rate, spreading factor etc. for your needs:
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& R&sS WinlQSIM2 Simulation Software - o x
File Edit Graphics _Help

V0 o (R[] |1 12 1=

& LoRa - o x

Genera! S _

Generate
°Recall ‘ @Save Waveform
Bandwidth
500 kHz |
Idle Interval
100.0 us
Sequence Length
1 Frames
Oversampling
4
Sample Rate Variation
2.000 000 000 MHz

& R&SWinlQSIM2 Simulation Software — o X

Edit Graphics _Help

|0 e ()| || 212

Frame Configuration

Payload Reduced Coding Mode

Unmodulated Preamble Length

Coding Rate

Encoder Active

Spreading Factor Interleaver Active

. After all parameters are adjusted start the calculation of the LoRa waveform by

using the on / off switch. Press Generate Waveform and store the new LoRa
waveform on the CMW100 control PC in "C:\ProgramData\Rohde-
Schwarz\CMW\Data\waveform\"

‘ Bandwidth

& Loka - o X

I General m Frame Configuration

Set To Generate
© seiaut | @recet | Osee Waveform

500 kHz |

4. The new waveform is now ready for use together with the CMW 100 as described

under 3.1.1, points 1 to 6.
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3.3 Example for Automation Scripts

The automation script introduced in this section is written in Python programming
language for use with the Forum development environment. Forum is a freeware and
can be downloaded from the R&S website. For detailed information, please see the
Application Note 1IMA196 R&S® Application for Remote Control of Rohde & Schwarz
Instruments. Fig. 3-1 shows the Forum screen for the LoRa application.

&Y R&S Forum, Version 33.6 - u] X
File Edit Debug Settings Help
“ P
o cromsorvc- ® 2% o
R
STDOUT { =}l EDITO LOGGER
1MA295_CMW100 RX test config[16].ptc ¥ |4 1MA295 CMW100 RX test config.ide | 1MA294 SigFox Production Dowlink Testing b = X ;i iz —i;z :i:f_z ;:
) 12.0 mEo 1:
B 13.05.2015 mEo 1:
chde & Schwarz GrbH & Co. G B
: s e . o e 13.05.2013 o :
Production Testing with CMWL00 4 # IMR295 Characterization of LoRa Devices =
5 # Production Testing with CHMW100
N
265 QHMWL00: General Setup. B
e
s
10 import visa
11 import math
12
35 # Vericbles #
12
18 0 # Center Freguency in Hz
16 4 External Actenuation (Input) in dB
17 # Level (RM5) in dBm
18 # Digital Gain in dB
13
20 # Arbitrary Waveform File # 3 5
21
22 arbfile = "C:\ProgramData‘\Rohde-Schwarz\CMW\Data\waveform TREE g8x
= Rohde-Schwarz ~
25 # User Information # -l [Forum
Executing Script finished! 26 Config
27 print (" Engine
28 print(" Gul
23 prin leons
@ prin Lib
e Printl Manual
a2
3] Preduct
33 | # Re5 Q: Genezal Setup # rocud
3 Python27
35 print (" Unittest
3e print ("R&S CMW100: General Setup.”) @ Forum.exe
2n T e |1 pythoncom27.dll
< > -] pythoncomloader27.dil
e = o[l pywintypes27.dil
Python 2.7.10 (default, May 23 2015, 09:40:32) [M5C v.1500 32 ~ L LicenseServer
bit (Intel)] on winaz - | Pulse Sequencer DFS.
Type "help”, "copyright", "credits" or "license" for more ReVisa
information. RSMGMT
< > 55> v SAP v

Fig. 3-1: Screenshot of the Forum application for instrument remote control

The T&M instruments and the LoRa device under test can both be directly controlled
from this platform.

When FORUM is started for the first time, the T&M instruments need to be connected:

In Forum, select Settings > Instruments > Add
Configure the T&M instruments as shown in Fig. 3-2

| ‘\
| | VISA| SOAP | PIPE
|
Enabled t
i &> Configure Device X 8
i v I Resource ID Build Interface

InterfaceType HISLIP b

Device Id Viza-Resource Board No. l:l

i [ 1CPIp=10202.0.189:HisLIP | Tce

Timeout [s] 10.202.0.189 |
E == ||®

lancel

Attributes 0K Cancel

Fig. 3-2: Instrument connection configuration on FORUM
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Setup parameters can be easily changed in the program. After the next restart, the
changes are accounted. The automatic run can be halted at any time and some
additional tests then can be done by operating the instrument manually. DUT control
commands can also be directly issued from Forum in an interactive way, so that the
automatic run can be optimized step-by-step.

Python, the programming language behind Forum, offers various features beyond
instrument and DUT control. Text output files can be created and written to generate
complete test reports.

As an example the forum script “1MA295 CMW100 RX test config” automates and
configures CMW100 in the general-purpose generator mode, selects the ARB file from
the destination folder and switches on the RF.

The option R&S®CMW-KW683 needs to be installed on the CONTROL-PC.

The example waveform file "KW683_LoRa_125kHz_1frame.wv" is located in
"C:\ProgramData\Rohde-Schwarz\CMW\Data\waveform\" Fig. 3-3 shows a part of the
FORUM automation script for configuring the CMW100.

15
20 # Arbitrary Waveform File #
21
22 arbfile = "C:\ProgramData\Rohde-Schwarz\CMW\Data\waveform\KWE83 LoRa_l25kHz_lframe.wv"
23
24
25 # User Information #
2¢
27 print (" "y
28 print ("\nRohde & Schwarz GmbH & Co. KG")
235 print ("1MA295 Characterization of LoRa Devices ™)
30 print ("Production Testing with CMW100™)
31 print (" "y
3z
33 # R&S CMW: General Sestup #
34
35 print (" "
3¢ print ("R&5 CMW100: General Setup.™)
37 print (" "
33
35 CMW .write ["*F
40 CMW.write(
a1 CMW.ask ("*OFT2")
42 CMW.ask("*IDH?")
43
44 # RS CMW: General Purpose Generator #
45
a6 print (" "
a7 print ("R&5 CMW100: General Purpose Generator.™)
a8 print (" "y
43
50 # Select Co
51 CMW.write ("R
52
53 # Activate/Deactivates RF ors:
54 CMW.write ("CONF:GPRF:GEN:CMWS:USAG:TX:ALL R11%, ON, ON, ON, OFF, OFF, OFF, OFF, OFF")
55
56 CMW.write ("5 IT " + str(att_out)) #
57 CMW.write ("5 EQ " + str{c_fra)) |
58 CMW.write ("5 + str(lev)) 3
55 CMW.write ("SOUR: (DGR " + stridga)) $
€0
€1 CMW.write ("50UR:GPR] 1:BBM ARB") =
€2 CHMW.write ("SCUR:IGFRE: P CCNT") #
€3 CHW.write ("SOUR:GPR] '" + str(arbfile) + "'7) s
€4 CMW.write ("SCUR:GPRF:GEN:STAT CN") #
€5

Fig. 3-3: Forum configuration of CMW100 for general-purpose generator mode

Line 63 loads the ARB file, which is defined in line 22 from the destination waveform
library folder. Lines 39 to 42 initializes the CMW100 and lines 51 to 64 configures the
instrument in the general purpose RF generator mode, sets the frequency, power level
and switches ON the RF signal transmission.
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4 Battery Life Measurement

The power consumption of a LoRa device per transmission over time is a significant
performance metric. A key requirement for any loT device is to have a long battery life.
In order to calculate the total service time or end of life using the same set of
battery(s), the power consumption per packet transmission need to be measured. The
devices normally switch to sleep mode for majority of its life span and only switch on to
operational mode in order to transmit data to the LoRa gateway. While operating in
sleep mode, the device experiences almost no battery drain and thus has a battery life
of ~10 to 15 years. To make sure that the mentioned battery life will be achieved, it is
also necessary to measure the power consumption in sleep mode.

The DUT that is used in this section is a LoRa capable prototype.
1. Setupthe DUT and the test Instruments as shown in Figure 4-1.

 ———

B T T ——

RTO back panel connection

,:_.#

ZVC back panel connection

MSO Connection
to Scope interface

Figure 4-1: Test setup for power consumption measurement on LORA devices

2. Next select Horizontal -> Setup and Configure as shown in Figure 4-2
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Setup Acquisition Ultra Segmentation Horizontal@ Q@
_Resolution dependency  Roll mode

Time scale Acquisition time

- [¢) <D
u Resolution
>

Sample rate [}
Mot
Resolution acquisition time

ﬂAuto adjustment

ZVC Resolution Use this mode to ensure a time |
resolution independent from the

S horizontal scale unless record
length limits are reached.

Record length Record length limit

(BT

Reference point Position

- Restrict horizontal position to acquisition range Reference

Figure 4-2: Data Acquisition Setup on the RTO
3. Next select Vertical -> ZVC Multi-Channel Probe

4. Configure as shown in Figure 4-3

Setup Probes Power Calculation ZVC Multi-Channel Probe [Bgli]

General
N State  Scale Offset Setup

(1 [ ol Decimation mode
Ao ¢
1o -

B B Y -
B 5 D T
A il D D) -
B ) D D

Figure 4-3: ZVC measurement configuration on the RTO

5. Next Select click on setting button E for Z111

For the current measurement the RTO contains switchable shunts with the values
10 mQ, 10 Q and 10 kQ. Thus, current measuring ranges from 4.5 pyA to 10 A full scale
are available (Figure 4-4).

Measurement tip: for maximum flexibility, the probe can also be operated with an
external shunt that should ideally be integrated into the test setup from the beginning.
This allows adjusting the full-scale range to the expected current consumption by
selecting an appropriate shunt resistor. This leads to a measurement with higher
resolution and lower noise. In this example, the maximum expected current is

~150 mA. A 2.2 Q resistor in the 450mV measurement range gives a current full-scale
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range of 450mV / 2.2 Q = 205 mA. For the sake of simplicity, this application note uses
the internal shunt with 4.5 A current range.

6. The maximum current consumption of the DUT appears to be ~150 mA, which
means that the 4.5A current range has to be chosen. Configure ZVC Current
Settings as shown in Figure 4-4

Setup ZVC Current Settings [9 Q [Z]

i o
5 6 Al e

Vertical scale Offset

Bandwidth Position

() ST

Skew

Operation Range

Shunt mode

Max current / shunt

45mA/10Q
ZVC Overview -

~ i 45pA/ 10 ke
4.5 pA / 10 kQ

Figure 4-4: Current Measurement configuration on the RTO

7. Click on Math -> Math Setup

8. Configure the two sources and operator as shown in Figure 4-5.
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Setlp! FFT Setup  FFT Overlap FFT Gating FFT Y-Units FFT Coupling  Math [« &) (2) (x)

Enable math signal * Arithmetic
|

® . ®
3@ Basic Advanced

Source 1 Operator

Envelope wfm selection
Vertical scale
Vertical scale

200 mW/div

Vertical offset

Figure 4-5: Math function configuration for power measurement on the RTO
9. Next select Measurements -> Setup

10. Configure the Measurement Area as shown in Figure 4-6

Setup Long Term/Track Gate/Display Limit Check Measurements (+) Q@

Enable Source Statistics . Envelope

MEL e ‘- .
m.\‘lstznd' M.B-@th (keI E s BIE]

P Hist 30000
Parameters for Area

Signal threshold Area level

Reference Levels

Figure 4-6: Measurement Area settings

1MA295 2e Rohde & Schwarz Characterization of LoRa Devices 50



Battery Life Measurement

1MA295 2e

Figure 4-7 shows two plots in total. The upper plot shows both the supply voltage plot
and the current drain over time. In this plot, the current drain during packet
transmission can be seen. The lower plot shows the total power consumption over
time. Using the area (integral) measurement function on the math channel with gating
enabled allows to measure the energy consumed during one transmit frame which was
1.7535 Ws.

! ' ! ! ! ! ! ! ! ! Horizontal
Diagram1: Z1¥1,2111 & T

| TT )

T [-t] k)

1.7535 W*s

]
F
i
|
.
Figure 4-7: Power consumption measurement results on the RTO
In order to configure gated area measurement:
1 Select Meas -> Setup -> Enable > Source 1 : M1

I Select Main : Area
1 Select Meas -> Gate/Display -> Use Gate

1 Set Start and stop time as required.

In Figure 4-8, Start: -3 s & Stop: + 3s.
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Setup Long Term/Track GatefDisplay Limit Check

Measurement gatin
Use gate  Gate definition

m| | _|Zoom coupling

_|Cursor coupling
Mode

Absolute

Relative

Displa

result configuration

. Display result lines

: . Display reference levels

Figure 4-8: Settings for the gated area measurement

Rohde & Schwarz Characterization of LoRa Devices

Battery Life Measurement

Measurements («) &) () (x)

_Grouping

m| Group result

dialogs
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6 Ordering Information

Spectrum analyzer

Designation

Spectrum Analyzer 5 kHz to

3 GHzY

Signal generators

Type

R&S®FPL1003

Order No.

1304.0004.03

Designation

Vector Signal Generator including

Type

baseband generator with ARB (64 A R&S®SMBV100B

Msamples, 120MHz RF

bandwidth)®
8 kHz to 3 GHz

Baseband Realtime Extension

LoRa

SGMA RF Source Y
1 MHz to 6 GHz, CW (no

modulation)

Electronic Step Attenuator

Digital oscilloscope

R&S®SMBVB-B103
R&S® SMBVB-K520
R&S®SMBVB-K131
R&S®SGS100A
R&S®SGS-B106

R&S®SGS-B26

Order No.

1423.1003.02

1423.6270.02

1423.7676.02

1423.8720.02

1416.0505.02

1416.2308.02

1416.1353.02

Designation

Digital oscilloscope 600MHz, 2
channels, 10 Gsamples/s, 50/100

Msample?

Digital Extension Port for RT-ZVC

Support

Multi channel power probe, 1
MHz, 5 MSa/s, 18 Bit, 2/4 current
inputs, 2/4 voltage inputs

Extended Cable Set, 1 current
and 1 voltage lead, length: 1 m

Solder-in Cable set,

4 current and voltage solder-in
cables, solder-in pins

Type

R&S®RT0O2002

R&S®RTO-B1E

R&S®RT-ZVC04

R&S®RT-ZA35

R&S®RT-ZA36
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Order No.

1329.7002k02

1333.0738.02

1326.0259.04

1333.1905.02

1333.1911.02

1) Further equipment options can be found at www.rohde-schwarz.com or contact your local Rohde & Schwarz representative.
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Communications Manufacturing Test Set

Designation

Communications Manufacturing
Test Set

Control Unit for R&S®*CMW100
Spectrum analyzer

Low Rate WAN (LoRa),
enable WinlQSIM2 waveforms for
ARB generator

Type
R&S®CMW100
R&S®CMW100CTR
R&S®CMW-KMO010

R&S®CMW-KW683

Order No.

1201.0002K03

1210.7935K03

1203.5953.02

1211.4081.02
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in these regions.

Regional contact

Europe, Africa, Middle East
+49 89 4129 12345
customersupport@rohde-schwarz.com

North America
1888 TEST RSA (1 888 837 87 72)
customer.support@rsa.rohde-schwarz.com

Latin America
+1 410 910 79 88
customersupport.la@rohde-schwarz.com

Asia Pacific
+65 65 13 04 88
customersupport.asia@rohde-schwarz.com

China
+86 800 810 82 28 |+86 400 650 58 96
customersupport.china@rohde-schwarz.com

Sustainable product design
1 Environmental compatibility and eco-footprint
1 Energy efficiency and low emissions

1 Longevity and optimized total cost of ownership

Certified Qualty Manapemean:

ISO 9001

Cartified Ervironmental Managemeni

ISO 14001

This document and any included programs may be
used only upon acceptance of the terms and
conditions of use as defined in the downloads area
of the Rohde & Schwarz Internet site.

R&S® is a registered trademark of Rohde & Schwarz GmbH &
Co. KG. Trade names are trademarks of the owners.
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