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IEEE 802.15.4 Overview

The following abbreviations are used in this application note for Rohde & Schwarz
products:

The R&S®SMW200A vector signal generator is referred to as SMW
The R&S®SMBV100A vector signal generator is referred to as SMBV
The R&S®SGT100A vector RF source is referred to as SGT

The R&S®SMU200A vector signal generator is referred to as SMU

The R&S®SMATE200A vector signal generator is referred to as SMATE
The R&S®SMJ100A vector signal generator is referred to as SMJ

Microsoft® Excel is a registered trademark of Microsoft Corporation in the United States
and/or other countries.

The ZigBee™ logo and language are trademarks for the ZigBee™ Alliance in the
United States and/or other countries.
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Introduction

1 Introduction

This application note describes how to create and generate standard-conform
IEEE 802.15.4 [12] test signals with the R&S Vector Signal Generators (VSG).

It provides a brief introduction in the IEEE 802.15.4 PHY and MAC layer, explains in
detail how a user-defined frame can be created by using the R&S IEEE 802.15.4
Frame Builder Excel spreadsheet and provides the information required to generate
a Frame Builder based test signal with the R&S vector signal generators.
Finally an overview of standardized IEEE 802.15.4 PHY receiver tests is given.

1.1

IEEE 802.15.4 Overview

IEEE 802.15.4 Overview

The standard IEEE 802.15.4 [12] defines the physical layer (PHY) and medium access
control (MAC) sub-layer for low-data-rate wireless connectivity with fixed, portable, and
moving devices with no battery or very limited battery consumption requirements.

It is therefore in the true sense of the word the fundament of several well-known
protocols like ZigBee™, RF4CE, 6LOWPAN, Wireless HART, SmartLink, THREAD

and others.

1.1.1 PHY Layer Specification

In general, the PHY data service enables the transmission and reception of data
packets called PHY protocol data units (PPDUSs) across the physical radio channel.
IEEE 802.15.4 defines multiple PHYs for a variety of frequency bands and with
various modulation types and data rates.

802.15.4 PHY — Frequency Bands, Spreading- and Data Parameters [12]

PHY Frequ. Spreading- Data-
[MHZ] Band Parameters Parameters
[MHZ] Chip rate | Modu- Bit rate | Sym. rate | Symbols
[kChip/s] | lation [kbit/s] | [kSym/s]
780 779-787 1000 O-QPSK 250 62.5 16ary orth.
780 779-787 1000 MPSK 250 62.5 16ary orth.
868/ 868-868.6 300 BPSK 20 20 Binary
915" | 902-928 600 BPSK 40 40 Binary
950 950-956 - GFSK 100 100 Binary
950 950-956 300 BPSK 20 20 Binary
2450 2400- 2000 0-QPSK 250 62.5 16ary orth.
2483.5

1) If a transceiver supports the 868 MHz band it must support the 915 MHz band as well, and vice versa
Note: Optional PHY variants are not shown

Table 1: 802.15.4 PHY - Frequency Bands, Spreading- and Data-Parameters
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IEEE 802.15.4 Overview

Frequency Bands

The 868 MHz band is used in Europe for short range wireless networking.

The 915 MHz band and also the 2450 MHz band are part of the industrial, scientific
and medical (ISM) frequency bands. The 915 MHz band is mainly used in the USA and
the 2450 MHz band is used worldwide.

The 780 MHz band was specified for transceivers intended to be used in China and the
950 MHz band is of special interest in Japan.

In general, the most common PHY variant is running on the 2450 MHz band since
it offers the maximum data rate of 250 kbit/s and provides a maximum number of 16
RF channels, numbered 11 through 26. The center frequency of these channels is
defined as follows:

F. = 2405 + 5 (k — 11) in MHz, for k = 11, 12, ..., 26

2450 MHz Band

AL EL AR L L L

2405 2410 2415 2420 2425 2430 2435 2440 2445 2450 2455 2460 2465 2470 2475 2480 | f[MHz]
2400 2483.5

Figure 1: IEEE 802.15.4 PHY — 2450 MHz Band RF Channels

The following paragraphs provide a closer insight into the functionality and the PHY
and MAC parameters of the popular PHY variant in the 2450 MHz band, which is
called O-QPSK PHY.

O-QPSK PHY

PPDU Format
The following figure shows a schematic and general view of the O-QPSK PHY PPDU
format and the included fields.

Bytes:4 1 1 5..127

Start of Fr. Frame PHY Service Data Unit
Del. (SFD) Length (PSDU)

Preamble
Sequence

Synchronization Header | PHY Header PHY Payload
(SHR) (PHR)

Figure 2: O-QPSK PHY — PPDU Format

Each successive protocol layer adds to this structure with layer-specific headers and
footers. The MAC frames, for example, are passed to the PHY as the PHY service
data unit (PSDU), which becomes the PHY payload.

The different fields of the PPDU appear in a fixed order and have to be part of every
packet. The format of the SHR and PHR depends on the PHY type (see Table 1) used.
In the following, the definition for the O-QPSK PHY is provided:

Synchronization Header (SHR):

The synchronization header (SHR) consists of the preamble sequence followed by the
start of frame delimiter (SFD). The preamble sequence is defined to be 4 bytes (i.e. 8
symbols) of 0x00. The SFD is one byte set to OxA7.

1GP105_1E
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A synchronization header is always transmitted first in all transmission modes since it
enables the receiver to synchronize and to lock into a bit stream.

PHY Header (PHR):

The frame length field defines the number of bytes in the PSDU. Note that the length
field does not include the length field itself. It does however include the frame check
sequence (FCS) of the MPDU.

The length field is 7 bits in length and has a maximum value of 127. The most
significant bit in the length field is reserved and has to be set to zero.

PHY Service Data Unit (PSDU):
The MAC frames (MPDU) are passed to the PHY as the PHY service data unit
(PSDU), which becomes the PHY payload.

Spreading and Modulation
This paragraph provides an introduction to the spreading and modulation format
specified for the O-QPSK PHY in the 2450 MHz band.

250 kBit/s 62.5 kSym/s 2 Mchips/s 1 MSym/s
Bit to Symbol to 0-QPSK
_ Symbo' > Chlp ; MOdU|ator
Mapping Mapping
4 Bits — 1 Sym. 1 Sym. — 32 Chips 2 Chips — 1 O-QPSK Const.

Figure 3: O-QPSK PHY - Spreading and Modulation

The O-QPSK PHY employs a 16-ary quasi-orthogonal modulation technique. Each
data symbol consisting of four PPDU bits is mapped to one out of 16 nearly orthogonal
pseudo-random noise (PN) sequences (32 chips each).

O-QP P POl to D apping 450 Band

Data Symbols Chip values (co..Ca1)
0 11011001110000 110101001000 10 11 104,

312130031102023 24

1 111011011001 110000 11010100 1000 10
2 00101110110110011100001101010010
3 00100010111011011001110000 110101
4 010100100010111011011001110000 11
5 0011010100100010111011011001 1100
6 11000011010100100010111011011001
7 100111 00001101010010001011101101
8 1000110010010110000001 1101111011
9 10111000110010010110000001 110111
10 011110111000110010010110000001 11
11 0111011110111000 1100100101 100000
12 000001110111101110001100100101 10
13 01100000011101111011100011 001001
14 10010110000001110111101110001100
15 11001001011000000111011110111000

Table 2;: O-QPSK PHY — Symbol to Chip Mapping (2450 MHz Band)

1GP105_1E
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In detail the 4 LSBs (bg, by, b,, b3) of each PPDU octet are mapped into one data
symbol, and the 4 MSBs (by, bs, bg, b;) of the same octet are mapped into the next
data symbol. The resulting chip sequences for successive data symbols are
concatenated.

Since each data symbol is represented by a 32-chip sequence, the chip rate f¢ is
32 times the symbol rate fs.

Each chip is shaped as a half-sine, transmitted alternately in the | and Q channels
with a chip period offset. Even-indexed chips are modulated onto the in-phase (1)
carrier, and odd-indexed chips are modulated onto the quadrature-phase (Q) carrier.
To realize the offset between I-phase and Q-phase, the Q-phase chips are delayed by
Tc in respect of the I-phase chips, as shown in the following figure, where T¢ is the
inverse of the chip rate fc.

Tc

Co C2 Csa Cao

IANNANA () (D (Y
o) A Y Y t

C1 Cs Cs C  C31

M (YD ARV a
VAU CAAAY

Figure 4: O-QPSK PHY - and Q Phases — Zero Symbol Chip Sequence

During each symbol period Ts (2 x T¢), the least significant chip, cg, is transmitted first
and the most significant chip, cs, is transmitted last.

The four phases/constellation points in O-QPSK correspond to the binary numbers 00,
01, 10 and 11. The following figure highlights the chip to constellation point mapping of
the O-QPSK modulator.

Q

Figure 5: O-QPSK PHY -1 and Q Constellation Mapping

O-QPSK is thus similar to QPSK except for the timing of the | and Q transitions. In
QPSK, I and Q transitions to the next symbol occur at the same time. This leads to
constellation trajectories passing through the origin of the vector diagram (180° phase
changes), which introduces amplitude modulation and requires linear amplifiers.
Since the transitions of | and Q are offset by half of the symbol time with O-QPSK, the
maximum phase changes are limited to 90° which reduces the envelope variations
significantly and allows a more efficient RF amplification.

1GP105_1E
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The additional half-sine pulse shaping filter changes the vector diagram of the O-QPSK
from a square to a circle. Thus it eliminates any amplitude variations and turns the
0O-QPSK into a constant envelope modulation.

QPSK/O-QPSK-Constellation

Modulation/Shaping

Constellation (Vector Diagram)

QPSK/Rectangular:

O-QPSK/Rectangular:

O-QPSK/Half-Sine:

Figure 6: QPSK/O-QPSK-Constellation
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1.1.2 MAC Layer Specification

The MAC layer forms the interface between the PHY layer and the higher application
specific layers, like the ZigBee™ network layer.

1.1.2.1 General MAC Frame Format

The MAC data service enables the transmission and reception of frames called MAC
protocol data units (MPDUSs) across the PHY data service.

IEEE 802.15.4 defines four different MAC frame formats/types (data-, beacon-,
acknowledgment- and MAC command-frames). The following section provides a brief
introduction into the general IEEE 802.15.4 MAC frame format which is the basis for all
individual frame formats/types.

The general IEEE 802.15.4 MAC frame format is shown by the following figure:

Bytes: 0/2 0/2/8 0/2 0/2/8

Dest. Dest. Source Source
PAN ID Addr. PAN ID Addr.

Bytes: 2 1 0...20 0/5/6/10/14 n 2
Frame Control Sequence . Frame Frame Check
Field (FCF) | Number (SN) (TS (FIED e Payload Seq. (FCS)
MAC Header MAC Payload MAC Footer
(MHR) (MFR)

Figure 7: IEEE 802.15.4 — General MAC Frame Format

The MAC frame consists of three main sections: the MAC header (MHR), the MAC
payload and the MAC footer (MFR). All of these sections contain at least one
parameter field.

The frame control field (FCF), the sequence number (SN) and the frame check
sequence (FCS) have to be part of every frame whereas the addressing fields, the
auxiliary security header and the MAC payload might not be included in a frame (type).
Fields consisting of more than a single octet (e.g. FCF) are sent to the PHY starting
with the octet containing the least significant bits through to the octet containing the
most significant bits.

Frame Control Field (FCF):
The FCF contains information defining the frame type, addressing fields, and other
control flags. The FCF shall be formatted as follows:

A e O O el O a
Bits Information
0-2 b,..by | Frame Type
000 Beacon
001 Data
010 Acknowledgement
011 MAC command

1GP105_1E
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A > O O el O A
Bits Information
3 bo Security Enabled
0 No frame protection
1 Frame is protected by the MAC sublayer. The Auxiliary Security

Header field of the MHR shall be present only if the Security
Enabled field is set to one.

4 bo Frame Pending
0 No additional frames are pending
1 The device sending the frame has more data for the recipient
5 b Acknowledge Request
0 No acknowledgment is required from the recipient
1 An acknowledgment is required from the recipient
6 b Personal Area Network (PAN) ID Compression
0 The PAN Identifier field shall be present only if the corresponding
address is present
1 Only one of the PAN identifier fields has to be present. If source

and destination addresses are present, the frame shall contain
only the destination PAN identifier field

7-9 b,..by | Reserved
000
10-11 b;..by | Destination Addressing Mode
00 PAN identifier and address fields are not present
10 Address field contains a short address (16 bit)
11 Address field contains an extended address (64 bit)

12-13 b,..by | Frame Version

00 Frame is compatible with IEEE Std. 802.15.4-2003

01 IEEE 802.15.4 frame

14-15 b;..by | Source Addressing Mode

00 See ‘Destination Addressing Mode’
10
11

Table 3: IEEE 802.15.4 — Frame Control Field (FCF) Format

Sequence Number:
The sequence number specifies the sequence identifier (e.g. beacon sequence
number, BSN; data sequence number, DSN) for the frame.

Destination PAN Identifier:

The destination Personal Area Network (PAN) identifier field, when present, specifies
the unique PAN identifier of the intended recipient of the frame. A value of FFFF; in
this field shall represent the broadcast PAN identifier, which shall be accepted as a
valid PAN identifier by all devices currently listening to the channel.

Destination Address:

The destination address field, when present, specifies the address of the intended
recipient of the frame. A value of FFFF}, in this field shall represent the broadcast short
address, which shall be accepted as a valid address by all devices currently listening to
the channel.

1GP105_1E
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This field shall be included in the MAC frame only if the FCF source addressing mode
field is nonzero.

Source PAN Identifier:

The source PAN Identifier field, when present, specifies the unique PAN identifier of
the originator of the frame. This field shall be included in the MAC frame only if the
FCF Source Addressing Mode field is nonzero and the FCF PAN ID compression field
is equal to zero.

Source Address:

The source address field, when present, specifies the address of the originator of the
frame. This field shall be included in the MAC frame only if the FCF source addressing
mode field is nonzero.

Auxiliary Security Header:

The auxiliary security header field specifies information required for security
processing. This field shall be present only if the FCF security enabled field is set to
one.

Frame Payload:

The frame payload field contains information specific to individual frame types. If the
FCF security enabled field is set to one, the frame payload of the frame may be
cryptographically protected

Frame Check Sequence:

The 2 byte frame check sequence (FCS) follows the last MAC payload byte. The FCS
is calculated over the MPDU. The FCS calculation is based on the International
Telecommunications Union SITU) Cyclic Redundancy Check (CRC) and uses the
following polynomial: x*° + x™2 + x> + 1

1.1.2.2 Individual MAC Frame Formats
IEEE 802.15.4 specifies four individual MAC frame formats. All of them are based on
the general MAC frame structure (see chapter 1.1.2.1).
Beacon Frame:
The beacon frame is used by the network coordinator to synchronize the clock of all
entities within a certain network.
) Bytes: 2 2/8
Source Source
PAN ID Addr.
Bytes: 2 1 4/10 0/5/6/10/14 2 m P n 2
Fi Control S . S f Pend. B Fi Check
e o | ey | Awressrns | auseo. vescer | Speteme | ars [ Fend | peseen | Framecheek |
MAC Header MAC Payload MAC Footer |
(MHR) | (MFR)
Note: The number of GTS, pending address and beacon payload bytes is variable
Figure 8: IEEE 802.15.4 — MAC Beacon Frame Format
1GP105_1E Rohde & Schwarz  Generation of IEEE 802.15.4 Signals 12
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Data Frame:
The data frames are used to transmit data.
Bytes: 0/2 0/2/8 0/2 0/2/8
Dest. Dest. Source Source
PAN ID | Addr. | PAN ID Addr.

IEEE 802.15.4 Overview

Bytes: 2 1 0..20 0/5/6/10/14 n 2
Frame Control Sequence . Data Frame Check
Field (FCF) | Number (SN) (el FEES (AT, 33, IR Payload Seq. (FCS)
MAC Header MAC Payload MAC Footer
(MHR) (MFR)

Figure 9: IEEE 802.15.4 — MAC Data Frame Format

Acknowledgment Frame:
Acknowledgement frames are used to acknowledge the successful reception of a

certain data frame.

Bytes: 2 1 2
Frame Control Sequence Frame Check
Field (FCF) Number (SN) Seq. (FCS)
MAC Header MAC Footer
(MHR) (MFR)

Figure 10: IEEE 802.15.4 — MAC Acknowledgment Frame Format

MAC Command Frame:
MAC commands are transmitted by using MAC command frames.

Bytes: 0/2 0/2/8 012 0/2/8
Dest. Dest. Source Source
PAN ID Addr. PAN ID Addr.

Bytes: 2 1 0...20 0/5/6/10/14 m n 2
Frame Control Sequence . Command Command Frame Check
Field (FCF) | Number (SN) RENESS FEES Aux. Sec. Header | oo | Payload Seq. (FCS)
MAC Header MAC Payload MAC Footer
(MHR) (MFR)

Figure 11: IEEE 802.15.4 — MAC Command Frame Format

For further details, especially about the fields of the different MAC payload frame
types, refer to [12].

1.1.2.3 Inter Frame Spacing (IFS)

Each device which is transmitting data to another one has to take care that the
recipient PHY has enough time to process the data received before the next frame is
sent. Therefore two successive frames transmitted from a device shall be separated by
an adequate Inter Frame Spacing (IFS) period.

The length of the IFS period depends on the frame size. Frames (i.e., MPDUSs) of up to
18 octets shall be followed by a short IFS (SIFS) period of at least 12 symbols. Frames
with greater length shall be followed by a long IFS (LIFS) period of at least 40 symbols.

1GP105_1E Rohde & Schwarz  Generation of IEEE 802.15.4 Signals 13
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1.1.3 Higher Layers

Since IEEE 802.15.4 is focusing on the specification of the PHY and MAC layer only,
the higher network layers have to be based on:

Proprietary manufacturer specific designs for custom applications which do not
require interoperability with devices of other vendors.

Specifications or standards to enable multi-vendor interoperable solutions.

The ZigBee™ Alliance, for example, develops and evolves the ZigBee™
specification [18] which enhances the IEEE 802.15.4 standard by adding network
and security layers and an application framework.

On that basis, standards [19] (e.g. targeted towards markets as diverse as home
automation, consumer electronics, medical, smart energy, and industrial),
developed by the ZigBee™ Alliance can be used to create multi-vendor
interoperable devices.

1GP105_1E
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2

2.1

2111

|IEEE 802.15.4 Frame Builder

IEEE 802.15.4 Frame Creation

The following paragraph describes in detail how an IEEE 802.15.4 based data frame
can be defined/created by using the R&S 802.15.4 Frame Builder Excel spreadsheet.

IEEE 802.15.4 Frame Builder

The Microsoft® Excel 2010 based R&S 802.15.4 Frame Builder allows a flexible
specification of all IEEE 802.15.4 PHY and MAC layer parameters of the
O-QPSK PHY operating in the 2450 MHz band.

It is thus most suitable to create standard-conform and/or user-specific IEEE 802.15.4
frames, especially for component and receiver tests.

It enables product designers and test engineers of IEEE 802.15.4 based devices to
speed up the test phase significantly and thus to save time and money.

The following functionalities are covered by the Frame Builder:

¢ MAC header definition with extended assistance for standard-conform FCF
configuration

Import of MAC payload data files

Input data validation

FCS calculation

Synchronization header definition

Symbol to Chip mapping

Chip export functionality (binary and/or hex)

Definition of inter frame spacing (IFS)

Creation of R&S data list files based on the defined frame and IFS
Creation of R&S control list files based on the defined frame and IFS
Graphical overview of the frame (content)

Administration of frame libraries

First Steps

Copy the provided R&S 802.15.4 Frame Builder Excel spreadsheet to the selected
destination on your PC. If you want to define frames of a certain type, for a specific
device or test campaign feel free to rename the spreadsheet as desired (e.g TA-Test
Frames.x1lsm).

Open the spreadsheet by double clicking the file and thus start the Excel application.
Since the Frame Builder includes VBA code to allow simplified user interaction, an
Excel security warning @ pops up immediately after the Frame Builder startup.

1

! Security Warning Some active content has been disabled. Click for more details. Enable Content

Figure 12: Frame Builder — Enable Content

In order to activate the VBA code and thus the overall frame creation functionality, the
‘Enable Content’ key has to be pressed.
After that the Frame Builder is ready for usage.

1GP105_1E
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|IEEE 802.15.4 Frame Builder

2.1.1.2 Overview

The Frame Builder spreadsheet is organized as follows:

Al B c o E F G H ) K L M N o P Q R s T u V| W/ X |Y|[Z |A[AB|AC| AD
1
2 0-QPSK PHY Frame Builder
3
4 Attention: it is recommended to manually modify only yellow highlighted cells Schematic view of the 802.15.4 PHY/MAC Frame [1]:
5w e e e il P e D I e
7 Sour. Adr. Mode: 10-Short Addr. MAC Heades MAG Paylosd | MAC Foutar
8 Frame Vers: 00-15.4-2003 ) [MFR)
10 Reserved: oo
1 PANDComp: oo R — SN
12 Ack. Requ.: 1-ves Sequence | Dol SFO) | Lengin (PsDU) |
13 Frame Pend.: 0-No Synchranization Haades | PHY Haader PHY Paylead
14 Sec. Enabled: 0-No ) o
18 -[28[_21]
17
18 | SN .
19 Dest. PAN: | 22| 22
20 Dest. Address: A IEEER | [ | | [ |
21 Src. PAN: W d4] 44
22| Sre.Adr: Jeelool T T T T T 1
23| Aux SecHead: - [ T T T T T T T T T T 1]
24
FET || Y S S S O
26
2 paspyioss: [N -C T T T T [ T T [ [ T [ [ T [ [ T [ T T T T T [ T T T
28
30
Goweo -
32
33 Preamble: | oo] oo] oof oo
34 | SFD: - AT
35 Len: 00j
36

o -
E _—
39

40 Symbol to Chip _

44 Chips: o DQPSE Symbols: o

45

® o

50 IFs: [ [ [ 0] e [ (SR | ]
51

52 DatalControl List

53

= r— m

55 T @ s

5 = o . E[J] By =l

57

55

5 @ @

» W[ General | 0-QPSK . Bxample DF27-27 % [l il

Figure 13: Frame Builder — Overview

@ On the top right position of the ‘O-QPSK’ tab, a schematic of the IEEE 802.15.4
PHY/MAC frame is provided to simplify the overall orientation.

@ All control buttons of the Frame Builder which allow the performance of certain
actions (e.g. ‘Reset’) are located in column ‘C’. For the normal mode of frame creation,
the buttons are pressed sequentially from top to bottom with the required frame
parameter alteration in between.

@ In column ‘B’ all frame parameters are itemized which have to be configured
deliberately. At first, the MAC frame parameters have to be provided, starting with the
frame control field and its sub-parameters. Later on the PHY parameters could be
modified if values other than those specified by IEEE 802.15.4 have to be used. When
the PPDU and thus the frame symbols are available the related chips can be shown. In
the end, the inter frame spacing can be specified if applicable.

@ The frame parameter values have to be provided starting in column ‘D’.

In general, it is recommended to manually modify only yellow highlighted values in
order to prevent the frame to become invalid/corrupt. For this reason also most of the
cells are write protected and/or have a cell specific input value range check.

® The ‘General’ tab provides some background information about IEEE 802.15.4
and some parameter values which are used by the Frame Builder VBA code.
Therefore this tab must not be deleted!
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2.1.13

|IEEE 802.15.4 Frame Builder

® Each defined frame can be held on a separate tab. If several frames of a certain
project have to be administered by a single Frame Builder spreadsheet the initial
‘O-QPSK’ tab can easily be duplicated and/or renamed (frame type specific).

45

9] -

(50| iFs:

|51

|52 |DataiControl List
53

| 54 v m
S5 2w
| 56 L— EL!I

| 57
» »| General / 0-QPSK . Example DF27-27 0-QPSK-Ackl | Test3 ¥1

Figure 14: Frame Builder — Frame Administration/Library

Frame Creation Steps

In the following, all the steps are described which are required to create an
IEEE 802.15.4 compliant frame from scratch. If the frame creation is based on an
already existing Frame Builder project, some of the described steps may be skipped.

@ In general, the frame creation should be started by resetting all frame parameter
fields to their default values. This action can be achieved by pressing the ‘Reset’
button:

A B C D | E |\
0-QPSK PHY Frame Builder
Attention: Itis recommended to manually mod

FCF: 15 Biit [b15) first
Sour. Adr. Mode: 10-Short Add
Frame Vers.: 00-15.4-200:

Nact Adr Mada- 10-Short Ade

[r=10-= 1= I IS

Figure 15: Frame Builder — Reset

After resetting the Frame Builder all PPDU, MPDU and MHR fields, the Data Payload
and the FCS fields are cleared.
The FCF parameters are set to arbitrary default values:

ame Co 0 eld Defa alue
Bits Information
0-2 001 | Frame Type: Data
3 0 Security Enabled: No frame protection
4 0 Frame Pending: No additional frames are pending
5 1 Acknowledge Request: An ack. is required from the recipient
6 0 PAN ID Compression: The PAN ldentifier field shall be present if

the corresponding address is present

7-9 000 | Reserved

10-11 10 | Destination Addressing Mode: Short address (16 bit)

12-13 00 | Frame Version: Compatible with IEEE Std. 802.15.4-2003

14-15 10 | Source Addressing Mode: Short address (16 bit)

Table 4: IEEE 802.15.4 — Frame Control Field (FCF) — Default Values
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|IEEE 802.15.4 Frame Builder

The SHR fields are set, to the values specified by IEEE 802.15.4.
@ After this initial step the FCF field should be adapted based on the frame type which
has to be created:

i} FCF: Rezet M5 Bit (b15] first
7 Sour. Adr. Mode: 11-Ext. Addr.
8 Frame Vers.: 00-15.4-2003
9 Dest. Adr. Mode: 10-Short Addr.
10 Reserved: 000

11 PAM ID Comp.: 1-Yes

12 Ack. Requ.: 2 1-Yes

13 Frame Pend.: 0-Mo

14 Sec. Enabled: 0-Mo

15 Frame Type: 001-Data

16 .

Figure 16: Frame Builder — FCF Configuration

The Frame Builder prevents the user from providing erroneous inputs since only
standard-conform input values are supported.
® Based on these fundamental settings, all further MHR parameters like the SN, the
address fields and, if required, the auxiliary security header, have to be specified:

18| ‘s 01

19 Dest. PAN: 22| 22

20 Dest. Address: 3 12] 24 T T T 11

21 Src. PAN: 14 44

22 Src. Adr.: AB| CD T T T 1T 1

23 Aux. Sec Head: | [ [ 1

Figure 17: Frame Builder — MHR Configuration

Depending on the current FCF configuration, certain parameter fields are shown in
grey to indicate that no input is expected for these fields in case of a standard-conform
frame. If any input is provided in gray fields the numbers are shown in red.

In Figure 17 or example, a source PAN is provided although only the destination PAN
has to be specified with the PAN ID compression activated (shown in Figure 16).

@ After having specified all MHR parameter fields as required, the MHR part of the

MAC frame can be set up by pressing the MHR button:

16 -Lc8[ &1

17

18 (SN 01

19 Dest. PAN: 22| 22

20 Dest. Address: 12] 24 T T T 11

21| Src. PAN: -

22 Src. Adr.: [ B[ cD T T 1T T 11

23 Aux. Sec Head: ) [ T T T [ T 1

24 4

25 MHR: I [ o] cal o] 2] 22] 34] 12] cb] AP L T T T 1

Figure 18: Frame Builder — MHR Update

During the MHR update all parameter fields/bytes are aligned (byte swap) according to
IEEE 802.15.4.

® As a next step the MAC payload has to be specified. This can be done manually or
by importing the hex payload from an ASCII text file:

Zb

5
27 DataPayload: [SESMes . [ 01] 23] 45] 67] 89] AB] O] 08] |
78

Figure 19: Frame Builder — MAC Payload Import
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|IEEE 802.15.4 Frame Builder

The MAC payload import functionality performs a validation of the provided MAC

payload data:

¢ Only hex characters (0, 1, 2,..9, A,..F) must be used

e Only an integer number of bytes must be provided

e The overall number of payload bytes provided must not result in an excess of the
specified maximum MAC frame byte count.

® In order to complete the MAC frame parameters/fields, the calculation of the FCS
has to be initiated by pressing the ‘Calc. FCS’ button:

29| FCSs: J

an

Figure 20: Frame Builder — FCS Calculation

@ All MAC frame parts are concatenated to build the MPDU by pressing the ‘Update
MPDU’ button:

31 _d

32

Figure 21: Frame Builder — MPDU Update

When the MPDU which forms the PHY payload is available, the PHY header (PHR)
and the synchronization header (SHR) have to be specified in a final step:

S

33 Preamble: ' .| ool ool ool oo]
34 SFD: AT
35| Len. | 13

=T

Figure 22: Frame Builder — PHY Parameter

The PHR which contains the MPDU frame length information only, is setup
automatically by the Frame Builder. The preamble sequence and the start of frame
delimiter which form the SHR are preset to the values specified by IEEE 802.15.4 and
must therefore not be modified if a standard-compliant frame has to be created.

@ In order to set up the entire PPDU and thus to concatenate the different PHY parts,
the ‘Update PPDU’ button has to be pressed:

7 —é

an

Figure 23: Frame Builder — PPDU Update

||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
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IEEE 802.15.4 Frame Builder
2.1.1.4 Symbol to Chip Mapping

@ The Frame Builder automatically performs the required symbol to chip mapping of
the PPDU according to IEEE 802.15.4:

Sb

7 peou: | . [ oo[ oof oo 0o A7 3] B[ ce

38 I G G S S B S A

39
40| Symbol to Chip |EENEEERy

[N

Sumbal n+1

41 .

Sumbal n

110110011100001101010010001011]{110110011100001101010010001011

110110011100001101010010001011]|110110011100001101010010001011

110110011100001101010010001011]{110110011100001101010010001011

001000101110110110011100001101{111011011001110000110101001000

111011011001110000110101001000){110000110101001000101110110110

1DDD11DD1DD1D11UDDDDD111D1111D| 000001110111101110001100100101

43 .
44 3

45
49

3 111n11n11nn444nnnn44n4n4nn1nﬂﬂ”11ﬂ11UD111DDUU1‘IU‘IU‘IUU‘IUUU1U11

]
% 110110011100001101010010001011]{110110011100001101010010001011
S1100111000011010100100010111011]{011110111000110010010110000001

=]
o
=

O0PSK Sumbals:

E

Figure 24: Frame Builder — Symbol to Chip Mapping

The resulting chip sequence can be exported to an ASCII text file either as a @ binary
or a @ hex data string if required.

2.1.1.5 Inter Frame Spacing

The Frame Builder also includes the functionality to define an Inter Frame Spacing
(IFS). This is required since IEEE 802.15.4 signals are bursted with an inter frame gap
which must not fall below a specified (frame length dependent) minimum value (see
chapter 1.1.2.3 for further details).

In the following example, an IFS of 6 data bytes was specified which results in

12 symbols (x2), 384 chips (x32) and thus 192us (x0.5us):

ca

50| IFS: | R T3] = T [ 753
Figure 25: Frame Builder — Inter Frame Spacing

The specified inter frame spacing is considered during the data- and control list
creation process, described in the following paragraph.
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|IEEE 802.15.4 Frame Builder

2.1.1.6 R&D Data- and Control-List Creation

@ To further simplify the import of an IEEE 802.15.4 chip sequence into an R&S VSG,
the Frame Builder includes the functionality to convert and export a calculated chip
sequence as an R&S data list file.

:@g ELE} i [

Figure 26: Frame Builder — Data- and Control List Creation

52 DatalControl List 1
53
54 —

s , T

56

When the ‘Create Data List’ button was pressed, the chip sequence and the specified
number of IFS chips (all 0) will be converted into a data list file. The resulting file can
be saved at any location reachable from the PC running the Frame Builder
spreadsheet.

For certain test applications, it is sometimes required to perform a so-called power
ramping of the frame burst. Other setups require a marker signal to allow the
synchronization of auxiliary test equipment with the VSG transmitting the test signal.
@ To fully support these needs the Frame Builder allows the creation of R&S control
list files which enable the VSG used in conjunction with the related data list to ramp
the frame burst with a certain shape and to provide a marker signal, which is high
during the frame interval and low during the IFS phase.

Refer to [8] for details about data and control-lists and their usage.
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3 |EEE 802.15.4 Signal Generation

BPSK modulated test signals with RRC-filtering as required for IEEE 802.15.4 devices
operating in the 861 MHz band can be generated with most standard vector signal
generators (VSG).

In contrast, O-QPSK modulated signals with half-sine pulse shaping as required for
receiver tests of IEEE 802.15.4 devices operating in the 2450 MHz band are not
supported by every VSG due to the unusual shaping filter and the required specific
0O-QPSK constellation mapping.

The following paragraphs describe how this task can be accomplished straightforward
by all R&S VSGs either by using their realtime Custom Digital Modulation (CDM) or the
ARBitrary waveform generator (ARB) functionality.

It is also described how R&S data lists containing IEEE 802.15.4 chip sequences are
used to provide standard-conform modulation data to the VSG and how R&S control
lists may be used to influence the shape of the frame burst and/or to allow the
synchronization of the VSG to auxiliary test equipment.

3.1 Custom Digital Modulation (CDM)

All R&S VSGs equipped with a realtime baseband generator (see [1], [2], [3], [4] and
[5] for details) are able to generate digitally modulated baseband signals in realtime.
The characteristic of these signals is either determined by a certain standard (e.g. LTE)
or is completely user-definable. The latter signal type is called Custom Digital
Modulation (CDM).

In CDM operation mode nearly all baseband parameters and settings with an impact
on the signal characteristics are under user control. For further details about CDM,
refer to [8].

The following figure provides an overview of the baseband functional blocks and
processing steps to be run through when generating a CDM signal:

Custom Digital Modulation

Data Coding Modulation Filter D Smoothing
Sources Filter
Q
L aEED.. Bits Q Bits 4~7| Sym. _AL A D_
1 2 3 4

Figure 27: Custom Digital Modulation — Overview

For enabling the VSG to create an IEEE 802.15.4 compliant RF signal by using its
CDM functionality, the different functional blocks have to be configured in principle as
follows:

@ The data list files created and exported by using the Frame Builder spreadsheet
have to be used to provide standard-conform chip sequences as data source.

@ Since IEEE 802.15.4 does not specify any kind of chip coding, this functional block
has to remain deactivated.

® The 0O-QPSK modulation mapping specified for the O-QPSK PHY (see Figure 5)
is not supported by default by the R&S VSGs and thus has to be made available via a
user-specific modulation mapping file. This mapping file ‘15.4-0QPSK.vam’ created
with the R&S MATLAB application MapWiz [10] is provided with this application note.

1GP105_1E

Rohde & Schwarz  Generation of IEEE 802.15.4 Signals 22



IEEE 802.15.4 Signal Generation

Custom Digital Modulation (CDM)

@ The required half-sine pulse shaping has to be realized by using a user-specific
pulse shaping file. This shaping file ‘15.4-HalfSine.vaf’ created with the R&S
MATLAB application FiltWiz [11] is provided with this application note.

The following paragraphs exemplarily illustrate how these settings have to be made
manually using an SMW or by means of the CDM-Toolbox application software [8].

3.1.1 CDM Configuration

The CDM parameters of the SMW which are organized in a tab based dialog have to
be set as follows:

3.1.1.1 General Settings

@® The symbol rate has to be set to 1 MSym/s.

Custom Digital Modulation A _— | X

O General [Dmggerlnlnmr‘lg Ig‘?uioumnlmdulwon‘[ss? 1 ]

[OH /b On < S @ Recal O Save ]
Set acc to standard User
Symbol Rate . 1.000 000 UOD‘Msyml‘s -
Coding . OFF
@ Power Ramp Control... Off / Cosine/ 0.25sym
T | x |
State Off On

Source Internal

Ramp Function Cosine

Ramp Time ‘ 0.25/sym~
Rise Delay 0.00/sym -
Fall Delay 0.25 sym -
Attenuation 15‘0‘(15 b

In Baseband Only o

Power Ramping / Level Attenuation
F r‘]

Figure 28: Custom Digital Modulation — General

@ Chip coding is not required, therefore coding has to be deactivated.

@ In order to have a transmission only during the frame and not during the IFS period,
the frame burst interval has to be specified by a so-called burst marker defined within
an R&S control list (see chapter 3.1.1.4 for further details).

@ Some burst specific parameters like the expected rise and fall time and the shape of
the burst slopes have to be specified by the ‘Power Ramp Control’ dialog.

To optimize the EVM of a bursted IEEE 802.15.4 signal, it is recommended to properly
adjust especially the ‘Ramp Time’ and the ‘Fall Delay’ since these parameters have a
direct impact on the first and last symbol of a certain frame (see also chapter 3.3.1.3).
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3.1.1.2 Filter Settings

® To comply with IEEE 802.15.4 a half-sine pulse shaping filter has to be used.

Since this filter type is not supported by default, a ‘User’ defined filter has to be
specified.

Custom Digital Modulation A X

Trigger In Clock | Data Source | Modulation | Filter
O General [ma> ;790 Marker (v ooma | Dataist User User

Filter User . f
() Load User Fiter... . 15.4-HalfSine

Figure 29: Custom Digital Modulation — Filter

@ Select the shaping filter file ‘15.4-HalfSine.vaf’, which is provided with this
application note. To simplify the access to the different kinds of file types supported by
the R&S VSGs, it is recommended to use dedicated file type specific folders, e.g.:
/var/user/Filters for user-specific shaping filter files.

3.1.1.3 Modulation Settings

@ The IEEE 802.15.4 specific O-QPSK constellation mapping is also not supported
by default but can be activated by using a ‘User’ defined mapping file.

Custom Digital Modulation A — x
Tri In Clock | Data Source | Modulation | Filter
{OG'""‘ ]Bm?- ]M internal | Data List l User -
! Modulation Type User . -
05
0
- ing... 154-0QPSK
05 ﬁ Load User Mapping.. .
1
T 05 o bs 1 State Modulation <=> CW Switching [Jon

Figure 30: Custom Digital Modulation — Modulation

@ Select the mapping file ‘15.4-0QPSK. vam’, which is provided with this application
note. To simplify the access to the different kinds of file types supported by the R&S
VSGs, it is recommended to use dedicated file type specific folders, e.g.:
/var/user/Mappings for user-specific mapping files.
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3.1.1.4 Data Source Settings

It is essential to use chip sequences which were created according to IEEE 802.15.4 if
the modulated RF signal has to be properly demodulated by any IEEE 802.15.4 based
device.

@ This kind of data has to be provided by R&S data list files which may be created by
using the Frame Builder Excel spreadsheet (see chapter 2.1 for details).

Custom Digital Modulation A - X

Trigger In Clock | Data Source | Modulation | Filter
Data Source Data List .

|® Select Data List... ‘ DF-133-133
@ Select Control List.. . DF-133-133

Figure 31: Custom Digital Modulation — Data Source

@ Select any data list file containing a valid IEEE 802.15.4 chip sequence. To simplify
the access to the different kinds of file types supported by the R&S VSGs, it is
recommended to use dedicated file type specific folders, e.g.:
/var/user/Datalists for data list files.

® In addition, an appropriate R&S control list file has to be selected if it is intended
to generate a bursted (framed) signal and/or a marker signal has to be generated by
the used VSG.

3.1.1.5 Marker Settings

@ To enable the output of a certain marker signal which was specified by a selected
control list, the related marker mode has to be set to ‘CList’:

Custom Digital Modulation A — x

Tri In Clock | Data Source | Modulation | Filter
O General (ma> }709°0 1| Marker | ZOT8 | DR 56 |um User

Marker Mode

Marker 1 CList ‘ "

Marker 2 | On/Off Ratio -| On Time 1sym
Off Time 1/sym
_ 0.0UY] Sampres v AR

Fix Marker Delay To Current Range D

Global Connectors — X

‘@ Local Connector Settings...

@ Global Connector Settings...
(5) :

Routing |Characteristics

‘Cnnnedor ‘Jiredion Signal
User 1 @ Output - |Baseband A Marker 1 ~l

User 2 @ .. Output -/ BasebandAMarker2 -

Figure 32: Custom Digital Modulation — Marker
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@ Since the SMW allows a very flexible assignment of all available control signals
(In/Out) to local or global connectors, the marker signal of interest has to be mapped to

the selected connector (e.g. User 1)

3.1.2 Signal Evaluation

To evaluate the performed custom digital modulation configuration without the need of
any additional test equipment the ‘Graphics’ functionality offered by most of the R&S

VSGs may be used.

For example the graphics functionality of the SMW has to be configured as follows:

@ Specify the data source which has to be evaluated (e.g. Baseband B) and simply
choose among a wide variety of graphics modes the desired one (e.g. I/Q).
After the activation of a certain signal graphics it is immediately shown as a minimized

graphics in the task bar.

-
e

Baseband E |

Transient Recorder Samples

Zoom

B Configure... Stop... Out

1
AL
P

TR
M
8]

Unit

500 1000 1500 2000 2500 3000 3500 4000 4500 5000 5500 G000 6500 7000 7500 6191

0 500 000 1500 2000 2500 3000 3500 4000 4500 5000 5500 600D G500 7000 7500 8191

L3
®) Show

TSamples - Marker

Figure 33: Signal Performance — SMW Signal Graphics

@ For a more detailed analysis of the signal the minimized graphics may be enlarged.
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Custom Digital Modulation (CDM)

The manual configuration of the custom digital modulation functionality by using the
VSG GUI described in the previous chapter is straight forward and is normally done in

no time.

Nevertheless, it may be helpful to use the ‘CDM-Toolbox’ remote control application for
any kind of custom digital modulation based tests, especially in case of excessive data

and control list usage:

r@ R&:S CDM Toolbox = 0
List Instrument Settings Help
Instrument:
‘smwzoon, 100954 (TcPiPg) @ ﬁl
|’ () Options | ) Path A |[F9 FathB |
RF: Baseband /CDM
Frequency Data Source Data List Control List
| 2405 ” MHz. 'v} |DEE List 'v} |DF*13;}133 'v] |DF’1.33’1.33 'v}
Lewvel Modulation Bit/Symbol Symbol Rate [kSym/s]
| -45 ” dBm "1 |USER "1 | Zl | 10001
Mapping File Coding
|15.4-0QP5K 'v} |NonE 'v}
Filter Type
|USER 'v}
Filter File
| 15.4-Hlfsine E]
Ramp |@ ‘
Function Ramp [sym] Rize dly [sym]  Fall dly [sym]
|ces F] | 0.5 B | 000 B | 0.0
Lev Att [dB]
| 0] |:] Baseband Ramping only | OFF Q}
| RF OFF ‘ﬂ | CDM OFF ‘ﬂ
Q Switch RF level on path 1 to: ON
Q Set RF frequency on path 1 to: 2405MHz
) isetrF frequency on path 1 to: 2405MHz,
ﬁ Set RF level on path 1 to: -46dBm

SMW2004, 100854 (TCPIPO) assigned

Figure 34: Custom Digital Modulation — CDM Toolbox

For further details refer to [8].
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3.2 Arbitrary Waveform Generator (ARB)

This chapter describes how IEEE 802.15.4 compliant signals can be generated also by
R&S VSGs not equipped with the realtime CDM functionality but with an arbitrary
waveform generator (ARB) only (e.g. the R&S SGT [6]). In the ARB mode of operation,
nearly all baseband parameters and settings with an impact on the signal
characteristics have to be considered during the waveform creation process. Only the
sampling rate used to replay the waveform may be altered by the VSG used.

The following figure provides an overview of the baseband functional blocks and
processing steps to be run through when generating an ARB based signal:

Arbitrary Waveform Generator

ARB ARB Up- D Smoothing
Memory Generator sampling Filter
Q =
Xyz.wv Samples A
1 2

Figure 35: Arbitrary Waveform Generator — Overview

To enable the VSG to create an IEEE 802.15.4 compliant RF signal by using its ARB
functionality, the different functional blocks have to be configured in principle as
follows:

® A so-called waveform file containing the 1Q samples of an IEEE 802.15.4 compliant
signal has to be selected and loaded to the VSG ARB memory.
@ Then, the ARB waveform generator just has to be started.

The following paragraphs exemplarily illustrate how IEEE 802.15.4 waveform files are
created and how they are selected, loaded and activated using an SGT.

3.2.1 ARB Waveform creation with WinlQSIM2

The R&S WinlQSIM2 [7] software, which is available free of charge, permits the
calculation of digitally modulated baseband signals and the creation of the related
R&S waveform files on a Windows PC system.

The signal calculation is either based on certain standards (e.g. WLAN/WiFi) or is
completely user definable (CDM).

The overall functional range of WinlQSIM2 is therefore comparable with the realtime
options offered by R&S VSGs with one major difference — the signal includes only a
user-defined limited number of symbols and is therefore a snapshot of a realtime
signal.
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The look-and-feel of WinlQSIM2, especially the block diagram, is based on the R&S
VSG GUI. Therefore users of any R&S vector signal generator can easily get used to
the handling and behavior of this powerful software.

[& r WinlQSIM2 [ESHEal )

Graphics Help

) | SRR SR B
551296 32.000 000
0 Info
Waveform -
[ eoters
o —E:'X z = | /s6T101688 |
i LAN
‘m Remote Control
AWGN v .
Don
| SGT-101688 |
LAN
Remote Control

— Graphic 1 1 ( Graphic 2 1 { Graphic 3 ?

Figure 36: WinIQSIM2 — Overview

For further WinlQSIM2 details, amongst others the O remote interaction with R&S
VSGs (e.g. for waveform file download) or the available features to @ visualize the
waveform data in different formats, refer to [7].

The required IEEE 802.15.4 waveform files can easily be created by using the CDM
functionality offered by WinlQSIM2.

-
% Custom Digital Modulation Con|n=s

Data Source | Modulation | Filter
o Ezvem [ A T Data List T User User l

Of fb o Set To @ @ @ Generate
[ " | Default Becal EZe Waveform

Sequence Length ‘ ‘ 1 728|Symbn\s

Set acc to standard ‘Usar

Symbol Rate ‘ 1.000 000 000

Msym/s i

Coding ‘OFF

| |@ Power Ramp Control__ ‘ Off / Cosine / 1.00sym |

Figure 37: WinlQSIM2 — Custom Digital Modulation — General

To simplify the waveform creation process, nearly all CDM configuration steps are
identically to the realtime CDM setup described in chapter 3.1.

@ Only one additional parameter, the ‘Sequence Length’ has to be set.

To prevent any kind of time domain truncation effect, it is essential to set the
‘Sequence Length’ to the number of O-QPSK symbols provided by the data list file.
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Arbitrary Waveform Generator (ARB)

3.2.2 ARB Configuration

The ARB parameters of the SGT have to be set as follows:
@ Select/Load the desired waveform file which may be located on the hard disc of the
SGT or any file system reachable by the controller PC running the (SGMA GUI).

- 8
4 SGT-101688: Arbitrary Waveform Modulation [E=R

Set To Default

Waveform Location [Instrument =l

Load Waveform... ’ DF27-27.viv
Waveform Info...

Clock Frequency | 32.000 000 000 |MHz =l

Multi Segment...
Multi Carrier...
Create Test Signal... ISine j

Figure 38: Arbitrary Waveform Generator — Settings

@ Activate the arbitrary waveform generator. For further details about the SGT
operation refer to [6].
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3.3 Signal Performance

The following paragraphs provide an overview about the excellent performance of
bursted IEEE 802.15.4 signals generated with R&S VSGs.

The test signal used for the performance analysis was generated by an SMW based on
the data list file (DF-27-27 .dm-1iqgd) provided with this application note (see
chapter 7.3).

3.3.1 Vector Signal Analyzer

3311

In general, a vector signal analyzer (VSA) is required to allow in depth analysis of the
PHY layer signal performance in the frequency, time and IQ domain.

The following results of several PHY layer sighal performance measurements were
done by using an R&S FSW vector signal analyzer.
All measurements have been performed with the following basic settings:

gnhal Perfo a e A B a e 0
Parameter Setting
RF Frequency: 2.405 GHz (Channel 11)
RF Level: -10 dBm
Synchronization: FSW 10 MHz REF Out to SMW REF In
Triggering (optional): | SMW Marker 1 (Control List) Out to FSW Trigger 1 In

Table 5: Signal Performance — Basic VSA/VSG Settings

Time Domain (Zero Span)

As a first step, the signal was analyzed in the zero span mode to evaluate the overall
burst timing and to obtain information on the nature of the burst and the IFS period.

Ref Level -10.00 dBm e RBW 10 MHz

Att 0dB & SWT 3 ms VBW 10 MHz
TRGIEXT1
1 Zero Span

1.72
20d M1[1]  -11.11|dBm
0.00000000 s

Lt il bl

CF 2.405 GHz 1001 pts 300.0 ps/

2 Marker Table
Type ~Ref "Trc X-Value Y-Value Function Function Result
M1 1 00s -11.11 dBm

D2 M1 1 864.0 us 0.04 dB
o3 M1 1 1.728 ms 0.01 dB

Figure 39: Signal Performance — Time Domain (Zero Span)
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3.3.1.2 RF Domain (Spectrum)

A gated frequency sweep highlights the IEEE 802.15.4 O-QPSK (Half-sine) spectrum.

Ref Level -10.0 = RBW 100 kHz

VBW 1MHz Mode Aul

3 © SWT 500 ms

-21.87 dBm)|

2.40500000 GHz|
a0 d 1 D2[2] -23.02 dB)
MW 1.89800 MHz
-x0d .
04 /K

A )
SVARVAR \Va

1.0 MHz/

CF 2,405 GHz 1001 pts Span 10.0 MHz

2 Marker Table
Type Ref "Trc X-Value
M1 2 2.405 GHz
M1 1.898 MHz
M1 2.937 MHz
M1 3.956 MHz
M1 4.955 MHz

Repeated DF-27-27 data frame, Green: Repeated PRBS9 chips

Y-Value Function Function Result
-21.87 dBm

-23.02 dB

-30.04 dB

-35.44 dB

-39.11 dB

Blue:

Figure 40: Signhal Performance — RF Domain (Spectrum)

3.3.1.3 Demodulation

The demodulation of the IEEE 802.15.4 signal and the subsequent evaluation of the
resulting 1Q baseband signal was done by using the VSA personality of the FSW.

The required/used FSW VSA settings are shown at a glance in the following figures:
—

f Modulation Signal Structure Known Data

User Modulation ¢ \.)
Load User Modulation

‘slgnal Dascription

jon  15.4-0QPSK

1.OMHz

User

15.4-HalfSine

I Modulation Signal Structure Known Data

Signel Type

| signal
% Description

Load User Filter

24

( Continuous Signal

864 sym = 86
864 sym = s

=0.0s

Run-In

Run-Out 0 sym

IEEEB02.15.4-Preamble i Pattern Config

Name

ofter

Figure 41: FSW, VSA Settings — Signal Description
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The ‘Signal Description’ dialog allows the configuration of modulation and shaping
filter type specific parameters and has to be used to define the expected time domain
signal structure.

@ It is recommended to apply the same user specific modulation mapping and shaping
filter files on the FSW as activated on the SMW (see chapter 3.1.1.2 and 3.1.1.3).

Only this approach guarantees a perfect match of the performed modulation and
demodulation processes and thus achieves the best performance results.

@ The signal type has to be set to ‘Bursted Signal’. The related burst ‘Min/Max Length’
parameter has to be specified based on the transmitted number of O-QPSK symbols
per burst.

In order to allow a reproducible and stable demodulation result, it is required to
synchronize the FSW to a well-known IQ pattern. Therefore, the related ‘Pattern’
checkbox has to be activated and a burst specific search pattern has to be selected.

The pattern also allows the VSA personality to compensate for rotations in the 1Q
plane, i.e. phase shifts.
The required pattern configuration/definition steps are highlighted in the following.

The ‘Pattern Config’ dialog must be used to specify and to activate a certain search
pattern. Here, in the present example, the FSW is synchronized by the chip sequence
of the first PPDU preamble symbol (0) (see Table 2).

@ If none of the available ‘Predefined Patterns’ fits to the needs, a new pattern can be
created. Specify the pattern symbols in a preferred format and safe the new pattern
with a meaningful name.

Signal |
Description |

Pattern
config

Burst/
« Pattern

rormos ([ ooy [ vex [ oo

| S——— ; , ;
« ,‘ i - OPS i )

sos 1 2 13 0031 10 2

adecimal)

e | TETRA_S 16
1§ u |, Demod/ ‘ 02 3 2
Meas Filter | | |
e B \ass—m/
window |
Config
(—

Display
Config

ot

Figure 42: FSW, VSA Settings — Pattern Config

@ The pattern has then to be added to the ‘Predefined Patterns’ and finally selected
via the related checkbox.
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® The ‘Burst/Pattern Search’ dialog is used to configure the burst and pattern search
process applied by the FSW, and to provide information about the current burst/pattern
search status.

Based on the previous pattern configuration steps, the related burst/pattern search
dialog shows as follows:

Signal
‘I pescription |

arch_
N/

Input/ | Burst Search pattern Search
‘I Frontend

| N

arch

ing to Signal Structure | B, rst Search Pattern Search
signal

‘I capture

, Auto (according to Signal Structure)

Pattern ‘
Config

| Meas only if Burst found
Burst/ Auto Configuration

| Pattern
Search

On

lation Threshold Auto
Search Tolerance
s only if Pattern S s Correct

R e
NG Minimum Gap Length

‘| settings | =
on
d pattern for Search: IEEEB02.15.4
d Burst Length: 864 +/- 4syr
und

| F—

(ST—
Window |

‘I config
Display |
Config

Figure 43: FSW, VSA Settings — Burst/Pattern Search

Both tabs, the ‘Burst Search’ as well as the ‘Pattern Search’ have an indicator field
showing the result of the burst and pattern search over the current capture buffer.
Green fields indicate a successful search process.

® The ‘Signal Capture’ dialog provides all settings for the 1Q data acquisition.

In order to optimize the demodulation performance the ‘Capture Length’, should be set
to an integer multiple of the transmitted O-QPSK symbols per frame. The ‘Sample
Rate’ should be set to an oversampling rate of 32.

Data Acquisition Trigger

Figure 44: FSW, VSA Settings — Signal Capture
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Finally, the ‘Range Settings’ dialog must be used to define the so-called ‘Result
Range’ and the ‘Evaluation Range’.

@ The ‘Result Range’ tab on the one hand allows the specification of the ‘Result
Length’ and the number of shown O-QPSK symbols of a certain burst, and on the other
hand takes care of the proper alignment of the result range.

In the following figure, the result length was specified to be exactly the same as the
burst length (see Figure 41). The result range was left aligned with no additional
symbol offset, to show all (and only) symbols of the burst period.

Result Range Evaluation Range

Lengtt

tLength [954 sym | - s64.00s
Re: gnment

Reference . Capture n Burst . Pattern Waveform
@ Wl
e « Pattern

8| Settings

= 861.25 s

Figure 45: FSW, VSA Settings — Range Settings

The ‘Evaluation Range’ is essential to properly determine the area of result range
symbols considered for any IQ performance parameter calculation (e.g. EVM).

Unless the effect of power ramping is of special interest, it is recommended to exclude
the first and the last samples of the result range, e.g. start the evaluation at symbol 2
and stop the evaluation 2 symbols prior to the result range end.

Thus, the power ramping is not taken into account for the EVM calculation.
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Based on the FSW (VSA) settings above, the following demodulation results have
been obtained:

Modulation Accuracy/EVM:

@ The ‘Result Summary’ demonstrates an excellent EVM of < 0.3 % (-50 dB) of the
generated IEEE 802.15.4 signal.

The shown EVM is the residual EVM and thus includes contributions from both the
signal generator and the signal analyzer.

A very low residual EVM is important for R&D and production environments where
smaller error margins mean a better knowledge of the DUT and, ultimately, a better
yield.

Ref Level > Mod 0 SR 1.0 MHz SGL
> ReslLen Stat Count 3

2 Result Summary

Current

EVM Offset RMS o 0.29

Peak 0.52
MER RMS 50.86
Peak 45.61
Phase Error RMS 0.05
Peak -0.19
Magnitude Error  RMS 0.36
Peak 0.60
Carrier Frequency Error -0.28
Symbol Rate Error -
Rho 0.999 998
I/Q Offset -63.92
T/Q Tmbalance -67.87
Gain Imbalance 0.01

4 ReallImag(Meas&Ref) Real 1 Symbols Hexadecimal)
ET TS RET E 13 + 15 [«

Preamble

»
100.326 sym

Figure 46: Signal Performance — EVM

The scope of the EVM evaluation was limited to the data burst by adjusting the
evaluation range of the signal analyzer (see Figure 45). Note that the evaluation range
is highlighted by red vertical lines in the I1Q diagram and the symbol table.

See also [9] for further background information on EVM measurements of ZigBee™
signals.

IQ-Signals:

@ ltis helpful to display the 1Q data stream in the time domain in order to get an
impression of the demodulated 1Q signals and thus to allow a direct comparison with
the generated 1Q signals (see chapter 3.1.2).

Symbols:

® The ‘Symbols’ table visualizes the demodulated O-QPSK symbol sequence and
thus allows the determination of the received IEEE 802.15.4 data symbols.

For example, the symbols shown in the figure above can be mapped to the following
data symbols by applying the IEEE 802.15.4 O-QPSK symbol to chip mapping rules
(see Table 2):

Figure 47: Signal Performance — Demodulated PPDU Data

A comparison with the transmitted PPDU data (see Figure 52) shows that the
transmitted and the received/demodulated sequence are really identical.
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IQ Signals (Eye-Diagram):

The following figure shows the 1Q eye-diagram.

@ The wide eyes and the precise definition of the signals during the sample phase
confirm the very good modulation quality.

@ The comparison eye diagrams of the I- and Q-components clearly shows how the
| and Q data is shifted from each other in time by half the symbol period Ts.

Ref Level -16.00 dBm Mod SR 1.0 MHz
Att GHz Res Len

TRG:EXT1

1 Eye I{Meas&Ref

-1 sym
4 Eye Q(Meas&Ref)

. ‘ T Tsf2 N
I @
-1

Figure 48: Signhal Performance — 1Q Signals (Eye-Diagram)
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IEEE 802.15.4 Wireless Protocol Analyzer

A wireless protocol analyzer has to be used to enable a more advanced analysis of the
generated IEEE 802.15.4 packets/frames. Such equipment allows the observation of
data flows and runtime performance. They provide a graphical user interface which
enables the user to observe real time packet transfers and to create and view log files
with detailed information about the packet/frame structure of a received signal.

A protocol analysis performed with the ‘BitCatcher’ analyzer stick [22][23] shows the

following result:

3.;;,-, BitCatcher : DE Sniffer COM4 l =R0C ﬂ
File Window Help
5 ~

|z| Channel pages '"C hannel - 0x0B (11 '|n All packets '| & 4 (I\L}UJH I | Autoscrol
)PECKE‘tViE\N ] ’Timelinewew ]
[] Edit | |Group: |[MAC Src =

[a] @AII packets

? ||| B+ Panld: 0x2222

[=F-macHeader D OxABCD

E-frameCt! : 0x8821
~type : Data (0x01)
--security ¢ 0x00
~-framePending : 0x00
ack : 0x01
-panldComp @ 0x00
~reserved @ 0x00
~dsthddrMede @ Shoit (0:02)
~frameVersion : (w00
~srcfddriode @ Short ( 0:02)
~-segqie @ 0l
~-dstPanld @ 0x2222
- dstShortAddr @ 0x1234
~-srcPanld o Oxd444
-srcShortAddr : 0xABCD
= nwkHeader
G--frameCtl : 02301
dstShortAddr : (w6745
--srcShorthddr @ 0xABED
~radius ¢ 0xC0
~-seqMo ¢ 0x08

]

2188 01 2222 3412 4444 CDAB 0123 4567 89 AB C0 08 [«

[v]

|’Packets log
Packet N

MALC Src SecStatus FCS

bed &

Time Frame NWE Src NWEK Dst MAC Dst

A 050 Dxab89 060 1

Security

I All packets: 152 I

Figure 49: IEEE 802.15.4 BitCatcher — Packet/Frame Analysis

@® The frame which was transmitted repeatedly was properly received and
demodulated by the analyzer and @ all MAC frame parameter fields are identical with
those specified during the frame creation using the Frame Builder spreadsheet (see
chapter 7.3).
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IEEE 802.15.4 O-QPSK PHY Receiver Requirements

IEEE 802.15.4 Receiver Tests

IEEE 802.15.4 devices have to proof compliance with the general PHY requirements
and worldwide radio frequency regulations like:

 World Wide: IEEE 802.15.4 [12]
e Europe:  ETSIEN 300 328 and EN 300 440 class 2 [20][21]
e US: FCC CFR47 Part 15

e Japan: ARIB STD-T66

Some of these standards specify receiver tests which require the generation of
standard conform IEEE 802.15.4 test signals.

The following paragraphs provide an overview about these receiver tests and the
related definitions, requirements and the specified test signal (parameters).

4.1 IEEE 802.15.4 O-QPSK PHY Receiver Requirements

IEEE 802.15.4 [12] specifies following receiver requirement for the O-QPSK PHY
operation in the 2450 MHz band.

4.1.1 Receiver Sensitivity

4.1.1.1 General Definition

4.1.1.2

41.1.3

IEEE 802.15.4 [12] defines the receiver sensitivity and the related packet error rate
(PER) parameter as follows:

80 4 — Receiver Se De 0

Term Definition Conditions
Receiver Lowest input power for e PSDU length: 20 octets
sensitivity which the PER conditions | « PER: < 1%

are met ¢ Interference: None

Note: Power measured at antenna terminals

Packet error | Average fraction of Average measured over random PSDU
rate (PER) transmitted packets that data

are not correctly received

Table 6: IEEE 802.15.4 — Receiver Sensitivity Definition

Requirement

Under the conditions specified in Table 6, a compliant device with an O-QPSK PHY
shall be capable of achieving a receiver sensitivity of -85 dBm or better.
The receiver shall meet the PER criteria defined in Table 6 under these conditions.

Measurement

The desired signal shall be a compliant O-QPSK PHY signal, as defined in
chapter 1.1.1 of pseudo-random data. The desired signal is input to the receiver at a
level equal to or below the maximum allowed receiver sensitivity (see chapter 4.1.1.2).
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4.1.2 Receiver Interference Rejection

4.1.2.1 Requirement

An O-QPSK PHY shall support following minimum interference rejection levels:

80 4 — Receive erference Rejectic
Interfering Channel Minimum interference rejection
Adjacent 0dB
Alternate 30dB

Table 7: IEEE 802.15.4 — Receiver Interference Rejection

The adjacent channels are on either side of the desired channel closest in frequency to
the desired channel whereas the alternate channels follow close upon the adjacent
channels. For example, when channel 15 is the desired channel, channel 14 and
channel 16 are the adjacent channels, and channel 13 and channel 17 are the
alternate channels.

The receiver shall meet the PER criteria defined in Table 6 under these conditions.

4.1.2.2 Measurement

The adjacent channel rejection shall be measured as follows:

The desired signal shall be a compliant O-QPSK PHY signal, as defined in

chapter 1.1.1 of pseudo-random data. The desired signal is input to the receiver at a
level 3 dB greater than the maximum allowed receiver sensitivity (see 4.1.1.2).

In either the adjacent or the alternate channel, a compliant O-QPSK PHY signal is
input at the level specified in Table 7 relative to the desired signal. The test shall be
performed for only one interfering signal at a time.

4.1.3 Receiver maximum Input Level

4.1.3.1 Requirement

The O-QPSK PHY shall have a receiver maximum input level greater than or equal
to -20 dBm.
The receiver shall meet the PER criteria defined in Table 6 under these conditions.

4.1.3.2 Measurement

The desired signal shall be a compliant O-QPSK PHY signal, as defined in
chapter 1.1.1 of pseudo-random data. The desired signal is input to the receiver at a
level as specified in chapter 4.1.3.1.
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4.2 ETSI EN 300 440-1/2 Receiver Requirements

ETSI EN 300 440-1 and 2 [20][21] specify following receiver requirements and related
essential test cases for receivers of category 1 and/or category 2.

4.2.1 Adjacent Channel Selectivity

42.1.1

4.2.1.2

The adjacent channel selectivity is a measure of the capability of the receiver to
operate satisfactorily in the presence of an unwanted signal that differs in frequency
from the wanted signal by an amount equal to the adjacent channel.

Requirement

The adjacent channel selectivity of the equipment under specified conditions shall not
be less than the levels of the unwanted signal as stated in following table:

00 440 Adjace o e ele

Receiver Category Unwanted Signal Level

1 -30 dBm + k

2 No limit

3 No limit

k =-20log f -10log BW; but 0 < k 40 dB
f: Channel frequency [GHz], BW: Channel bandwidth [MHZ]

Table 8: ETSI EN 300 440-1/2 — Adjacent Channel Selectivity

The receiver shall give sufficient response under these conditions.

Measurement

Two signal generators shall be connected to the receiver via a combining network to
the receiver, either:

e via atest fixture or a test antenna to the receiver integrated, dedicated or test
antenna; or
o directly to the receiver permanent or temporary antenna connector.

One signal generator shall provide the desired (wanted) signal at the nominal
frequency of the receiver, with normal modulation.

The second interfering generator shall be unmodulated and shall be adjusted to the
adjacent channel center frequency immediately above that of the wanted signal.

Initially the interfering signal generator shall be switched off and using the wanted
signal generator the level that still gives sufficient response shall be established.
The level of the wanted signal shall then be increased by 3 dB.

Afterwards the RF level of the interfering signal generator is switched on and adjusted
(increased) as long as the wanted criteria are met. The maximum interference level
shall be recorded.

This measurement shall be repeated with the adjacent channel center frequency
adjusted to the adjacent channel center immediately below the wanted signal.
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4.2.2 Blocking or Desensitization

Blocking is a measure of the capability of the receiver to receive a wanted modulated
signal without exceeding a given degradation due to the presence of an unwanted
input signal at any frequencies other than those of the spurious responses or the
adjacent channels or bands.

4.2.2.1 Requirement
The blocking level, for any frequency within the specified ranges, shall not be less than
the values given by following table, except at frequencies on which spurious responses
are found:
00 440 Bl0 g or Dese atio

Receiver Category Unwanted Signal Level

1 -30 dBm + k

2 -45 dBm + k

3 No limit
k =-20log f -10log BW; but 0 < k 40 dB
f: Channel frequency [GHz], BW: Channel bandwidth [MHZz]
Table 9: ETSI EN 300 440-1/2 — Blocking or Desensitization
The receiver shall give sufficient response under these conditions.

4.2.2.2 Measurement
Two signal generators shall be connected to the receiver via a combining network to
the receiver, either:
e via atest fixture or a test antenna to the receiver integrated, dedicated or test
antenna; or
o directly to the receiver permanent or temporary antenna connector.
One signal generator shall provide the desired (wanted) signal at the nominal
frequency of the receiver, with normal modulation.
The second interfering generator shall be unmodulated and shall be adjusted to a test
frequency at approximately 10 times, 20 times and 50 times of the receive channel
bandwidth above upper band edge of the receive channel.
Initially the interfering signal generator shall be switched off and using the wanted
signal generator the level that still gives sufficient response shall be established.
The level of the wanted signal shall then be increased by 3 dB.
Afterwards the RF level of the interfering signal generator is switched on and adjusted
(increased) as long as the wanted criteria are met. The maximum interference level
shall be recorded.
The measurement shall be repeated with the frequency of the interfering generator at
approximately 10 times, 20 times and 50 times of the receive channel bandwidth below
the lower band edge of the receive channel.
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5 Abbreviations

6LOWPAN IPv6 over Low power WPAN (IETF)

BSN Beacon Sequence Number
CDM Custom Digital Modulation

DSN Data Sequence Number

FCS Frame Check Sequence

GTS Guaranteed Time Slot

IEEE Institute of Electrical and Electronics Engineers
IFS Inter Frame Spacing

ISM Industrial, Scientific and Medical
ITU International Telecommunication Union
oSl Open Systems Interconnection
0-QPSK  Offset QPSK

LIFS Long Inter Frame Spacing

MAC Medium Access Control (Layer)
MFR MAC Footer

MHR MAC Header

MPDU MAC Protocol Data Unit

PAN Personal Area Network

PDU Protocol Data Unit

PER Packet Error Rate

PHR PHY Header

PHY Physical Layer

PN Pseudo-random Noise

POS Personal Operating Space
PPDU PHY Protocol Data Unit

PRBS Pseudo Random Bit Sequence
PSDU PHY Service Data Unit

QPSK Quadrature Phase Shift Keying
RFACE Radio Frequency for Consumer Electronics
SFD Start of Frame Delimiter

SHR Synchronization Header

SIFS Short Inter Frame Spacing

VSA Vector Signal Analyzer

VSG Vector Signal Generator
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Luxoft; Bitcatcher, IEEE 802.15.4/ZigBee™ wireless network analyzer software
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Appendix

0O-QPSK — Modulation Mapping File

7 Appendix

7.1 O-QPSK — Modulation Mapping File

The modulation mapping file ‘15.4-0QPSK.vam’, created with the R&S MATLAB
application MapWiz [10], is provided with this application note.

15.4-OQPSK.vam

/,M/ - -
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{ \
|II i)
| \
i |
| |
| |
\ |
'-.\. .;.-
\ /
AN /
\ /
\ /
\\ -
"'H-\.H_\_ - P /
File name: 15.4-00P5K.vam Shift mapping [pi]: 0.00000 Differential coding: No
Mapping name: - Scale mapping: 1.00000 XOR coding: No
Modulation type: PSK Degree of modulation: 4 O delay: Yes
Creation dateftime: 11-07-14 18:02 Rotation num./denom.: /1 Various probabilities: No
File info File wersion: 01.00 Printed by mapwiz v2.2
Index Symb. (bin) Symb. (dec) | Q Radius Prob.
0 11 3 0.7o711 D.70711 1.00000 1
1 o 1 -0.70711 D.70711 1.00000 1
2 10 2 0.7o711 -0.70711 1.00000 1
3 oo ] -0.70711 070711 1.00000 1

Figure 50: O-QPSK - Modulation Mapping File
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Appendix

Half-Sine — Pulse Shaping Filter File

7.2 Half-Sine — Pulse Shaping Filter File

The pulse shaping filter file ‘'15.4-HalfSine.vaf’, created with the R&S MATLAB
application FiltWiz [11], is provided with this application note.

15.4-HalfSine.vaf

File name: 15.4-HalfSine.vaf
Filter name: -
Creation dateftime: 14/10/14 13:53

Printed by filtwiz v1.7

File info:
802154 Half-Sine Pulse Shaping

File version: 01.00

T T T
15.4-HalfSine.vaf |
ISI_SNR=Inf d8

Figure 51: O-QPSK - Half-Sine Pulse Shaping Filter File
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Appendix

IEEE 802.15.4 Data Frame — Data/Control List File

IEEE 802.15.4 Data Frame — Data/Control List File

To illustrate the data and control list file usage a data- and a related control list file are
provided with this application note. Both of them were created by using the Frame
Builder spreadsheet.

The data list file ‘DF-27-27.dm-1gd’ contains the chip sequence of a PPDU (data
frame) of 27 bytes in length and an additional IFS period of 27 bytes.

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Figure 52: Custom Digital Modulation — PPDU Data

Therefore the data list contains 27 x 2 x 32 = 1728 data frame chips and 1728 IFS
chips (all zero) which results in 1728 / 2 = 864 O-QPSK frame symbols and
864 O-QPSK IFS symbols.

Data List File: DF-27-27.dm-iqd

IFS (all Zero)
Chips: 1728; O-QPSK Symbols: 864

Control List File: DF-27-27.dm-iqc

Burst,
Markerl

0 864 1728  Symbol
0 0.864 1.728 t[ms]

Figure 53: Custom Digital Modulation — Data/Control List Example

The control list file ‘DF-27-27.dm-1qgc’, defines 2 marker tags, ‘Marker1’ and the so-
called ‘Burst’ marker.

‘Marker1’ may be output by the VSG to synchronize auxiliary test equipment (see
chapter 3.1.1.5 for details). The ‘Burst’ marker is used to control the power ramping
(see chapter 3.1.1.1 for details).

Both markers are high during the PPDU transmission phase and low during the IFS
period.
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Ordering Information

IEEE 802.15.4 Data Frame — Data/Control List File

8 Ordering Information

Please visit the Rohde & Schwarz product websites at www.rohde-schwarz.com for
ordering information on the following Rohde & Schwarz products:

R&S®SMW200A vector signal generator
R&S®SMU200A vector signal generator
R&S®SMATEZ200A vector signal generator
R&S®SMJ100A vector signal generator
R&S®SMBV100A vector signal generator
R&S®SGT100A vector signal generator
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http://www.rohde-schwarz.com/
http://www.rohde-schwarz.com/product/smw200a
http://www.rohde-schwarz.com/product/smu200a
http://www.rohde-schwarz.com/product/smate200a
http://www.rohde-schwarz.com/product/smj100a
http://www.rohde-schwarz.com/product/smbv100a
http://www.rohde-schwarz.com/product/sgt100a

Rohde & Schwarz Regional contact

The Rohde & Schwarz electronics group offers Europe, Africa, Middle East

innovative solutions in the following business fields: +49 89 4129 12345

test and measurement, broadcast and media, customersupport@rohde-schwarz.com
secure communications, cybersecurity,

radiomonitoring and radiolocation. Founded more North America

than 80 years ago, this independent company has 1888 TEST RSA (1 888 837 87 72)

an extensive sales and service network and is customer.support@rsa.rohde-schwarz.com

present in more than 70 countries. ) _
Latin America

The electronics group is among the world market +1 410 910 79 88

leaders in its established business fields. The customersupport.la@rohde-schwarz.com

company is headquartered in Munich, Germany. It

also has regional headquarters in Singapore and Asia Pacific

Columbia, Maryland, USA, to manage its operations +65 65 13 04 88

in these regions. customersupport.asia@rohde-schwarz.com
China

+86 800 810 82 28 |+86 400 650 58 96
customersupport.china@rohde-schwarz.com

Sustainable product design

e Environmental compatibility and eco-footprint
e Energy efficiency and low emissions

e Longevity and optimized total cost of ownership

Certified Qualty Manapemen: Cartified Ervimonmental Managemeni

ISO 9001 ISO 14001

This application note and the supplied programs
may only be used subject to the conditions of use
set forth in the download area of the Rohde &
Schwarz website.

R&S® is a registered trademark of Rohde & Schwarz GmbH &
Co. KG; Trade names are trademarks of the owners.
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