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1 Introduction

The R&S®CMW? supports extensive testing of WLAN devices for WLAN
implementations as specified in the IEEE 802.11 standards and amendments [1].

Background information and configurations for the following tests and measurements
are considered in this document:

1 DUT TX measurements of WLAN data frames, testing the transmitter properties of
the DUT

1 PER measurement, Packet Error Ratio measurement, a kind of DUT RX test since
the DUT’s receiver properties are analyzed

1 Throughput measurements, analyzing the performance of data transmission on
the IP layer

1 WLAN offloading where IP traffic over LTE is switched to WLAN and back

1 End-to-end tests for a DUT acting as access point; one or both ends of the IP data
path can be realized with PCs connected to the CMW or the DUT

1 WLAN message log analysis with the CMWmars software tool, where IP traffic
between the CMW and the DUT is recorded and displayed in log files.

All tests are based on an established WLAN connection between the CMW and
the Device under Test (DUT). For detailed information about connection
establishment, see the 1C106 application note [9].

On the CMW side, the required communication between CMW and DUT is controlled
by the WLAN Signaling application which is also responsible for the PER
measurements. The DUT TX measurements are performed by the WLAN
Measurement application. The throughput measurements, WLAN offloading and the
end-to-end tests extend the test area to the IP layer and require that the CMW is
equipped with the Data Application Unit (DAU).

The descriptions are confined to SISO tests — one spatial stream — and the WLAN
standards 802.11a,b,g,n,ac. Only WLAN channels with 20 MHz bandwidth and SISO
configurations are considered.

For information about operation with other WLAN standards, MIMO testing, WLAN
channels with 40 MHz bandwidth, WLAN non-signaling measurements and more, see
the WLAN user manual [7]. For detailed information about the 802.11ac and 802.11ax
standard with bandwidths up to 160 MHz, see the 1CM101 application note [2] and the
1MA222 white paper [4].

Detailed descriptions of DAU applications, used for some measurements (for example
IPerf for throughput measurements), and of the LTE Signaling application, required for
WLAN offloading, are beyond the scope of this document. Only a basic guideline can
be provided for the related tests. For details regarding the DAU and LTE Signaling, see
the specific user manuals [5], [6].

1 The R&S®CMW500, R&S®CMW290 or R&S®CMW270 is referred to as CMW in this document.
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2 Background Information

2.1 WLAN Standards and Signal Properties

The figure below shows the WLAN standards for 20 MHz channels which are relevant
for this document and the mapping onto CMW parameters. Note that the WLAN
Signaling application allows some selections which cover more than one standard.

IEEE Standard 802.11b 802.11a 80211g 802.11n 802 11ac
Frequency Band 24 GHz 5GHz 24 GHz 248& 5GHz 5GHz
Transm. Scheme DSSS, CCK OFDM DSSS,CCK OFDM OFDM OFDM
1 Mbit/s 1 Mbit/s
2 Mbit/s 2 Mbit/s

SSMbis —gmbits  SSMPUS  eMbis  gsvps BB

Data Rates 9 Mbit/s 9 Mbit/s
11 Mbit/s . 11 Mbit/s .
12 Mbit/s 12 Mbit/s B e
54 Mbit/s 54 Mbit/s
65 Mbit/s
78 Mbit/s
802.11b 802.11a 802.11g 80211nGF)  802.11ac
802.11g
(OFDM)
»Standard” in
CMIW WLAN Sig. 802.11g(OFDM)/n
802.11g/n
802.11a/n 802.11a/n
_Standard* in 80211blg  802.11alg  802.11big 802.11alg 802.11n 802.11ac
CMW WLAN Meas.  (DSSS) (OFDM) (DSSS)  (OFDM) (81S0) (OFDM)

Fig. 2-1: WLAN standards, data rates (20 MHz channels) and mapping on the CMW “Standard”

Additionally, the 802.11n standard allows 40 MHz channels, the 802.11ac standard
allows 40 MHz, 80 MHz, 80+80 MHz and 160 MHz channels which are not considered
here.

OFDM: Orthogonal Frequency Division Multiplex
DSSS: Direct Sequence Spread Spectrum
CCK: Complementary Code Keying

1C107_2e Rohde & Schwarz WLAN Tests with Signaling and Packet Data 5
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2.1.1 Coding and Data Rates

The data rates listed in the standards refer to the data part of the WLAN data frames
comprising the protocol overhead of the MAC layer and higher layers and the actual
payload. The tables show how the data rates are connected with modulations and
coding rates and they relate these parameters to bits and symbols.

Data Rate Modulation Coding Rate Mapping Using

1 Mbit/s DBPSK 1/11 1 bit Barker Sequences
2 Mbit/s DQPSK 2/11 2 bit on 11 1Q values Barker Sequences
5.5 Mbit/s DQPSK 1/2 4 bit on81Q values ' CCK

11 Mbit/s DQPSK 1 8 bit on 81Q values CCK

Table 2-1: Data rates and encoding details for 802.11b

802.11a, 802.11g (OFDM)

Data Rate Modulation Coding Rate Coded Bits per Data Bits per
Subcarrier Symbol

6 Mbit/s BPSK 1/2 1 24

9 Mbit/s BPSK 3/4 1 36

12 Mbit/s QPSK 1/2 2 48

18 Mbit/s QPSK 3/4 2 72

24 Mbit/s 16-QAM 1/2 4 96

36 Mbit/s 16-QAM 3/4 4 144

48 Mbit/s 64-QAM 2/3 6 192

54 Mbit/s 64-QAM 3/4 6 216

Table 2-2: Data rates and encoding details for 802.11a/g

The relations between the Table 2-2 columns for the standard 802.11a,g (using
OFDM) can be reproduced taking into account that a 20 MHz WLAN OFDM channel
comprises 48 subcarriers for data (plus 4 subcarriers for pilot signals) and that the
transmission time for one symbol is 4 ys. The calculation shall be described for the
802.11a standard and the 54 Mbit/s data rate by example:

1 Using 64-QAM, one subchannel carries the information of 6 bits (26 = 64).
1 So, the 48 data subcarriers carry 48 - 6 bits = 288 bits all together.

1 The coding rate of % indicates that only ¥ of the bits represent data after

encoding (the additional bits are introduced for error correction). Thus we have % -

288 bits = 216 data bits.

One symbol carries 216 data bits in 4 ps. This is equivalent to a data rate of
216 bits / 4 ps = 54 Mbit/s.

Rohde & Schwarz WLAN Tests with Signaling and Packet Data
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2.1.2

802.11n

MCS Modulation Coding Rate Coded Bits per Data Bits per
Subcarrier Symbol

0 BPSK 1/2 1 26

1 QPSK 1/2 2 52

2 QPSK 3/4 2 78

3 16-QAM 1/2 4 104

4 16-QAM 3/4 4 156

5 64-QAM 2/3 6 208

6 64-QAM 3/4 6 234

7 64-QAM 5/6 6 260

Table 2-3: MCS and encoding details for 802.11n (SISO, 20 MHz)

MCS Modulation Coding Rate Coded Bits per Data Bits per
Subcarrier Symbol

0 BPSK 1/2 1 26

1 QPSK 1/2 2 52

2 QPSK 3/4 2 78

3 16-QAM 1/2 4 104

4 16-QAM 3/4 4 156

5 64-QAM 2/3 6 208

6 64-QAM 3/4 6 234

7 64-QAM 5/6 6 260

8 256-QAM 3/4 8 312

99 256-QAM 5/6 8 346

9 Not supported for 20 MHz channels
Table 2-4: MCS and encoding details for 802.11ac (SISO, 20 MHz)

Frame Structures

Data Frames

Data to be transmitted — the payload — is embedded in a MAC frame and the MAC

frame is packed in a WLAN physical layer frame. Higher protocol layers (IP, UDP) may

also be involved depending on the kind of payload. All layers add additional
information, particularly headers, to the payload.

Rohde & Schwarz WLAN Tests with Signaling and Packet Data
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IP |UDP Payload Network Layer
LLC |SNAP Service Data Unit Upper DELE.
Link Layer
MAC MAC Service Data Unit MAC Layer
Preamble o Physical Layer Service Data Unit Physical Layer
Header Y Y Y Y
2 30 3 5 20 8 500 4  Length in Bytes
> )
Preamble| Signal | ¢ 8/MAC| LLC |SNAP| IP |UDP Payload O

16 4 |e—— 572-8bits/datarale —— ¥ Time in us
BPSK, r = 1/2 |¢«———— €.g. 64-QAM, r = 3/4 >l

Fig. 2-2: Payload and overhead in data frames

WLAN Data Frame Lengths

The CMW can filter out WLAN frames whose number of symbols in the data section
(after the preamble and the signal part) of a WLAN data frame is too small. The data
section includes the payload, the MAC and higher layer headers and — for OFDM
bursts — some service and tail bits, all of them encoded according to the selected data
rate (while the WLAN header part is always encoded according to the most robust data
rate). For OFDM bursts the CMW calculates the number of data symbols with the
following formula:

Number of Data Symbols =
(MAC & Higher Layers Overhead + Payload Length + Service & Tail Bits) / Data Bits
per Symbol

The MAC and Higher Layers Overhead is 66 bytes, the Service & Tail Bits add up to
22 bits.

For example, a Payload Length of 500 bytes, in 802.11n with MCS-7 leads to 18 data
symbols:
Number of Data Symbols = (66 - 8 + 500 - 8 + 22) / 260 = 18

Acknowledgement (Ack) Frames

Each successful reception of a data frame (and several other frame types) is
acknowledged by the receiving device with an Ack frame sent back. Ack frames are
short. They do not carry any payload and the MAC header only contains the address of
the receiving device. Acknowledgements for DSSS/CCK data frames use the same
modulations as the data frames. For acknowledgements of OFDM data frames the
small data section of the Ack frames is sometimes modulated with a lower data rate
than the data frames, see the following table.

Rohde & Schwarz WLAN Tests with Signaling and Packet Data 8
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2.1.3

Bit rates for OFDM frames

Frame type Data Ack
IEEE 802.11 a,g n, ac a, g,n, ac
Bit Rates in Mbit/s 6,9 6.5 (MCS-0) 6
12,18 13, 19.5 (MCS-1, MCS-2) 12
24, 36, 48, 54 26 to 65 (MCS-3 to MCS-7) 24
78, 86.6 (MCS-8, MCS-9) ¥ 48

1 802.11ac only
Table 2-5: Bit rates for OFDM data frames and corresponding Ack frames

Regarding testing with the CMW, the characteristic property of Ack frames is their short
length (24 ps). The CMW automatically filters them out if required.

Beacon Frames

WLAN access points broadcast information required for association via beacon frames.
The beacons are usually sent at the lowest mandatory data rate and in intervals of
102.4 ms. On the CMW (acting in access point mode), the beacon interval can be
changed in multiples of 1.024 ms. The period of 1.024 ms is called Time Unit (TU).

The beacon frames include the SSID (Service Set Identifier, the name of the WLAN
access point used by the WLAN station for access) and BSSID (Basic SSID)
information. They also contain information about the supported rates, channel
numbers, security requirements, time synchronization and more.

If the CMW acts in Station mode, the beacons from the DUT (acting as access point)
might be seen in the measurements. Note that the DUT might use different data rates /
modulations for transmitting data frames and beacons.

Net Data Rates

This section is not required for DUT TX and PER measurements.

The net data rate specifies the number of payload bits transmitted per second over
many frames. Two sources reduce the net data rate compared to the overall WLAN
data rate:

1 The headers and other overhead information from the different protocol layers.

1 The periods with no data transmission. The sender has to pause between two
data frame transmissions to get the Ack frame from the receiver. Additionally, all
frames are separated by short time intervals. The time interval before the Ack
frame is called SIFS (Short Interframe Spacing) lasting 24 pus, the time interval
before sending a new data frame is called DIFS (Distributed Coordination
Function Interframe Spacing) lasting 34 us for 802.11a and 56 ps for 802.11g.

Rohde & Schwarz WLAN Tests with Signaling and Packet Data 9
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SIFS SIFS

> <>

Sender Data Frame 1 Data Frame 2 Data

Receiver Ack 1 Ack 2

Time

<> <>

DIFS

Fig. 2-3: Sequence of data frames with interframe spacing

DIFS

Data Frame SIES Ack DIES Data Frame
Payload PR — Payload
500 Bytes 500 Bytes
20 le—— 74 — 16|24|34|
85— > Times in us

e 179 >

Fig. 2-4: Overhead times (example for 802.11a and 54 Mbit/s data rate)

Referring to the figure above (which itself refers to the figure in the chapter “Frame
Structures”), the time spent for the payload transmission is calculated by

Number of bits / data rate.

For 500 - 8 bits and 54 Mbit/s we get 74 ps. The overall time from the beginning of one
WLAN data frame to the beginning of the next one is 179 us, so only 74/179 = 41% of
this time is spent on the payload transmission. This means a net data rate of 54 Mbit/s
- 41% = 22.3 Mbit/s.

1C107_2e Rohde & Schwarz WLAN Tests with Signaling and Packet Data 10
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2.1.4 Transmission Scheme

The following figure complements the previous considerations and shall help to get a

1C107_2e

full picture. The white spaces after 8, 16, 20, ... us represent guard intervals.

52 Subcarriers

+26

+20

+10

-10

. Time

~ Short Training

Sequence

Long Training BPSK,

Sequence

>r4+—r¢+——r

<
<

PLCP Preamble

r=1/2

Signal

e.g. 64-QAM

Data

+—>
PLCP Header

Fig. 2-5: OFDM transmission scheme for 802.11a

48 of the 52 subcarriers of a 20 MHz WLAN channel are used for data transmission,
4 subcarriers carry the pilot signals. The transmission time for one symbol is 4 ps. The

pilot signals are always modulated with BPSK.

For more details, see the WLAN 802.11 specifications [1].

" inps

Pilot

Pilot

Pilot

Pilot
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2.2 Internet Protocol and Routing

IP data exchange and routing in a network is performed using protocols of the Internet
protocol suite. The IP connection between the CMW and the DUT is established with
the Data Application Unit (DAU). The DAU supports Internet Protocol Version 4 and 6
(IPv4 and IPv6) for this purpose.

IPv4 Address Format

An IPv4 address is unique within a subnet. The subnet is identified by a subnet mask.
Both parameters consist of 32 bits, typically written in dot-decimal notation.

Example: IPv4 address = 192.168.168.170, subnet mask 255.255.255.0, all
addresses from 192.168.168.0 to 192.168.168.255 belong to the same
subnet.

IPv6 Address Format

An IPv6 address consists of 128 bits, typically written in blocks of 4-digit hexadecimal
numbers, separated by a colon. Addresses can be abbreviated by omitting leading
zeros within a block and by replacing consecutive blocks of zeros by a double colon
(only once per address).

Example with equivalent addresses:

1 fcbl:cafe:0001:86c1:0000:0000:0000:0001
1 fcbl:cafe:1:86¢c1:0000:0000:0000:1

1 fcbl:cafe:1:86¢cl::1

IPv6 Prefix:

The initial bits of an address are called prefix and identify the subnet. The maximum
length of the prefix is 64 bits. The remaining bits are called interface identifier and
uniquely identify a link within a subnet.

The DAU must know both its own address and the prefix identifying its subnet. This
information can be combined into a single string by appending the prefix length to the
address. Example: The address fcbl:cafe:1:86¢1::1 with the initial 64 bits
identifying the subnet can be written as fcbl:cafe:1:86¢cl::1/64.

IPv6 prefixes are written in the same notation (address + length). Prefixes with less
than 64 bits indicate a whole group of 64-bit prefixes with the same initial digits.

Examples for IPv6 prefixes:
1 64-bit prefix: fcbl:cafe:0001:86¢c1:0000:0000:0000:0001

1 Abbreviations: ac42:45d2:0001:0000::/64
acd42:45d2:1:0::/64
ac42:45d2:1::/64

1 Prefix groups: fcbl:cafe:0001::/48 comprises the 64-bit prefixes
fcbl:cafe:0001:0000::/64 to fcbl:cafe:0001:ffff::/64

Rohde & Schwarz WLAN Tests with Signaling and Packet Data 12



Background Information

IPv6 Interface ldentifier:

The last 64 bits of an IPv6 address are called interface identifier (IID) and define the
unique network interface based on the MAC address. The MAC address, which
consists of 48 bits, is therefore enlarged to 64 bits using the Modified Extended Unique
Identifier (EUI-64).

Modified EUI-64 conversion of a MAC address to an 11D, exemplary on the CMW:
1. CMW’s MAC address: 00-90-B8-01-FF-F1

2. Splitting of the CMW’s MAC address into 24-bit blocks
Organisationally Unique Identifier (OUI):  00-90-B8
Network Interface Control (NIC): 01-FF-F1

3. Addition of the 16-bit pattern “FF-FE” to the middle of the split MAC address
4. Replacing the seventh bit by “1” in the OUI block

5. Modified EUI-64 IPv6 Interface ldentifier: 02-90-B8-FF-FE-01-FF-F1

0 8 16 24 32 40 48

00 90 BS 01 FF F1 Hexadecimal

Notation

00000000 | 10010000 | 10111000 | 0000001 | 11111111 | 11110001 | Eren

‘,«"' Organisationally Unique ' ‘ Network Interface ‘
Identifier (OUI) Control (NIC)
0 8 16 4. 32 40 48 56 64

1. Split MAC Address | 00000000 | 10010000 | 10111000 0000 001 11111111 | 11110001

2. Add ,FFFE" 16-bit
2 Add.rHE o | 00000000 | 10010000 | 10111000 | 11111111 | 19111110 | 0000001 | 11111111 | 11110001

3. Replace Bit 7 by“1"| 0000 0010 | 10010000 | 10111000 | 1111 1111 | 1111 1110 | 0000001 | 11111111 | 11110001

Modified EUI-64 Id.:
hexdecimal notation

02 90 B8 01 FF F1

Fig. 2-6: IPv6 Interface Identifier conversion of the MAC address via Modified EUI-64

IPv6 address:

The total IPv6 address consists of the 64-bit prefix and the 64-bit interface identifier.
With the examples given above a total IPv6 address for the CMW is given in the figure
below.

IPv6 Address
IPv6 Prefix IPv6 Interface Identifier
FCB1: CAFE : 0001 : 86C1/: {0290 : B8FF : FEO1 : FFF1

Fig. 2-7: Example for an IPv6 address of the CMW

1C107_2e Rohde & Schwarz WLAN Tests with Signaling and Packet Data 13
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3 Test Setups

The device under test (DUT) is connected to one of the bidirectional RF COM
connectors at the front panel of the CMW. No additional cabling and no external trigger
is needed. The input level ranges of all RF COM connectors are identical.

Conducted Over the air

3 3
3 3
g ]
3 )
) )
3 3
9 ]

Fig. 3-1: Test setups, WLAN only

The “Conducted” test setup is the easiest and preferred solution since it avoids power
loss by over-the-air radio transmission.

In case of testing over-the-air via antennas, it is recommended to encapsulate the DUT
and the RF antenna for the CMW in an RF shielding box. Thereby interference from
any WLAN access point and other devices using WLAN or Bluetooth is avoided. The
over-the-air RF connection causes a power loss of 15 dB or more compared to the
conducted RF connection. The path loss without RF shielding box would be much
higher (typically about 30 to 39 dB compared to the conducted RF connection).

Fig. 3-2: R&S®CMW-Z10 RF shielding box
Notes on using the R&S®CMW-Z10 RF shielding box:
1 Position the DUT at the center of the box.

1 A small displacement of the DUT in the RF shielding box can result in an
additional external attenuation of about 10 dB.

1 The optimum position of the DUT depends on its antenna arrangement. So try out
several DUT positions around the center of the box.

1 Close the RF shielding box cover in order to ensure that no interference by other
WLAN devices operating in the same channel can occur.

Rohde & Schwarz WLAN Tests with Signaling and Packet Data 14
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See the 1C106 application note [9] for appropriate configuration of the RF power
related parameters.

The test setups shown above are valid for all operating modes described in the table.

Mode of the CMW Mode of the DUT

Access Point (AP) mode Station (STA) mode

The CMW operates as WLAN access point that allows to perform tests
on an associated WLAN station.

Station (STA) mode Access Point (AP) mode

The CMW operates as WLAN station that allows to associate with and
to perform tests on a WLAN access point.

IBSS mode (= STA in IBSS mode) Station (STA) in IBSS mode

Allows WLAN stations to communicate directly with each other without
the need of a dedicated wireless access point. This type of operation is
often referred to as ad hoc network.

Hotspot 2.0 / Wi-Fi Direct mode Station (STA) as Hotspot 2.0

The CMW simulates a Wi-Fi Hotspot 2.0 access point or Wi-Fi direct ~ ©F Wi-Fi Direct client
group owner.

Requires R&S®CMW-KS660 "WLAN advanced signaling” option.

Table 3-1: Operating modes

WLAN Offloading

For WLAN offloading the WLAN and the LTE Signaling applications must use different
TRX modules.

1136

glli=E

3

10

3 qom|

g

gﬁab

E R ———
z-20 ool

.

Fig. 3-3: Test setup, WLAN offloading

End-to-end Test with LAN-connected PC
Use the “LAN DAU” connector on the rear panel of the CMW.

LAN

Fig. 3-4: End-to-end test setup with LAN-connected PC

Rohde & Schwarz WLAN Tests with Signaling and Packet Data 15
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Message log analysis with CMWmars

CMWmars is running on a LAN-connected PC.
Use the "LAN SWITCH" connector on the rear panel of the CMW.

LAN

Fig. 3-5: CMWmars PC LAN-connected with the CMW

1C107_2e Rohde & Schwarz WLAN Tests with Signaling and Packet Data 16



TX (DUT) Tests with Packet Data

4 TX (DUT) Tests with Packet Data

Combined Signal Path

TX tests are executed in combined signal path mode, i.e. the WLAN Signaling and
WLAN Measurement applications work together with the WLAN Measurement
application using some parameters of the WLAN Signaling application.

WILAN Signaling

Scenario Standard Cell
Enable Data e2e Off

A\ 4

1. Transmission from the CMW

CMW

WLAN TX Meas._ - Multi Evaluation

Scenario CSP

Controlled b WLAN Signalin .
o ) 9 9 2. Transmission from the DUT

Fig. 4-1: Combined Signal Path (CSP)

Packet generators

The packet generator used by the main WLAN signaling configuration and the packet
generator for PER measurements are different applications and can be operated
independently.

4.1 Tests with IP packets

4.1.1 Test Principle
IP packet exchange between the CMW and the DUT is based on the Internet Control
Message Protocol (ICMP) Echo implementation:

1 The WLAN Signaling application packs Echo Request (“Ping”) packets into WLAN
data frames and transmits them to the DUT.

1 The DUT acknowledges the received WLAN data frames and responds with Echo
Reply packets, which ideally contain the same WLAN data frames.

1 The WLAN Measurement application receives the WLAN acknowledgement and
data frames. It skips the Ack frames and analyzes the Echo Reply data frames.

WLAN Signaling Emm— Echo Request —_—>
Packet Generator
Protocol ICMP 1. ,Ping*

CMwW

“ “ Echo Reply “

2. Ack®

3. ,Pong”

Praambla
PLCP Header
MAC Header

Fig. 4-2: ICMP Echo principle: Request/Reply packets for TX tests
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The content of an ICMP Echo Reply packet is identical with that of the corresponding
ICMP Echo Request packet. This allows the WLAN Signaling application on the CMW
to define the payload of the WLAN frames to be received from the DUT and analyzed.
The WLAN Signaling application provides an ICMP packet generator where the
payload length of the Echo Request packet and other details can be configured.

For identifying the desired received WLAN frames and synchronizing the reception of
the frames with the measurement start, the CMW uses a MAC Frame RX Trigger
(located in the WLAN Signaling application but also used by the WLAN Measurement
application). This trigger detects the preamble and the PLCP header of WLAN frames
and the starting point of the MAC header. It allows to filter for OFDM bursts or
DSSS/CCK bursts and to define a minimum data length of MAC header plus payload.
The very short Ack frames are automatically skipped.

4.1.2 Configuring Packet Data transfer

For transmitting data of a defined type and length you have to configure the packet
generator in the main WLAN signaling configuration. For receiving WLAN frames of a
selectable transmission mode and data length the Frame RX Trigger is provided.

Packet Generator:

1. Inthe “Packet Generator Configuration” panel on the GUI, select the "Protocol"
"ICMP" which realizes “Ping" data frames for TX Tests.

2. Setthe "Payload Size" to 600 Byte(s). For the 802.11b standard (with its low data
rates) it is sufficient to have a payload size of 300 bytes.

3. Switch on the packet generator with the “On” radio box.

Packet Generator Data Frame Control

State - Off fe Cin

Frotocol ICMP 2
Intereal (TLI 100
Fayload Size (Eyte) 600
FPayload Type Default >

Fig. 4-3: Packet generator configuration

Note: A “Payload Size” of 600 bytes ensures that the data frames contain at least 18
OFDM symbols up to the highest modulation rate. 16 OFDM symbols at minimum are
required according to IEEE specifications and for a reliable frame analysis.

Trigger:

WLAN frame triggers are permanently enabled without user action. The "MAC Frame
RX Trigger" is the critical one for WLAN measurements.

4. Open the configuration dialog of the WLAN Signaling application via the
"Config..." key and expand the "Trigger" node.

5. Under "MAC Frame RX Trigger", select the "Trigger Mode":

. "OFDM Bursts" in case of OFDM data frames (e.g. for standard 802.11a)
"DSSS/CCK Bursts" in case of DSSS data frames (e.g. for standard 802.11b)
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@J---T;igger
@-MAC Frame TX Trigger
B~MAC Frame RX Trigger

---- Trigger Mode OFDM Bursts >
Min Length: Bytes or Symbols ” User Defined ~ ’ 299
Trigaer Slo Default

- v User Defined
“-Pulse Length Defau '

Fig. 4-4: MAC Frame RX Trigger

Note: You can further refine the Trigger setting by selecting a "Modulation Filter
appropriate for the expected input signal at the WLAN measurement application.

6. Select "User Defined" for the “Min Length: Bytes or Symbols” and enter the
payload size:

. "18" in case of OFDM data frames (e.g. for standard 802.11a)
. "299" in case of DSSS data frames (e.g. for standard 802.11b)

7. Close the configuration dialog.

8. For DSSS/CCK data frames (e.g. for standard 802.11b), set the “RX filter” to
“Auto” (recommended).

-RX filter Auto -

Fig. 4-5: RX filter

The “RX Filter” provides predefined or adaptive inter-symbol interference filters for
CCK signals, i.e. for the data rates 5.5 and 11 Mbit/s. This filter allows to adapt the
receiver to CCK input signals. The “Default’ and “Alternative” values provide two
alternative predefined, static filters. “Auto” provides an adaptive filter. For the 2.4 GHz
band, it is recommended to set the “RX Filter” to “Auto”. If the association fails, the
selected RX Filter might be unsuitable, so change your selection.

Rate:

"Rate" in the "Management Frame Rate Control" and "Data Frame Rate Control"
sections define transmission rates from the CMW to the DUT. Generally, you can keep
the default setting.

Note: Even frame rates can be selected that are incompatible with the configured
supported rates.

Note: Disconnecting and turning off the signaling application sets the packet generator
to Off. So, take care that the packet generator is On during the measurement.
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4.1.3 TX (DUT) Measurement

The TX measurements are executed by the WLAN Measurement application which
operates in combined signal path mode. Hence, the measurement application takes
several settings (like connectors, frequency) from the WLAN Signaling application.

Starting situation:

The WLAN Signaling application has been configured and the connection between
CMW and DUT has been established. See the 1C106 application note for details [9].

Generation of packet data at the CMW has been configured within the WLAN Signaling
application as described in the previous chapter.

Proceed as follows:

1. Inthe WLAN Measurement application, open the configuration dialog via the
“Config ...” key.

2. Make sure that the "Scenario" is set to "Combined Signal Path (Signaling)" and
that it is "Controlled by" the active "WLAN Sig" application.

----- Scenario Combined Signal Path{Signaling) ~
~Controlled by WLAN Sig1  ~

Fig. 4-6: Combined signal path scenario

3. Inthe WLAN "Input Signal” section:

a) Set the "Standard" according to the settings in the WLAN signaling
application.

b) Select the “Modulation Filter’ according to the expected modulation of the
data frames to be measured.

E-Input Signal
----- Standard 802.11 b/y (DSSS)
----- Band Width 20MHz
----- Burst Type Auto
----- Evaluation Length 1000 Chips ~
~Modulation Filter jlan H
----- 10 Swap
H-Measurement Control DEPSK Continuo
H-Trigger l[ﬁlgPCSCHH rce: WLA
H-Limits 11' CCK

Fig. 4-7: WLAN standard and Modulation Filter (for Combined Signal Path only)

Note: The "Modulation Filter" is only available in the "Combined Signal Path" scenario
and refines the “MAC Frame RX Trigger” setting of the WLAN Signaling application. It
allows to limit the evaluation to bursts of a particular modulation type. This helps to
filter out the beacons from the DUT (acting as WLAN access point) since the beacons
are usually sent at the lowest mandatory data rate with the most robust modulation.
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I?--Tr_ih ger

Set/check the trigger parameters:

. "Trigger Source": “WLAN Sig1: RXFrameTrigger”
(this is the default value in case of combined signal path)

. "Trigger Slope": “RisingEdge”
The default values of the other trigger parameters can be kept. The trigger
threshold is related to the Expected Peak Envelope Power.

é""Trigger Source || WLAN Sig1: RXFrameTrigger b |
----- Trigger Slope RisinyEdge

é"'"Trigger Threshold —20.000 dB

E"'"Triglh:]er Timeout ¥ 1000 ms

Fig. 4-8: WLAN frame trigger

Close the configuration window.

Press ON | OFF to start the measurement.

Check if the measurements produce reasonable results by monitoring the properties of
the received signals in the “TX Measurement (Scalar)” view.

Notes:

"Sync Errors" will occasionally be displayed in case of a WLAN standard applying
DSSS. This does not affect the measurement results.

Occasionally, "Underdriven" input and "Trigger Timeout" is indicated. This does
not affect the measurement results.
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Check of Successful Operation with Measurement Results

Freq: 2412.00MHz Reflyl. 0.00dBm Sid. 802.11n SISO 20MHz

TX Measurement {Scalar)

MCS Index 1

fodulation QPSK CodeRate 12

Payload Length [symbol] 158

Measured Symbols 158

Payload Bytes 1024

Guard Interval Long

Spatial Streams 1

Space Time Streams 1

Statistics Current Average Max StdDev
Burst Power [dBm] -11.09 -11.08 -10.99 0.02
Peak Power [dBm] -0.59 —0.47 -0.14 0.32
Crest Factor [dB] 10.49 10.61 10.94 0.32
Eh All Carriers [dB] -45.43 -44.58 -43.37 1.07
E'M Data Carriers [dB] —45.30 -44.44 -43.23 1.07
E'M Pilot Carriers [dB] —47.70 -46.86 —45.65 1.03
Center Frequency Error [Hz] 16.56 17.27 20.18 1.16
Symbol Clack Error [ppm] -0.011 -0.015 0.159 0.065
I3 Offset [dB] —52.55 -52.49 -51.87 0.27
DC Power [dBm)| —63.63 -63.57 0.00 0.27
Gain Imbalance [dB] 0.00 0.00 0.00 0.00
Quadrature Errar [7] 0.00 0.00 -0.02 0.01
Statistic Count QOut of Tolerance

100 / 100 0.00 %

Fig. 4-9: TX measurement (scalar)

At the WLAN Measurement application, the views "TX Measurement (Scalar)" and
"Power vs. Time" can be used to check if the test configuration is appropriate. E.g.
check the "Payload Length [symbol]" value in "TX Measurement (Scalar)" to verify that
data frames are measured and not Ack frames.
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4.2 PER Measurements with MAC packets

4.2.1 Test Principle

Packet Error Ratio (PER) measurements are carried out by the WLAN Signaling
application. The generator from the WLAN PER window does not use IP frames.
Instead a MAC Data request containing just a text string as payload is sent to the DUT:

1 The WLAN Signaling application packs MAC data packets into WLAN data frames
and transmits a certain number of them — all with identical payload — to the DUT.

1 On successful reception, the MAC layer of the DUT acknowledges the received
WLAN data frames with WLAN Ack frames.

1 The WLAN PER Measurement application receives the WLAN Ack frames and
counts their number.

1 PER is calculated as the ratio of unacknowledged packets to transmitted packets.

R MAC Request —»
Packet Generator MAC
for PER measurement Layer 1. ,Ping*
CMW
« 4—
PER measurement MAC
Counting Acknowledment  Layer 2. Ack®

Fig. 4-10: PER measurement principle

Notes:
1 The CMW does not retransmit unacknowledged packets.

1 The DUT will pass the MAC frame data to its next layer, but this layer will
recognize that it is no IP frame inside and discard the data.

4.2.2 PER Measurement
To access the measurement, press the softkey "WLAN PER" in the WLAN signaling
main view. The following procedures are valid, when this softkey is active.

1. Press the "Config" hotkey to open the PER configuration dialog. You can keep the
default settings.

8-PER Settings

----- Ack Type Normal ACK

~[Data Pattern PN 1 v
~Number Of Packets 100

----- Data Interval 20

----- Payload Size 100

~PER Limit 100.00 %

Fig. 4-11: PER configuration dialog
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Modulation Coding Rate in the PER view

2. Select the "Modulation Coding Rate" expected for the transmitted MAC data
frames (Fig. 4-12:).

Results Cell Settings

TX Burst Power -16.00 dBm
PER 0.20 % Traffic Burst
Packets 1000 /1000 Frame Format Non HT v
Packets Lost ZFrame | cponnel Bandwidth [20MHz
S Burst Fier 6 \Modulation Coding Rate | QPSK 3/4 18Mbps -
Last Ack Rate QPSK 172 12Mbps|

Guard Interval Long <

Fig. 4-12: PER view results and settings

Note that in case of an OFDM transmission mode, a more robust modulation and
coding rate/scheme may be used for the ACK frames than for the acknowledged data
frames, so the value of “Last Ack Rate” and “Modulation Coding Rate” may differ in
these cases.

3. Press ON | OFF to start the measurement.

Note: Disconnecting and turning off the signaling application sets the packet generator
to Off. So, take care that the packet generator is On when measuring.

Rohde & Schwarz WLAN Tests with Signaling and Packet Data 24



Throughput Test

1C107_2e

5

5.1

5.2

Throughput Test

Test Principle

1 The Data Application Unit (DAU) extends the connection to the IP layer.

1 The throughput measurement is executed on the DAU using the IPerf module.
IPerf must also run on the DUT.

The CMW acts as access point (for testing with the CMW in “Station” mode, see
chapter 7 “End-to-End Tests for Access Point DUTs").

CMW

DAU WLAN Signaling

N o

Fig. 5-1: IPerf throughput test

Configuring Throughput Measurements

The throughput measurement is done with IPerf on the Data Application Unit (DAU).
The IPerf tool must also run on the DUT. The measurement shows the properties of
the IP data reception.

Detailed descriptions of DAU and IPerf configurations are beyond the scope of this
document. For details regarding the DAU, see the DAU user manual [5].

The DAU network configuration must be complete before switching on WLAN Signaling
and establishing the connection to the DUT. The WLAN Signaling application relays
incoming DHCP requests to the DAU.

Starting Situation
[ The DUT is connected with the CMW.
1 WLAN Signaling is in OFF state.

1 The WLAN Signaling application is configured for WLAN association and with
operation mode AP, Hotspot 2.0 or Wi-Fi Direct.

1 IPerf is available on the DUT and configured (the settings are equal to the settings
on the DAU, for details see the DAU user manual [5]).
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Procedure
At the DAU application:

1. To open the "Data Application Control" dialog, press "Setup", and in the "Setup"”
dialog in the "System" section press the "Go to config" button.

2. Setup the “IP Configuration”, particularly the IP address used at the DAU end of
the data path.

3. To open the "Data Application Measurements" dialog, press the MEASURE key.
Then enable "Data Appl. > Measurements" and press "Data Meas" on the task bar
at the bottom.

4. Atthe top of the "Data Application Measurements" dialog select the WLAN
Signaling application at "Select RAN".

At WLAN Signaling:

5. Make sure that the “IP Version” setting is consistent with the DAU’s IP
configuration.

6. Switch on the WLAN Signaling application.
The WLAN connection between CMW and DUT is established. The DUT receives
its IP configuration from the DAU’s DHCP server.

7. Find out which IP address has been assigned to the DUT.

At the DAU application:
8. If you want to verify that the IP connection is all right:

a) Activate the Ping measurement (via the "Measurement Controller" dialog,
entry "Data Appl. > Measurements") and access the “Ping” measurement tab
via Task bar.

b) For "Destination IP" enter the IP address of the DUT.

c) Start pinging the DUT.

d) Verify that the DUT replies the Ping requests. Then stop pinging.
9. Select the “IPerf” tab.

10. Open the "IPerf Config" dialog via the "Config" hotkey and adjust the settings
according to your needs ("Test Duration”, “Packet Size”, “UE IP Address”, ...).

Start the IPerf measurement and monitor the IP performance.
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6 WLAN Offloading

Offloading is commonly used to shift IP data traffic from cellular networks (e.g. LTE) to
non-cellular broadband networks (e.g. WLAN). This chapter describes how IP data
traffic originating from a voice or video call over LTE is shifted in the presence of a
stronger WLAN signal.

The CMW simultaneously emulates an LTE base station and WLAN access point. This
is provided by a CMW with two SUAs, since the LTE and WLAN Signaling applications
must be active in parallel and use different TRX modules. Additionally, the Data
Application Unit (DAU) controls the IP traffic at the CMW to induce the offloading
process. A comprehensive overview about required components at the CMW and DUT
is given in Table 6-1:

Prerequisites for WLAN Offloading

Instrument Required components R&S option

CMW500 Signaling Unit Advanced (SUA) CMW-B500I
WLAN Signaling application CMW-KS650, -KS651 and -KS660
LTE Signaling application CMW-KS500 (FDD) or -KS550 (TDD)
DAU application CMW-B450A, -B450B, -450D and -450H
IPv4 or IPv6 enabler CMW-KA100 or -KA150
IMS basic software CMW-KAA20
WLAN Offloading test software CMW-KA065

DUT Voice/Video over LTE support -

"Wi-Fi Preferred" operation mode
Table 6-1: Soft-, hardware and feature requirements at the CMW and DUT for WLAN offloading

6.1 Test Principle
I A voice or video call over LTE is established using the LTE Signaling application
and the IMS service of the DAU application.

1 The ePDG service on the DAU allows to connect WLAN with the IP network used
for LTE Signaling.

1 When the DUT detects strong signals from the WLAN access point provided by
WLAN Signaling, it automatically switches from LTE to WLAN.

1 An IPsec tunnel for the IP traffic between ePDG and DUT is established.

1 The characteristics of the IP traffic are analyzed with DAU measurements.
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6.2

DAU CMW
Measurements Services
LTE Signalin
IMS s .
Throughput
T —
e @
IP Analysis %
WLAN Si li
{ ero | ®
IPsec Tunnel

Fig. 6-1: IP data routing at the CMW for WLAN offloading

Configuring WLAN Offloading

Detailed descriptions of LTE Signaling and DAU configurations are beyond the scope
of this document. For a comprehensive description, see the LTE and DAU user manual

(6], [5].
Starting Situation
1 The DUT is connected with the CMW as described in chapter 3 (Fig. 3-3).

1 The WLAN Signaling application is configured for WLAN association and in OFF
state or at low "TX Burst Power", e.g. -100.00 dBm. See the 1C106 application
note for details [9]. WLAN Signaling operates in AP, Hotspot 2.0 or Wi-Fi Direct
mode.

1 An LTE end-to-end connection is configured, a voice or video call is ready to be
activated (see the LTE and the DAU user manual for details).

Procedures
At the LTE Signaling application:
1. Insection "RF Settings", set "External Attenuation" values:

. E.g. 15.00 dB when using an RF shield box for a wireless DUT-CMW
connection.
. E.g. 2.00 dB for a wired DUT-CMW connection.

Note: The values for the external attenuation result from testing procedures. The
optimal setting depends on the manufacturer of the DUT.

2. Configure the section "Network" settings compatible to your DUT:
a) Check sections "Identity", "Security Settings" and NAS Signaling

b) In section "NAS Signaling" particularly:
- Enable "EPS Network Feature Support".
- Set "IMS Voice Over PS Session Indicator" to "Supported".
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B-Time

@-NAS Signaling
""" Send DNS PCO v
""" Attach Reject Cause ™ PLMN not allow
~TAU Reject Cause ™ PLMN not allow

~EPS Network Feature Support v

~IMS Voice Over PS Sess.Ind.  |Supported ¥
----- Emergency Bearer Serv. Ind. Not Supported ¥
---- Loc. Service Indicator in EPC Not Supported ¥
----- Loc. Service Indicator in CS Not Supported ¥

Fig. 6-2: LTE Signaling network settings
3. Insection "Connection”, set "Connection Type" to "Data Application".

4. Disable "Use 'Activate Testmode' Message"

Connection Type || Data Application ~

é---Testmode
i ‘-Use "Activate Testmode” Message [

Fig. 6-3: LTE Signaling connection settings

At the DAU application:
5. Press "Setup"” to open the "Setup” dialog.

6. Inthe "System" section press the "Go to config" button.
The "Data Application Control" dialog opens.

7. Switch on the DAU, unless it is already switched on (default setting).

8. Inthe “ePDG” tab, configure the ePDG settings compatible to your DUT.
a) The “ePDG IP address” within “ePDG IP Configuration”.
b) The “ID Type” and ID value within “ePDG ID Configuration”.
c) The "P-CSCF IKEv2 Attribute" and "Authentication Data" settings.

8-ePDG IP Configuration

l I----ePoG IPva Address 192.168.1.201
~1ePDG IPv6 Address fc01::1

-ePDG ID Configuration

] -ip Type ID_FQDN -

| 1D Value Epdg.rs.org

B-IKE

@-ESP

©-P-CSCF IKEv2 Attribute
~{IPv4 Type 16384
~{IPv6 Type 16386
-{IPv6 Address Length 16 ¥ Bytes

E-Authentication Data
~{IMSI 001010123456063
~{Authentication Algorithm XOR v
~1Secret Key 0001 0203 0405 0607 0809 0A0B 0COD OEOF hex
~{RAND 5555 5555 5555 5555 5555 5555 5555 5555 hex
~{AMF 0000 hex
~1Key Type OPc
~{Authentication OPc CD63 CB71 954A SFAE 48A5 994E 37A0 2BAF hex

Fig. 6-4: DAU ePDG configuration
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The ePDG identifies itself according to these settings in messages to the DUT.
9. Switch on the IMS service.
10. Switch on the DNS service.
11. Switch on the ePDG service.

Notes:

The ePDG domain depends on the manufacturer of the DUT. If the domain is unknown
there is no entry "epdg.xxx" in the DNS tab, section "Local DNS entries" -> column
"Domain”. You can find out the ePDG domain by sending a DNS request and manually
add the two domain entries. The procedures a)-d) are only required once per DUT.

a) Repeat the previous procedures 1.-9. .
b) Inthe "DNS req." tab of the Data Application Measurement dialog:

= Switch on the "DNS Requests" measurement.
. Search the "Requested Domain/Application" area in the event log for
"epdg.xxx" related domain entries.

c) Inthe "DNS" tab of the Data Application Control dialog:

= Add the two "epdg.xxx" related domain entries as requested by the DUT into
the "Local DNS Entries" -> "Domain" column.

. Check the IP address in the "IP" column. The address must be identical with
the address configured in the ePDG IP configuration dialog (see point 8.a)).

d) Proceed with step 10. above.

Client IP Requested Domain/ Resolved IP/
Application Domain

1 72221101 epdg.epc.mnc001.mcc001.pub.3gppnetwork.org|IN & + {172.22.1.201) Unknown Host

1 72221101 epdg.epc.mnc001.mcc001.pub.3gpphnetwork.ong(IN AAAR + (172.22.1.201) Unknown Host

1 72221101 north-america.pool.ntp.org IN & + (172.22.1.201) Unknown Host

172221101 north-america.pool.ntp/org IN AAARA + {(172.22.1.201) Unknown Host
72221101 connectivitycheck.andyoid.com IN A + (172.22.1.201) Unknown Host

IP
epdg.epc.mnci01.mcc001.pub.3gppnetwork.ong ePDG IPv4 address —1 192.168.1.201
epdg.epc.mnci01.mcc0D1.pub.3gppnetwork.ong ePDG IPv6 address — fci1:1

Fig. 6-5: DNS request and DNS tabs

You may have to repeat the procedures a)-e) above, when using another DUT.
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At the LTE Signaling and DAU application:
12. Switch on the LTE Signaling application in order to attach the DUT to the LTE cell.

13. Monitor the IMS registration in the "IMS" tab -> "General IMS Info" section.
The IMS client at the DUT will register to the IMS server of the CMW.

14. Start the voice or video call by dialing a random number on the DUT. The IMS
server will pick up this call as displayed in the IMS server log.

[ " Data Application Contral =N
DAL on

Overview [P Config DNS FTP HTTP IMS  ePDG

IP Multimedia Subsystem Use IMS Server: Internal IMS
General IMS Info {if Events

5 Registered UE from WLAN1 with URI: tel:5551001 and su| 1 Source  Destinafi Event Status
5@Mobile registered, UE IP address fc01:ababcdcd:efetz1 || 17:18:03 s1 Vs1 ¥ Established
84PUE is subscribed for 'reg’ event
0Registered UE from LTE1 with URI: tel:5551001 and subs
@ Mobile registered. UE IP address fc01:abah:cdcd:efe 1::1
OEPIM S Server Running
o PMGW successfully started
oM s Server Startup

Fig. 6-6: IMS registration and established VoLTE call info

Note: Dedicated bearers are not supported for WLAN Offloading over the audio board
(R&S®CMW-B400B).

At the WLAN Signaling application:
15. Make sure that the “IP Version” conforms with the DAU’s IP configuration.
16. Switch on the WLAN Signaling application.

17. Make sure that the "TX Burst Power" of the WLAN signaling application is set high
enough, e.g. -16.00 dBm, so that the DUT prefers it to the LTE network. The
WLAN connection between CMW and DUT is automatically established and the
data transfer is switched from LTE to WLAN. When connecting for the first time it
is normally necessary to connect manually at the DUT side.

At the DAU application:
18. Monitor the offloading. You can use the following sources:

. The DUT lists the access point within its list of available WLAN access points.

. In the WLAN Signaling application main view, the connection state changes
to "Associated".

. In the LTE Signaling application main view, the list of established bearers is
reduced by one entry.

. In the ePDG service main view, a new connection is listed.

19. To hand over the connection back to LTE, reduce the "TX Burst Power" at the
WLAN Signaling application, e.g. to -100.00 dBm.
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20. Monitor the process. You can use the following sources:

= The DUT lists the access point with very low power or not at all.
. In the LTE Signaling application main view, a bearer is added to the list of

established bearers.
. In the ePDG service main view, the IMS connection is released.

21. Start the throughput measurement and monitor the throughput to verify that IP

data is transmitted.
Fig. 6-7 shows a throughput measurement of LTE and WLAN IP traffic. The

stronger signal determines which RAN throughput dominates.

[ . Data Application Measurement 1 EI@ ]

|Se|ect RAM: j|

Overview  Ping  IPerf  Throughput DMNSreq. IP Logging IP Analysis/Security  IP Replay  Audio Delay

Overall Throughy RAN Throughy
kbit/s
RAN
#DL1  LTE Signaling 1 WLAN -> LTE handover LTE -> WLAN handover WLAN -> LTE handover
500 @ DL3 wWLAN Signaing 1
400 x
ann WLAN throughput LTE throughput
200
100
s
-190 -180 -170 -160 -150 -140 -130 -120 -110 -100 -90 -80 -70 -6O -50 -40 -30 -20 -10
RAN Throughput Current Average Minimum Maximum
Downlink 1 394.640 khit's 126.408 kbit's 0.000 khit's 451.224 khit/s
Downlink3 0.000 khit/'s 194.873 khit/'s 0.000 khit's 494.464 khit/s
Total Uplink 394.640 khit's 321.506 khit's 0.000 khit's 954.104 khit/s
Total Downlink 394.640 khit's 321.281 khit's 0.000 khit's 945.688 khit/s

Fig. 6-7: WLAN offloading in data throughput measurement
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7.1

End-to-End Tests for Access Point DUTs

“End-to-end” indicates that the test scenarios are not confined to WLAN conditions but
are extended to IP data exchange over WLAN. The data source and destination can
reside inside the CMW and the DUT or in connected network devices.

The following subchapters introduce three test scenarios / IP data paths with
increasing complexity:

[ Path A (one subnet test scenario):  CMW - DUT (- PC over LAN)
1 Path B (two subnets test scenario): PC - CMW - DUT - PC over LAN
1 Path C (three subnets test scenario): PC - CMW - DUT - PC over WAN

A summary of starting instructions as well as final steps, which are the same for all test
scenarios, provide the framework. Among the test principle, detailed configuration
steps and relevant parameters are described for each test.

The configuration effort becomes quite large for the more complex test scenarios. The
test scenario chapters are therefore followed by an overview of the IP settings for all
paths.

Starting Situation

1 The DUT, CMW and PC(s) are connected according to the test setup.

1 The WLAN Signaling application is configured for WLAN association with the
CMW in Station Mode (see the application note 1C106 for details [9]).

1 WLAN Signaling is in OFF state.
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7.2 One Subnet: CMW - DUT (- PC over LAN)

CMW DUT (AP) PC (optional)
WLAN
DAU Controller Slgnallng 192.168.0.103
——————————————————— DHCP Client
192.168.0.102 192.168.01 2001:db8:f1-1:b5b4:505:78d6:61bb
DHCP Client @ DHCP Server
20071:db8:ffff:1:0290:b8fFf01:fffF1 WLAN | 2001:db8:ffff:1:c66e:1fffe4f-dféa | LAN
/ [
[ ]
AN J
4
IPvd: 192.168.0.0/24
Subnet CMW - DUT (- PC) IPV6:  2001:db8:fF:1:/64
Echo Request
3 le i Dest: 192.168.0.102 i
I — L Dest: 2001b1:1.0290b81 011}
Dest: 1921680103 U '
Dest.: 2001:db8:ff:1:b5b4:5e578d6:61bb [ '

Echo Response

Fig. 7-1: End-to-end test with one subnet, Path A

7.2.1 Test Principle Path A

1 The DUT acts as access point.
1 The DAU Controller provides the IP interface on the CMW for data transmission.

1 The access point may route data between the CMW and an external network
device, here a LAN-connected PC.

[ DHCPv4 mechanism: For IP connection establishment between the DAU on the
CMW and DUT, the DHCPv4 server of the DUT is used. The CMW provides the
DAU’s MAC address to the DUT and the DUT assigns an IP address to the DAU.

CMW DUT
(Station) (AP)

L DHCPv4 — DISCOVER (Client MAC Address) ——»
«——— DHCPv4 — OFFER (Client IPv4 Address)
DHCPv4 — REQUEST (Client IPv4 Address) ———

4—— DHCPv4 — ACK (Client IPv4 Address, Subnetwork)

Fig. 7-2: DHCPv4 message sequence
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1 NDP mechanism: The IP connection between the DAU on the CMW and the DUT
is established using the Neighbour Discovery Protocol (NDP). A Router
Solicitation message from the CMW'’s DAU is sent to the DUT via NDP. In
response, a Router Advertisement message from the DUT containing the IPv6
Prefix is sent.

CMW DUT
(Station) (AP)

— —NDP — Router Solicitation (Client IPv6 Address)———»|

4——NDP — Router Advertisement (Client IPv6 Prefix)

Fig. 7-3: NDP message sequence

Note: DHCPv6, which, similarly to NDP, is used to establish an IP connection
based on IPv6, is currently not supported.

7.2.2 Configuring Path A

The IP version, which is supported by the DUT and PC, is the only relevant parameter
on the CMW. The DHCP and NDP mechanism is used for establishing the IP
connection respectively. The PC, which is LAN-connected to the DUT, causes no
additional configurations since all devices belong to the same subnet.

Configurations at WLAN Signaling on the CMW

For checking the MAC address and setting the IP version:

1. Open the configuration dialog via the "Config ..." key.

2. Expand the “Connection” node.

3. The default “MAC Address (BSSID)” is displayed and suspended.
4

Verify that “IP Version Support” is set to the IP version, which is supported by the
DUT and the PC of the same subnet.

B-Connection
----- MAC -Address (BSSID) O090B801FFF1
-- Station
--Suppurted Rates Automatic
--Management Frame Control Automatic
--Data Frame Control Automatic
--Security Disabled
--RX filter Default v
H-Trigger
ElIP Support
-1IP Viersion Support [IPv4 & 1Pv6

Fig. 7-4: IP version verification at WLAN Signaling for Path A
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Notes:

1 The MAC address is currently fixed to 00-90-B8-01-FF-F1.
This holds also for the Interface Identifier 02-90-B8-FF-FE-01-FF-F1
of the IPv6 address after conversion of the MAC address via “Modified EUI-64".
The conversion mechanism is described in chapter 2.2.

1 When selecting "IP V4 & V6" in "IP Version Support", the channel bandwidth of
the IP data channel is shared by both IP versions. This has no effect on the net
data rate of the channel.

Configurations at the DAU Controller on the CMW

No IP configuration is required at the DAU Controller on the CMW. IP configuration is
relevant for the static IP connections used in Path B and Path C.

Configurations at the PC at the DUT side

Check the IP version, which is supported by the PC at the DUT side. No IP
configuration is required here, since there is one subnet only: CMW - DUT - PC.

Configurations at the DUT

Check the IP version, which is supported by the DUT. No IP configuration is required
here, since there is one subnet only: CMW - DUT - PC.
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7.3 Two Subnets: PC - CMW - DUT - PC over LAN

CcMW DUT (AP)
200.10.10.11 )
o (static) DAU Controller WLA.N
feh1:cafe:2 Signaling 3
——————————————————— Route:
192.168.0.103
LAN | 200.10.10.10 200.10.10.0124
) b o e 2001:db8:f-1:b5b4:5e5:78d6:61bb
=/ (static) @
’ : 192.1680.102 | | WLAN 192.168.0.1 LAN
2001:0b8:A:1:0290:b8fe01:77F1 2001:b8:f:1:066e: 1ffFfedf diBa 7/ \
=

L 1

AN J \ J
Y Y
IPv4:  200.10.10.0/24 IPv4: 192.168.0.0/24
SubnetPC - CMW 1o e optcafer/64 Subnet CMW - DUT (- PC) i apn1gbgit:/os
Echo Request

] [ iDest: 20010.10.11 |
L _____1% iDest: fcbtcafe: 264 |
Dest: 192.168.0.103 | Tttt K

Dest. 2001:db8:ffff.1:b5b4:5e5f.78d6:61bb |

Echo Response

Fig. 7-5: End-to-end test with two subnets, Path B

7.3.1 Test Principle Path B

The characteristics of Path A apply to the CMW - DUT - PC subnet, additional
properties:

1 A PC is the end of the IP data path at the CMW side. The PC represents an
external network. So, the end-to-end path comprises two subnets:
Subnet PC - CMW and Subnet CMW - DUT (- PC).

1 The DAU of the CMW routes IP data between this PC and the DUT side. It acts as
IP gateway separating the CMW-internal IP network from the external IP network.
The gateway address at the PC is the DAU’s IP address.

1 The IP connection between this PC and the DAU relies on a static IP configuration
(no use of DHCP and NDP).

1 For routing IP data packets from the PC at the DUT side to the PC at the CMW
side, the DUT needs routing information (the destination is in an external
network). The IP address of Subnet PC - CMW has to be set on the DUT.

7.3.2 Configuring Path B

The IP version, which is supported by the devices of the two subnets, is relevant on the
CMW. Static IP configuration (LAN) is required for the PC - CMW subnet.
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Configurations for Subnet CMW - DUT - PC

At WLAN Signaling on the CMW

For checking the MAC address and setting the IP version, which is supported by the
devices of the two subnets, proceed in the same way as described for Path A. No
additional configuration is required here.

On the PC at the DUT side

Check the IP version, which is supported by the PC at the DUT side. No IP
configuration is required for the CMW - DUT - PC subnet, since the DHCPv4 and NDP
mechanism is used for this purpose respectively.

At the DUT

Check the IP version, which is supported by the DUT. No IP configuration is required
for the CMW - DUT - PC subnet, since the DHCPv4 and NDP mechanism is used for
this purpose respectively.

Configurations for Subnet PC - CMW

At the DAU Controller on the CMW
For establishing the static IP connection (LAN) of the PC - CMW subnet:

1. To open the "Data Application Control" dialog, press "Setup”, and in the "Setup”
dialog in the "System" section press the "Go to config" button.
The "Data Application Control" dialog opens.

IPv4 settings at the DAU for the PC - CMW subnet (for IPv6 settings go to 4.):
2. Press the "Config" hotkey and select the "IPv4 Address Configuration" tab.

3. Select "Static IP Config" for “IPv4 Address Configuration”.
Within the “Static IP Config” section enter the desired “IPv4 Address” of the DAU
and the “Subnet Mask” for the PC - CMW subnet (the same subnet mask as at the
PC — usually 255.255.255.0 which is the default value). Enter the PC’s IP address
as the “Gateway IP”.

IPv4 Address Configuration | IPv6 Address Configuration |

é-----IP\M Address Configuration Static IP config v
a- Static IP Config
~{(IPvd Address 200.10.10.10 |- /Pv4 address of the DAU
[g“:'“et M:’:k 222‘21%5;205‘:"10 IPv4 address of the PC at
- Gateway -10.10. the R&S*CMW side

Fig. 7-6: End-to-end configuration at the DAU Controller: IPv4 routing Subnet PC - CMW

Note: The “Gateway IP” parameter is not relevant for Path A, since the IP address of
the PC at the CMW side is assigned automatically.
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IPv6 settings for the PC - CMW connection (LAN):
4. Press the "Config" hotkey and select the "IPv6 Address Configuration" tab.

5.  Within the “LAN IPv6 Address Configuration” section select "Static IP Config" for
“Type”. Open the “Static Configuration” branch and enter the desired “IPv6
Address” of the DAU.

IPv4 Address Configuration IPv6 Address Configuration

ElLAN IPv6 Address Configuration

| —Type Static IP config Y%
’ 8- Static Configuration

(1P Address fch1:cafe::1/64 |— IPv6 address of the DAU

1 “~Default Router fcb1:cafe::2

Fig. 7-7: End-to-end configuration at the DAU Controller: IPv6 routing Subnet PC - CMW

On the PC at the CMW side

As an example for configuration tasks on the PC at the CMW side a step-by-step
procedure is given for a Windows workstation.

For establishing the static IP connection (LAN) of the PC - CMW subnet:
1. Connect the PC to the CMW with a LAN cable (“LAN DAU” port).

2. Start with the Windows “Start” button, select the "Control Panel", then "Network
and Internet" and "Network and Sharing Center".

3. Click on the "Change adapter settings" link on the left.

@'\«/ﬂﬂ t¥ <« All Control Panel ltems » Metwork and Sharing Center

Control Panel Home . . .
View your basic network infor

IChanqeadapter settinqsl *.L

e —

Change advanced sharing

B tings PC_001 '

(This computer)

Fig. 7-8: Network and Sharing Center at the PC with MS Windows 7

4. Double-click “Local Area Connection”.
The “Local Area Connection Properties” window is opened.

5. Depending on the IP Version support of the PC choose one of the following:
Click at “Internet Protocol Version 4 (TCP/IPv4)” or “Internet Protocol Version 6
(TCP/IPv6)” to highlight it and then click the "Properties" button.

IPv4 settings (for IPv6 settings go to 9.):

6. Enter the desired “IP address” of the PC and the “Subnet mask” (the same subnet
mask as at the DAU Controller — usually 255.255.255.0, which is the default
value).

7. For the “Default gateway”, enter the DAU'’s IP address on the PC - CMW subnet.
8. Click “OK".
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IPv6 settings:

9.

10.
11.

12.

Enter the desired “IPv6 address” of the PC.
Set the “Subnet prefix length” to “64”.

For the “Default gateway”, enter the DAU’s IPv6 address on the PC - CMW
subnet.

Click “OK”.

Issues on the PC during remote operation

Note that the PCs may not be remote connected to another network, e.g. a corporate
network. Otherwise it cannot be ensured, that the IP data is routed to the desired
destination within the IP data path. As an example, this is illustrated for a Windows PC.

On a Windows PC connected to a corporate (external) network:

Routing of the IP test data into the corporate network is possible. This can be
avoided with additional testing routes on the PC to ensure that the IP traffic is
routed into the test network, i.e. the desired subnet.

Network bridging on Windows PCs can cause mixing of the test and the corporate
network, which in most cases is not desired. Make sure that the IT division in
charge of the corporate network is aware of this issue.

-
Internet Protocol Version 4 (TCP/IPv4) Properties M

r =
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings. %

Obtain an IP address automatically

@ Use the following IP address:
. IPv4 address
IP address: of the PC 4{ 200. 10 . 10 . 11 J
2

556.266.255. 0

Subnet mask:

Default gateway: i;zg:g%ss 4{ 200. 10 . 10 . 10 ]

Obtain DNS server address automatically
Obtain DNS server agaress automaucall

@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[T validate settings upon exit

Fig. 7-9: IP settings on a Win 7 PC: IPv4 routing Subnet PC - CMW
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You can get IPv6 settings assigned automatically if your network supports this capability.
Otherwise, you need to ask your network administrator for the appropriate IPv6 settings.

(©) Obtain an IPv6 address automatically
(@) Use the following IPv6 address:

Subnet prefix length:

Default gateway:

Obtain DNS server address automatically

(@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

validate settings upon exit

Fig. 7-10: IP settings on a Win 7 PC: IPv6 routing Subnet PC - CMW
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7.4 Three Subnets: PC - CMW - DUT - PC over WAN

CcMW DUT (AP)
200.10.10.11 WLAN
DAU Controller . "
fcb1:cafe::2 (static) Signaling
Route:
LAN | |200.10.10.10 200.10.10.0/24 128.30.0.20 ()
fcb1:cafe::1 feb1:cafe::/64 fc01:abab:cdcd:efe1::2
. (static) Route:
128.30.0.0/16 128.30.0.10 | WAN
fc01:abab:cdcd:efe1::/64 fc01:abab:cdcd:efe::1
WLAN (static) e
192.168.0.102|_| 192.168.0.1
2001:db8:fff:1:0290:b8ff:fe01:fff1 2001:db8:fff-1:c66e:1ffffe4f df6a
J J
Y Y
IPvd:  200.10.10.0/24 1Pv4: 192.168.0.0/24 IPv4: 128.30.0.0/16
Subnet PC - CMW o 6. ohi-cafe:/64 Subnet CMW - DUT oo 0g1:abe:1:/64 Subnet DUT - PC o 6. oo .ababicdectefe /64

Dest. 128.30.0.0/16
Dest.: fc01:abab:cdcd:efe1::/64

Echo Response
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7.4.1

7.4.2

Echo Request

Fig. 7-11: End-to-end test with three subnets, Path C

Test Principle Path C

The characteristics of Path A and Path B are still valid, additional properties:

The PC at the DUT side is WAN-connected to the DUT and represents an
external network. So, the end-to-end path comprises three subnets:
Subnet PC - CMW, Subnet CMW - DUT and Subnet DUT - PC

The DUT - PC connection (WAN) has to be configured via IP addresses and
subnet masks. The IP configuration is static, DHCP / NDP is not used.

The DUT acts as gateway for routing IP data packets from the WAN PC to the
CMW. So, the gateway address needed at the WAN PC is the DUT’s IP address
for the DUT - PC subnet.

The route to the DUT - PC subnet is set at WLAN Signaling and is CMW-internally
forwarded to the DAU controller, which is responsible for routing. This required for
routing IP data packets from the PC at the CMW side to the PC at the DUT side.

For routing data in the opposite direction from the PC at the DUT side to the PC at
the CMW side, the required route (the address of the PC - CMW subnet) has to be
set at the DUT.

Configuring Path C

The IP version, which is supported by the devices of the two subnets is still relevant on
the CMW. In addition static IP configuration becomes relevant for the external
PC - CMW subnet.
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Configurations for Subnet CMW - DUT

At WLAN Signaling on the CMW

For checking the MAC address and setting the IP version, which is supported by the
devices of the three subnets, proceed in the same way as described for Path A.

Note: Additional routing information at WLAN Signaling is required for routing IP data
packets from the PC at the CMW side to the PC at the DUT side. Since this applies to
WAN IP configuration of the DUT - PC subnet, further configuration steps are given in
the configuration section related to this subnet.

At the DUT

Check the IP version, which is supported by the DUT. No IP configuration is required
for the CMW - DUT subnet, since the DHCPv4 and NDP mechanism is used for this
purpose respectively.

Notes:

1 Additional routing information at the DUT is required for routing IP data packets
from the PC at the DUT side to the PC at the CMW side. Since this applies to IP
configuration of the LAN-connected PC in the PC - CMW subnet, further steps are
given in the configuration section related to this subnet.

1 Static WAN I[P configuration at the DUT for the DUT - PC subnet is described in
the configuration section related to this subnet.

Configurations for Subnet PC - CMW

At the DAU Controller on the CMW
For establishing the static IP connection (LAN) of the PC - CMW subnet:

A detailed procedure for the static IP configuration is already given in the previous
subchapter 7.3.2 for the same subnet of Path B. A short summary is given in the
following.

Relevant parameters at the DAU Controller on the CMW:
1 “IPv4 Address” / “IPv6 Address”: This is the IP address of the DAU controller.
1 “Subnet Mask”: This parameter is for IPv4 support only and is the same at the PC.

[ “Gateway IP”: This is the IP address of the PC within the subnet.

On the LAN-connected PC at the CMW side

A detailed procedure for the static IP configuration is already given in the previous
subchapter 7.3.2 for the same subnet of Path B. A short summary is given in the
following.
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Relevant parameters on the PC:
1 “IP Address”: This is the IPv4 / IPv6 address of the PC.
1 “Subnet Mask”: This parameter is for IPv4 only and is the same at the DAU.

1 “Default gateway”: This is the IP address of the DAU within the subnet.

At the DUT

For routing IP data packets from the PC at the DUT side to the PC at the CMW side
the DUT needs routing information (the destination is an external network).

Relevant parameters on the DUT:

1 IP route / destination: This is the IPv4 / IPv6 address of the PC - CMW subnet.

1 Subnet Mask: This parameter is for IPv4 only and linked to the PC - CMW subnet.
1 Prefix Length: This parameter is for IPv6 only and the default value is 64.

1 IP Gateway: This is the IPv4 / IPv6 routing address of the CMW - DUT subnet.

Configurations for Subnet DUT - PC

The IP connection between the DUT and the WAN-connected PC is static. Therefore
the same configuration steps as for the static IP connection (LAN) of the PC - CMW
subnet can be applied.

In addition routing configuration at WLAN Signaling of the CMW is described.

At the DUT
For establishing the static IP connection (WAN) of the DUT - PC subnet:
1. Select static IP configuration

2. Enter the IP address of the DUT for the DUT - PC subnet, the subnet mask and
the default gateway (= IP address of the PC).

Note: This procedure holds for both IP versions.

On the PC at the DUT side
The static IP connection (WAN) is configured accordingly on the PC at the DUT side:

» Enter the IP address of the PC for the DUT - PC subnet, the subnet mask and the
default gateway (= IP address of the DUT).

Note: This procedure holds for both IP versions.
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At WLAN Signaling on the CMW
For routing IP data from the PC at the CMW side to the PC at the DUT side:

1. Expand the “Data End To End” node and the “IP Routes List”.

2. Enable “Route Address 1” and enter the IP Route, i.e. the subnet address of the
DUT — PC subnet. The procedure is the same for both IP versions.

E;J»'C‘nnnecﬂon
i —Connection Mode
i~SSID Connection

* Auto Connect  Manual
@ Any  SSID
IEEE 802.11q

!
: i“Standard
[ |-MAC Address (BSSID)

0090B801FFF1 hex ]

B-Supported Rates

i-Management Frame Rate Control
©-Data Frame Rate Control
l:ﬂ—Secullty

| “RX filter

$-th| er

{
|
i
|
t
1}
|

Default v

" IP Version Support

IP V4 & V6 ~ ]

B-Packet Generator
8-Data End To End

£-1P Routes List Enable IPV4 Route / Mask (bit) IPV6 Route / Mask (bit)

[ | ~Route Address 1 v 128. 30. 0. 0/ 16 fcO:abab:cdcd:efet:/ 64 |
~Route Address 2 - 0 .0 .0.0/11 = /1
—~Route Address 3 [ 8 % 0%: 8% 021 = /1
—~Route Address 4 C] 0 .0.0.0/1 ‘M

| “~Route Address 5 r 80 .0 .0.07% 1

Fig. 7-12: End-to-end configuration at WLAN Sig.: IP routing Subnet DUT - PC

Issues on the PC during remote operation

The routing issues described for Path B are also valid for the PCs in Path C.
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IP settings for all paths

7.5 Routing Configuration Summary

Due to the extensive configuration effort required for End-to-End testing, an overview
with IP settings is given in the table below. These settings were successfully used for
DUT performance testing.

PC (- CMW)
via LAN

DAU

‘ DUT

PC (- DUT) via LAN
/ WAN

Path A

IPv4 address

IPv6 address
Path B

IPv4 address

Subnet Mask

IPv6 address

Subnet Prefix
Length

Default
gateway

Path C

IPv4 address

Subnet Mask

IPv6 address

Subnet Prefix
Length

Default
gateway

Autom. via
DHCPv4

Autom. via NDP

200.10.10.11

255.255.255.0
fcbl:cafe::2/64

64

DAU's IP
address

200.10.10.11

255.255.255.0
fcbl:cafe::2/64

64

DAU's IP
address

Autom. via
DHCPv4

Autom. via NDP

200.10.10.10

255.255.255.0
fcbl:cafe::1/64

64

PC (- CMW)'s
IP address

200.10.10.10

255.255.255.0
fcbl:cafe::1/64

64

PC (- CMW)'s
IP address

Autom. via DHCPv4

Autom. via NDP

192.168.0.1
(LAN autom.)

200.10.10.0 (LAN static)
255.255.255.0
2001:db8:ffff:1::/64
(LAN autom.)
fcbl:cafe::/64

(LAN static)

64

PC (- DUT)'s IP address

192.168.0.1
(LAN autom.)

200.10.10.0
(LAN static)

128.30.0.10
(WAN static)

255.255.255.0

2001:db8:ffff:1::/64
(LAN autom.)

fcbl:cafe::/64
(LAN static)

fcOl:abab:cdcd:efel::/64
(WAN static)

64

PC (- DUT)'s IP address

Table 7-1: Example configuration for IP connection settings, all paths

192.168.0.103
(LAN autom.)

255.255.255.0

2001:db8:ffff:1::2/64
(LAN autom.)

64

DUT's IP address

192.168.0.103
(LAN autom.)

128.30.0.20
(WAN static)

255.255.255.0

2001:db8:ffff:1::2/64 (LAN
autom.)

fcOl:abab:cdcd:efel::2/64
(WAN static)

64

DUT's IP address
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7.6 Final Steps

IP connection verification

On the CMW, at the WLAN Signaling application (all paths):

1.

Switch on the WLAN Signaling application.

The WLAN connection between CMW and DUT is established. The DAU receives

its IP configuration from the DUT.

On the CMW, at the DAU application (all paths):

2.

For verifying that the IP connection between CMW and DUT is working
(“Ping” measurement):

a)
b)

c)

d)

e)

f)

a)
h)

Find out the IP address of the DUT (on the CMW - DUT subnet).

Press the MEASURE key to open the "Data Application Measurements"
dialog.

Enable "Data Appl. > Measurements" and press "Data Meas" on the task bar
at the bottom.

At the top of the "Data Application Measurements” dialog select the WLAN
Signaling application at "Select RAN".

Activate the Ping measurement (via the "Measurement Controller" dialog,
entry "Data Appl. > Measurements") and access the “Ping” measurement tab
(via Task bar).

For "Destination IP" enter the IP address of the DUT.
Start pinging the DUT.
Verify that the DUT replies the Ping requests. Then stop pinging.

Starting IP data transmission

At a connected PC:

3.

Start IP data transmission to the desired target (IP address!) according to your
needs.
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8

8.1

Message Log Analysis with CMWmars

CMWmars is a comprehensive message analysis tool for all CMW signaling
applications. It provides access to all information elements of all protocol layers of the
most important mobile radio standards, including WLAN and the IP layer.

The tool executes both online message analysis during e.g. a protocol test and offline
message analysis of message log files. The message log contains detailed peer-to-
peer and inter-layer message information. For offline log file analysis the license-free
CMWmars Viewer and the MCT-Message Recorder software tools are sufficient.

WLAN message log analysis

Designation/Solution License Key Features
MCT-Message Recorder and | Online message recording

) License-free ) )
CMWmarsViewer Offline analysis of message logs

. Off- and online analysis of message logs

CMWmars Basic R&S CMW-KT021 . .
Basic protocol analysis

R&S CMW-KT021 and | Off- and online analysis of message logs

R&S CMW-KT023 Advanced protocol analysis
Table 8-1: WLAN message log analysis solutions

CMWmars Advanced

The following sections provide procedures at the MCT Message Recorder (log
recording) and CMWmars (log analysis). The steps for offline message log analysis are
identical at CMWmars and at the CMWmars Viewer. Both applications are referred to
as CMWmars in the following. Note that online and advanced analysis are not covered
by the CMWmars Viewer. For detailed information about features of the message
analysis tools, see the CMWmars user manual [8].

Getting Started

Installation and Setup

1. Download CMWmars and the MCT-Message recorder from the R&S GLORIS
customer web portal [3] and install the software on a customer PC as described in
the appendix to this document. The PC is used for logging.

2. Connect the PC and the CMW with an Ethernet cable using the LAN switch on the
rear panel of the CMW. The test setup is described in chapter 3 (Fig. 3-5).
It is recommended to use a direct connection between logging PC and CMW.

At the WLAN Signaling application
3. In section "Message Monitoring" of the WLAN signaling configuration dialog:
a) Activate "Add WLAN Signaling to logging".
b) Inthe "Logging PC IPv4 Address" list, select an IP addr. for the logging PC.

l;j"Message Monitoring

~{Add WLAN Signaling to logging [~
“~Logging PC IPv4 Address 172.22.5.2 v |—IP address of the PC

F.ig. 8-1: Network configuration at WLAN Signaling
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At the logging PC

4. Configure the same IP address at the network adapter of the logging PC, e.g.
172.22.5.2.

Notes on IP settings at the CMW Base and the WLAN Signaling application:
1 If you want to use a different network ID for the PC-CMW subnet:
a) Openthe CMW "Setup" configuration dialog.

b) Inthe section "Misc" select "IP Subnet Config" to open the "IP Subnet
Configuration" dialog.

c) Inthe "Subnet Node" select the "Network Segment” node.

d) Inthe "Network Segment" list, select the network ID that you need and press
"Apply".
The Firmware will restart in case you change the network 1D, the "Subnet
Mask" stays fixed to 255.255.0.0.

IP Subnet Configuration
- Subnet Node

----- Node Name CMWA5D050-104086
----- Node Type CMw

""" Node ID 1 -

----- Node Description My ChIVY

E-Network Segment
“Network Segment |1?2.22.—.—

‘-Subnet Mask Nl 255.755.0.0
----- Confirm E Apply ‘ Undo |

Fig. 8-2: Network ID settings in IP subnet configuration

1 If you're using a CMW without Data Application Unit (DAU):

a) Select the "IPv4 Interface" section in the WLAN Signaling configuration
dialog.

b) Configure the IP address settings and "Subnet Mask" as you need them.
The "Default Gateway" address is the IP address of the PC.

c) Switch off the DHCP server.
8- IPv4 Interface

P Address - Stack 172.22.'5.:50
IP Address - Destination 175.22.5.10
Subnet Mask 255.255.0.0
Default Gateway IP address of the PC
DNS Server 10. 0. 2. 166
“IDHCP [@off| ~On

Fig. 8-3: IP settings at WLAN Signaling for a CMW without DAU

Starting CMWmars

5. Click "Start > All Programs > R&S Protocol Test Tools > CMWmars" on the
Windows desktop menu.
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8.2

The CMWHtools starts. The "Welcome" view shows all installed applications (Fig.
8-4).

Note: After loading a message log file, the "Table" view tab is added left to the
"Welcome" view tab. The "Table" view shows detailed log information (see Fig. 8-7).

6. Click "CMWmars" on the left to show available commands on the right.

B cMwtools - Welcome — [m] x
File Edit CMWmars Tools Window Help

LEHRACEEmrSRE Lt mE T (T T v[‘[ Mwmars
——
| |GeTe ofol

|defaurmsc T, T

. CMWmars > —{ Displays available commands at CMWmars. @ @

Message Tree w 0 X }Bit - QX

[ GoTo Jo
Details

® @

No messages to display!

TaMessage Tree | O search

Fig. 8-4: CMWtools "Welcome" window with CMWmars default view

1 = "Welcome" view: shows all installed applications

2 ="MSC" view: visualizes the message flow between the network (CMW), protocols and the DUT
3 ="Message Tree" view: shows message details in a tree-like representation

4 = "Bit" view: shows the message details on bit level

Recording and loading a message log (offline analysis) or monitoring the exchange of
messages between the CMW and the DUT (online analysis) is described in the
following chapters.

Recording Message Logs

This chapter describes how WLAN message logs can be recorded and saved in a file
with the MCT Message Recorder.

Starting Situation
1 The logging PC is LAN connected to the CMW as described in chapter 8.1.

1 The MCT Message Recorder is installed on the logging PC. The installation of the
MCT Message Reocrder is described in the appendix to this document.
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Procedures
At the logging PC

1. Click "Start > All Programs > R&S MCT Message Recorder > MCT Message
Recorder " on the Windows desktop menu.
The MCT Message Recorder starts.

2. Open an empty log file, where the message log information is stored in.
The MCT Message Recorder as well as the Legacy Message Analyzer (option
R&S®CMW-KTO011) use the same log file extension .msglog.

3. Inthe toolbar, press the recording icon to start message recording.
At the WLAN Signaling application

4. Switch on WLAN Signaling.

At the MCT Message Recorder

5. Verify that the MCT Message Recorder is connected to the WLAN Signaling
application.
In this case, the "Message Count" is higher than 0 in the "Message Recording
Statistics” result summary (Fig. 8-5).

6. Inthe toolbar, press the stop icon to stop message recording.
The current message log file is automatically saved. The size, name and directory
of the log file are displayed in the "Message Recording Statistics" result summary.

- —
Al Message Recorder ol

File Control Toals Help

duem HNES

lStart message forwarding to CMWmars to enable online message viewing in CMWmars. ‘

lStart CMWmars offline analysis of recorded data in the currently used message log ﬁIe.‘

‘Status icon, Start / Pause and Stop message recording.

Open and save a message log file Message Recording Statistics
(.mslog) before message recording.

Elapsed Time [s]:

Message Counk:

Size of Message Log [kB]:

Message Log:

DatmpiLogging Monitoimsglog-20.07.2016-03. msglog

lDirectory and name of the message log file.

e

Fig. 8-5: MCT Message Recorder GUI and basic functions
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8.3 Analyzing Message Logs

When using analyzing WLAN message logs for the first time it is useful to load
predefined settings to filter only relevant log information of the used RAT.

CMWmars provides predefined column sets in the "Table View" (Fig. 8-7), particularly
a column set for WLAN message log analysis. As soon as a column set is loaded its
column configuration is kept. The following procedures are only needed once.

Loading a WLAN column set
1. Onthe "Welcome" or "Table" view toolbar, click the "Column Set" button.
2. Click the "Browse" button. A dialog box opens.

3. Browse for a column configuration file .rscol, and then click "Open".
CMWmars provides WLAN 1, WLAN LTE and WLAN Overview column sets by
default. You can use the WLAN Overview column set for basic log analysis.

Note: The predefined column sets are realized as formulas. You are prompted to
import them.

4. Click "OK" to import the WLAN column set.

Result: The column configuration is applied to the "Table" view and saved for all future
log analysis purposes.

You can further customize and save the column configuration as you need it. See the
CMWmars user manual for more information [8].

Irmport Formulas for Colurmn Set "WLAN_ Ovepsd ew'

The column set contains following formula(s), which will be imported into the Formula Manager:

Forrmula in File

Imported as

Action

IMAC Address
ZignalQuality [dB]
BurstPower [dBm]
Dzta Rats

Message Size [bytes]

IMAC Address (2]
ZignalOuality [dB] [2]
BurstPower [dBm] |3}
Dzta Rata |2

Messags Size [bytes] {1]

Crests formula with new nams
formula with new nama
formula with new nama
formula with new nama

stz formula with new nama

oK

Fig. 8-6: Loading a WLAN column set

Loading a Message Log offline (license-free)

1. Select "File > Open" from the CMWmars menu.

2. Browse to the <test_results> folder where the message logs from the MCT

Message Recorder are stored by default. The <test_results> path depends on the
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type of instrument and operating system, e.g.:
C:\Users\Public\Documents\Rohde- Schwarz\TestResults\MCT Mes
sage Recorder Log Files\802.l1lac VHT 40MHz.rsmslog

3. Select a message log file with extension . rsmsglog or .msglog and click
"Open".
CMWmars proprietary message log files have the extension . rsmsglog. Legacy
Message Analyzer (option R&S®CMW-KT011) and MCT Message Recorder
message logs have the extension .msglog. CMWmars automatically converts
these log files to . rsmsglog files, when they are loaded into CMWmars.

Result: The file is loaded and the CMWmars views are populated.
The default views are "Table", "MSC", "Message Tree", and "Bit". In the following,
WLAN message log analysis is given referring mainly to the "Table" view. For a

detailed description of the other views, see the CMWmars user manual.

- CMWtools - C\U: Public\Doc: Rohde-Schwarz\T ACT_Message_Recorder_Log Files\802.11ac VHT_40MHz.rsmslog - a X
File Edit CMWmars Tools Window Help |
s \/ N 5 g 1 = [ 0xa TN [T N B g i B ] e
@ xBhe B[ EHRNEEBRE PR LB | L% % 005G [0 [iOm: - awmes
80 40 Welcome MSC v X
Untitied column set w @ | | © |GoTo 1,418/1,994 | Untitied* w T Ty Toe Q || @ 6ol 1,418/1,994)
Di... Id Time Stamp  Time Span RFN  Protocol | Layer SAP Service Primit...| Pf untitied* w T T Ty
8 1205 | 16:03:29519 |24:13.327.838.000 | Wian | MacLayer | MAC Frame Control Req | A Time Samp | UE [ waw |
A [ 1206 | 16:03:29519 |24:13.327.887.000 | O Wian | MacLayer | MAC Frame Data ind__ 1D 1205 Ak
| 1207 03:29.550 | 24:13,358.865.000 | 0 Wian | MacLayer | MAC Frame Req  |B i -
| 8 [1208 | 16:03:29.653 | 24:13.461.256.000 | 0 Wian | Mgs=eg__| MAC Frame Req  |B i !
A [ 1209 666 | 24:13.474.295.000 | O Wian |f "\ | MAC Frame Ind A 1206 Data Frame
|8 [1210 | 160329666 |24:13474.388.000 | O wian | 1 )/ Mac Frame Control Rea |A 150329518
A [1211 | 16:03:29.666 | 24:13.474.554.000 | 0 Wian |\ /| LiCMessage | Data ind fiD=tasulsme=tasDatal
N 1213 | 16:03:29.666 | 24:13.474.570.000 | O [Wian | LLOwwy® | LLC Message Data Ind 1207 Beacon
A [ 1214 [ 16:03:29.666 | 24:13.474.572.000 | 0 |Wian | MacLayer | MAC Frame SMPDU ind 16:03:29.550
A [ 1216 | 16:03:29.666 |24:13.474.603.000 | 0 [Wian [LLCLayer |LLCMessage | Data Ind :
1208 Beacon
A [1218 16:03:29.666 | 24:13.474.615.000 | O Wian LLC Layer LLC Message Data Ind
A 1220 | 16:03:29.666 |24:13.474.628.000 | O |Wian | LLCLayer | LLC Message Data Ind 16:03:29.653
e 2 = — = = 1208 Action;ADDBA Request
5 —
Message Tree - 3 x Isit v x || 160329666
ID=1180 TS=1969-12-3116:03:28.962 RFN=0 MDDB=wlan_all3.70 ) GoTo 1D-1180 TS=1969-12-3116:03:28.962 Ret fi 1210 Ack
-
Line=1/100 Byte Bitstream Identifier 16:03:29.666
Details 0 ASP for WLAN MAC Fra 1211 LLC Message_Data_ind
BmF 0 |ASPHeader
5 imiFormat = VHT (5) : s ey
= =mVHT g oooommo; Time[s] 16:03:29.666 1Py
BEmMcs=(3) 2 (10100101 1213 LLC Message_Data_ind
MichBandwidth = 40 MHz (1) 3 |11100000 16:03:29.666 = g
B GROUP_ID = (0) 2 (01000110 Time(ms) { lM,ICMM,TvpeTRouter
I PARTIAL_AID = (0) 5 100100011 1214 MAC Frame_S-MPDU_ind
B PSDU_LENGTH = (105) 6 11111101 :
BNUM_STS = (1) 7 11100000 o { DataSubtype = Qc_os-cata (
8 00000000 | RFN 1216 LLC Message_Data_Ind
5

Fig. 8-7: CMWmars GUI default view (offline mode)
1 ="Table" view: shows the message log in a table representation
2 ="MSC" view: visualizes the message flow between the network (CMW), protocols and the DUT
3 ="Message Tree" view: shows message details in a tree-like representation
4 = "Bit" view: shows the message details on bit level

Applying afilter

nnnnannn R ——
TaMessage Tree | Q Search
® 2 mismatched MDDBs

Applying a filter to the "Table" view reduces the amount of displayed messages and
thus the amount of messages you have to cope with. Filtering is performed by using
filter commands on the shortcut menu.

1. Right-click a message value to open the shortcut menu.
It depends on the selected row and column which filter commands are shown, for
example: "Hide all service: <selection>" and "Show only service: <selection>"
where <selection> is the protocol or part of the protocol or the selected value.

2. Select the filter you want to apply, e.g. Hide all service: [UPLANE]. [UPC].
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Result: The filter is applied to the "Table" view. Fig. 8-8: shows a message log before
and after filtering. In the "Table" view, messages from the UPC layer were filtered out
from a WLAN 802.11ac VHT 40 MHz signal.

. CMWtoels - ChUsers\Public\Documents'\Rohde-Schwarz\TestResults\MCT_Message_Recorder_Log_Files\80211ac_VHT_40MHz rsmslog -

i T% % %%%% |

@ xBhe -8 [[hH

Untitled column set* w (@) ||/ | @ |Goo| 1994/1,994|untitied w T T T,
Di... |id Time Stamp | Time Span REN Protocol | Layer SAP Service Primiti... PDU Auxiliary |
S 1206 | 160329519 2413327 838000 | 0 Wian | MacLayer | MAC Frame Contral Req | Ack -
| A | 1206 | 16:03:29.619 | 24:13.327.887.000 | 0 Wian | MacLayer | MAC Frame Data ind | Data Frame DataSubtype = Q0S-D
8 (1207 | 16:03:29.550 | 24:13.368.856,000 | 0 Wian | Maclr — -~ e e
84 [ 1208 | 16:03:29.653 | 24:13.461.255.000 | 0 Wian [Mact; 2 Show onlyService : [UPLANE]UPC] 7]
| N [ 1205 | 16:03:29.665 |24:13.474.295.000 | 0 Wian | MacL{ € Hide all Service : [UPLANEI[UPC] |— Fere L LPLARE” and .URC™
|8 [1210 | 16:03:29.666 |24:13.474.388.000 | 0 Wian | MacLi :
E.l 24:13.474.554.000 | 0

LLC Lt [F Add [1212] to Bookmarks

il hib == ifii Delete [1212] from Bookmark
24:13.474.570.000 s | Pelece [1212] from Bookmarks IPV6ICMPY6Type =R

1214 16:03:29.666 | 24:13.474.572.000 | 0 Wian | MacLi

Goto TTCN-3 Source

(A Tiae | isoazses 413474809060 [0 [ Win LG o o011 o encompare

Copy to Clipboard Cri+C
Simple Copy to Clipboard Cri+Shift+C

&) Evaluate [1212] as Mismatch

I NI Ty ey Tiea 1

Untitled column ser w (& ||| €@ |GoTo 1,418/1,994| Untitled* w T T Ty

Di... | Time Stamp | Time Span RFN | Protocol | Layer SAP Servi Primiti... | PDU Auxiliary |
1 1205 16:03:29.519 | 24:13.327.838.000 | O Wian Mac Layer | MAC Frame Control Reg Ack -
_a 1206 16:03:29.519 | 24:13.327.667.000 | 0 ‘Wian Mac Layer MAC Frame Data Ind Data Frame DataSubtype = QoS-D
_i 1207 16:03:29.550 | 24:13.358.855.000 | 0 ‘Wian Mac Layer | MAC Frame M t Reg B
_i 1208 16:03:29.653 | 24:13.461.255.000 | 0 ‘Wian Mac Layer | MAC Frame M t Reg B
_a 1209 16:03:29.666 | 24:13.474.295.000 | O ‘Wian Mac Layer | MAC Frame M it Ind Action;ADDBAReq
_i 1210 16:03:29.666 | 24:13.474.388.000 | 0 Wian Mac Layer | MAC Frame Control Reg Ack
_i 1211 16:03:29.666 | 24:13.474.554.000 | 0 Wian LLC Layer LLC Message Data Ind P4,
_i 1213 16:03:29.666 | 24:13.474.570.000 | O Wian LLC Layer LLC Message Data Ind IPvEICMPvE; Type=R
_a 1214 16:03:29.666 | 24:13.474.572.000 | 0 ‘Wian Mac Layer MAC Frame S-MPDU Ind DataSubtype = QoS-D
_, 1216 16:03:29.666 | 24:13.474.603.000 | O Wian LLC Layer LLC Message Data Ind IPv4,
_, 1218 16:03:29.666 | 24:13.474.615.000 | 0 Wian LLC Layer LLC Message Data Ind IPv4;
_, 1220 16:03:29.666 | 24:13.474.628.000 | 0 Wian LLC Layer LLC Message Data Ind IPv4;
_, 1222 16:03:29.666 | 24:13.474.641.000 | O Wian LLC Layer LLC Message Data Ind IPv4;
_i 1223 16:03:29.666 | 24:13.474.641.000 | O Wian Mac Layer | MAC Frame Control Req Ack
_a 1226 16:03:29.666 | 24:13.474.696.000 | 0 Wian Mac Layer | MAC Frame Data Ind Data Frame DataSubtype = QoS-D ]

A 1220 16:03:29.666 |24:13.474.759.000 [ 0 Wian LLC Layer LLC Message Data Ind ARP,
_i 1232 16:03:29.666 | 24:13.474.840.000 | O Wian Mac Layer | MAC Frame Management Req Action;ADDBA Resp
—i 1233 16:03:29.666 | 24:13.474.841.000 | 0 Wian LLC Layer LLC Message Data Req ARP,
_’ 1241 16:03:29.666 | 24:13.474.933.000 | 0 Wian Mac Layer | MAC Frame Control Ind Ack
_' 1242 16:03:29.667 | 24:13.475.077.000 | 0 Wian Mac Layer | MAC Frame Control Ind Block Ack Req
_i 1243 16:03:29.667 | 24:13.475.150.000 | O Wian Mac Layer | MAC Frame Control Req Block Ack
_i 1244 16:03:29.667 | 24:13.475.325.000 | O Wian Mac Layer | MAC Frame Data Req Data Frame DataSubtype = QoS-D
_' 1245 16:03:29.667 | 24:13.475.453.000 | 0 ‘Wian Mac Layer MAC Frame Control Ind Ack

o 1240 16:03:29.668 | 24:13.476.973.000 | 0 Wian LLC Layer LLC Message Data Req IPvE;ICMPVvE;Type=R
| M [ anen 4CNmAnCEn |43 ATTANAAAA | [TT—. FEE T BAAPS Comemm oys—r— — oTe -
4 13

Fig. 8-8: WLAN 802.11ac message log before and after applying a WLAN filter

The "Table" view displays the logged messages across all protocol entities and layers
in a listed sequence. The messages are sorted by the message "ID" which is derived
from the time stamp. The view provides several functions allowing you to display and
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find the desired message logs, for example, navigating to specific messages,
specifying filters and bookmarks, searching for messages or configuring columns.

You can further specify a filter in the Filter Configuration dialog box.

3.

5.

Click the "Edit filter" icon on the "Table" view toolbar.
The "Filter Configuration" dialog box opens.

Specify a filter.
For example, select the "PDU only" check box.

Click "OK" to take the settings effect.

Result: The filter is applied to the "Table" view.

Message-Log Filter Configuration - Table - Untitled x

Select filter elements that should pass this filter

} Unsupported protocols encountered (see not availoble MDDBs in filter tree)
Comment:
ASP Tag | Payload

Enter contained ASP Tag field name pattern (Protocol, Layer, SAP, or Service):

g [¢] POU Cnly

P |:| All Protocols
|:| UPLANE [uplane_cuda 5.4, Uplane_Cupc 3.9, Uplane_Mnupc 4.1, Uplane_Supc 1.5]
[Jsys [System_All 24.22]
[Jwian [wlan_all 3.70]

Uplane_Cuda 5.5 Only PO messages are displayed in the message log
Wian_AIl 3.80

Side Primitive

[CJ AN [JNW [JUE [JAI[]Req [ JRsp [ |Cnf [ ]iInd

OK Cancel

Fig. 8-9: Filter configuration dialog

Viewing messages online (R&S®CMW-KT021 option required)
At CMWmars

1.

Configure the online connection (Fig. 8-10):

= Type in the hostname in the text box of the CMWmars online toolbar.
. Use "localhost" (default setting), if the MCT Message Recorder run on the
same host as CMWmars, which is the recommended setup.

Activate online message viewing:

On the CMW1ools toolbar, click the "Start Online Message Viewing" button.
Note the status indication on the "CMWmars online" bar. To receive messages,
the status must be yellow. All views are cleared. The "Table" view is in online
mode and shows "Host: <connection>".
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8.4

Result: CMWmars is prepared for receiving messages online. The "Table" view and all
other open views are populated as soon as the Message Recorder starts message
recording (see step 3). The online viewing status in CMWmars switches to green. See
the CMWmars user manual for an online viewing example [8].

99

Fig. 8-10: CMWmars online toolbar

1 ="Tail". If selected, the views are scrolling and always showing the latest message
2 = Text box for specifying the hostname

3 = Start and stop online message viewing buttons

4 = Status symbol (gray, red, yellow, green)

Tail localhost

At the MCT Message Recorder
3. Start message recording as described in chapter 8.2.

Result: The recorded messages are automatically forwarded to CMWmars. The
CMWmars views are further populated as long as messages are recorded.

Note: WLAN Signaling can temporarily be switched off without loss of already recorded
messages. When WLAN signaling is switched on again, the new messages are added
to the existing log.

At CMWmars

4. To stop online message viewing click the "Stop Online Message Viewing" button
on the CMW!tools toolbar.

Result: The online mode is closed.

Advanced Analysis

You can use the CMWmars Message Analyzer Advanced features in CMWmars online
and offline mode when analyzing WLAN message logs or protocol tests during runtime.

IP throughput measurement

An additional feature for WLAN signaling tests is the monitoring the IP throuput of
WLAN up- and downlink directions with the Protocol Measurement Charts view
available with CMWmars Advanced option.

This view graphically visualizes IP throughput of WLAN up- and downlink directions.
You can use IP throughput curves to troubleshoot problems during handover
procedures or traffic offloading from LTE to WLAN.

Since IP throuput measurements are described in detail in chapter 5 and 6 of this
application note, this feature is not further illustrated. Detailed information about
adjusting the CMWmars Message Analyzer Advanced views for optimized data
representation is given in the CMWmars user manual [8].
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CMW Hardware

Designation

Radio Communication Tester

Basic Assembly

Baseband Measurement Unit
Baseband Measurement Generator

Baseband Generator,
4 GB ARB memory

Baseband Interconnection Board

Advanced RF Frontend Module

or

RF Frontend Module
Extra RF Frontend Module

RF Converter Module
Extra RF Converter Module

Signaling Unit Advanced (SUA)

Signaling Unit Universal (SUU)

WIiMAX/WLAN Signaling Module for SUU

10 Ordering Information

Type

R&S®CMW500
R&S®CMW290
R&S®CMW270

CMW-PS503 (CMW500)
CMW-PS290 (CMW290)
CMW-PS272 (CMW270)

CMW-B100A

CMW-B110A

CMW-B110D

CMW-S550B

CMW-S590D

CMW-S590A
CMW-B590A

CMW-S570B
CMW-B570B

CMW-B500I

CMW-B200A

CMW-B270A

Order No.

1201.0002K50
1201.0002K29
1201.0002K75

1202.5408.02
1208.9270.06
1202.9303.02

1202.8607.02

1202.5508.02

1202.5508.05

1202.4801.03

1202.8707.03

1202.5108.02

1202.8659.03

1208.7954.10

1202.6104.02

1202.6504.02
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CMW Software

Designation

CMW Base Firmware (Version 3.5.60 or later)

R&S®CMW500 Base Firmware
R&S®CMW290 Base Firmware
R&S®CMW270 Base Firmware

WLAN Signaling (Version 3.5.40 or later)
WLAN IEEE 802.11a/b/g basic signaling
WLAN IEEE 802.11n basic signaling

WLAN advanced signaling

WLAN Measurement (Version 3.5.40 or later)
WLAN IEEE 802.11a/b/g TX measurement
WLAN IEEE 802.11n SISO, TX measurement
Additional WLAN Features

WLAN Measurements from 3.3 GHz - 6 GHz
CMWmars

CMWmars Log Viewer

CMWmars Message Analyzer Basic
CMWmars Message Analyzer Advanced
MCT-Message Recorder

Data Application Unit (Version 3.5.40 or later)

Data Application:Unit 1: H450A
H450B
H450D
Data Application:Unit 2: H450H

IP-data interface for IPv4

Ext. of IP-data interface for IPv6 and IP multicast
IP based measurements

Test software for WLAN Offloading

IMS basic service, for establishing a voice or
video call over LTE

Rohde & Schwarz WLAN Tests with Signaling and Packet Data

Type

Without license

CMW-KS650
CMW-KS651

CMW-KS660

CMW-KM650

CMW-KM651

CMW-KB036

Without license
CMW-KT021
CMW-KT023

Without license

CMW-B450A
CMW-B450B
CMW-B450D
CMW-B450H

CMW-KA100
CMW-KA150
CMW-KMO050

CMW-KA065

CMW-KAA20

Order No.

1207.5858.02

1207.5706.02

1207.5906.02

1203.1658.02

1203.9159.02

1203.0851.02

1202.8757.xx

1208.7531.xx

1202.8759.02
1202.8759.03
1202.8759.05
1202.8759.09

1207.2607.02

1207.2659.02

1203.9359.02

1208.8021.02

1207.8657.02

The LTE options required for WLAN offloading are listed in the LTE user manual.
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A

Appendix

Installing CMWmars

All variants of CMWmars as well as the Message Description Database (MDDB) can
be downloaded and installed via the GLORIS Rohde & Schwarz customer web portal.

If missing MDDBs are indicated in the CMWmars status line, it is recommended that
you install them on your system to correctly decode the messages contained in the log.

Procedures

At the GLORIS customer web portal:

1.
2.

Register on the GLORIS web portal [3] or login, if you are already registered.

Select the "Support&Services" tab

In the menu on the left, open the section "My Products" and select "CMW

Customer Web".

Select "R&S®CMW SW Tools".
The R&S®CMW SW Tools selection window opens.

Select the "R&S®CMWmars" software tool.

Below the search field, select the button "Firm-/Software" to filter your search

results for firm- and software products.

Support&Services

X Feedback

Downloads
My Products

R&S Internal
Service Portfolio

V Customer Web

> CMW

Welcor

We have dq
new way of
Instead of

search rest

O R O

Example:

Throughout
Iatest news,

The newst]
you are mis{ *

s R&SECMWmars

You are saarching for. Frodut RESSCHMWmars (¥

CMWmary Viwes
e

E Installation file of the ,CMWmarsViewer"

R&S®CMW SW Tools

R&S®CMWCcards

>=

R&S®CMWrun

R&S®CMW?270 R&S®CMW290

R&S®CMWmars

i 4

R&S®CMW SW Tools R&S®CMW
Accessories

s -
R&S®A-GNSS and
eCall/ERA-Glonass

Fig. 10-1: CMWmars software on the GLORIS customer web portal
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7. Search for "CMWmars", i.e. enter "CMWmars" in the search field.
CMWmars related products should be listed as search results from the "CMW
Customer Web".

8. Download and install the license-free "CMWmarsViewer".
Note: Only licensed firm- and software is available via the Installation Manager.

9. Download, install and open the "Installation Manager" (Fig. 10-2):
a) Open the "Home" tab.
b) Search for "Installation Manager" in the search field.
c) Do not filter the search results, i.e. apply the "All" search filter.

The second search result is relevant for installation. Its first attachment is the
installation file of the Installation Manager.

» Zearch

installation manager| n

Al

9534 Resultz available

w R&SEInstallation Manager Features & Functions
.;}"’ Lists the festures of the praoduct.
This downlosd is available in the following languages:

EM
n R&SEInstallation Manager Festures & Functions (636 KB 3| % 1 .10, 04-Aug-2017
n R&SEnstallation Manager Festures & Functions (691 KB 1% 1.8, 24-Feh-2017
n R&SEnstallation Manager Festures & Functions (631 KB 3| % 1.7, 07-Dec-2016
n R&ZEInstallation Manager Festures & Punctions (691 KB 1| % 1 6, 30-Zep-2016
n R&SEnstallation Manager Festures & Functions (682 KB 1| %1 .5, 01-Jun-2016

g
Show options

Source: Product Dowenlosds | Changed: 04-Aug-2017 | Cstegory: Festures snd Functions | Langusge: English

s Installation Manager
Attachments
| Installationtlanager_1 -10-15-U-m8i|7 Installation file of the ,Installation Manager*.

Installationflanager _Releaseblotes pof
j ChSO0PT _OpenSourcelcknovwledgment podf

Source: Product Content | Changed: 04-2ug-2017
Fig. 10-2: Installation Manager software on the GLORIS customer web portal
d) Open the installation file and follow the instructions.

e) Click "Start > All Programs > R&S Installation Manager > Installation
Manager" on the Windows desktop menu to open the application.
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At the Installation Manager:
During the download procedures your GLORIS user name and password are needed.
10. Download CMWmars (Fig. 10-3):

a) Search for "CMWmars" in the "Products"” tab.

b) Inthe search results table, add the version of the CMWmars variant you need
to your download list by pressing the download icon in the "Action" column.

welcome | Products | Details Settings Help

P
Select Al Add to Action List | cuwmars «—(10a)) oql @
T
Product 4 Version & Release Djpt Release Stae Category 4 Info Actiol
CMW-KT021 CMWMARS BASIC 2.80.10.0  2017-07-13 Latest official Tools, Callbox Testing E
CMW-KT021 CMWMARS BASIC 27511  2017-04-27 Official Tools, Callbox Testing
CMW-KTD21 CMWMARS BASIC 2.70.12.0  2017-03-20 Official Tools, Calibox Testing
CMW-KT021 CMWMARS BASIC 2.60.11,14% 2016-12-08 Official Tools, Callbox Testing
CMW-KT021 CMWMARS BASIC 2,55.8.134 2016-09-27 Official Tools, Callbox Testing
CMW-KT021 CMWMARS BASIC 2,50.9.126 2016-07-07 Official Tools, Callbox Testing &
CMW-KT021 CMWMARS BASIC 2.40.7.95 2016-03-30 Official Tools, Callbox Testing E.]
I CMW-KT023 CMWMARS ADVANCED 2.80.10.0 2017-07-13 Latest official Tools
[ CMW-KT023 CMWMARS ADVANCED 27541 2017-04-27 Official Tools @

Fig. 10-3: CMWmars variants at the Installation Manager

11. Download the MCT-Message Recorder (Fig. 10-4):

a) Navigate to the "Details" tab and search for "Recorder".
The MCT-Message Recorder shall be listed in the search results.

b) Addthe MCT-Message Recorder to your download list by pressing the
download button in the "Action” column.

e o | IR TR

Software MCT-MessageRecorder

- ©

Version 4 Release Stafe Info

8.53.1.24 Official

8.52.1.21 Official

8.50.11.20 Official

EEE@;

£8.50.10.19 Official

Fig. 10-4: MCT Message Recorder downldoad at the Installation Manager

12. Download CMW-MDDB WLAN (Fig. 10-5):

a) Navigate to the "Details" tab, search for "CMW MDDB" and select "CMW-
MDDB WLAN ALL" in the search results.

b) Addthe MCT-Message Recorder to your download list by pressing the
download button in the "Action" column.
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13. Start downloading and installing all products (Fig. 10-5):
Select the products of interest in the "Action List" panel and press the "Execute”

button.
oo T
Software CMW-MDDB WLAN ALL
N
[MDDB WLAN +—{12a)] @] e
h - —
CMW-MDDB WLAN ALL Version % Release State Info Action Note
CMW-MDDE WLAN CWLAN 3.52.0.10  Official @
3.50.0.9 Official @
2.40.0.8 Official @
3.31.0.7 Official E
3.20.0.6 Official E
2.2.0.3 Official @
@\m_ Download Only
+  Install version 8.52.1.24 of MCT-MessageRecorder
+ Install varsion 3.52.0.10 of CMW-MDDB WLAN ALL
+ Install version 250100 of CMW-KTO2L CNMWMARS BASIC
Save Load Clear Uninstall all Installed

Fig. 10-5: CMW-MDDB WLAN download and installation at the Installation Manager

Successful installation is indicated with a monitor checkbox icon in the "Info" column
left to the "Action" column (Fig. 10-6).

MCT-MessageRecorder

= >

Version 4 Release State Info Action Note
8.53.1.24  Official Iil

Fig. 10-6: Info icon indicating that the MCT Message Recorder is installed
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Rohde & Schwarz

The Rohde & Schwarz electronics group offers
innovative solutions in the following business fields:
test and measurement, broadcast and media, secure
communications, cybersecurity, radiomonitoring and
radiolocation. Founded more than 80 years ago, this
independent company has an extensive sales and
service network and is present in more than 70
countries.

The electronics group is among the world market
leaders in its established business fields. The
company is headquartered in Munich, Germany. It
also has regional headquarters in Singapore and
Columbia, Maryland, USA, to manage its operations
in these regions.

Regional contact

Europe, Africa, Middle East
+49 89 4129 12345
customersupport@rohde-schwarz.com

North America
1888 TEST RSA (1 888 837 87 72)
customer.support@rsa.rohde-schwarz.com

Latin America
+1 410 910 79 88
customersupport.la@rohde-schwarz.com

Asia Pacific
+65 65 13 04 88
customersupport.asia@rohde-schwarz.com

China
+86 800 810 82 28 |+86 400 650 58 96
customersupport.china@rohde-schwarz.com

Sustainable product design
1 Environmental compatibility and eco-footprint
1 Energy efficiency and low emissions

1 Longevity and optimized total cost of ownership

Certified Qualty Manapemean:

ISO 9001

Cartified Ervironmental Managemeni

ISO 14001

This application note and the supplied programs
may only be used subject to the conditions of use
set forth in the download area of the Rohde &
Schwarz website.

R&S® is a registered trademark of Rohde & Schwarz GmbH & Co.
KG; Trade names are trademarks of the owners.


mailto:customersupport@rohde-schwarz.com
mailto:customer.support@rsa.rohde-schwarz.com
mailto:customersupport.la@rohde-schwarz.com
mailto:customersupport.asia@rohde-schwarz.com
mailto:customersupport.china@rohde-schwarz.com

	Table of Contents
	1 Introduction
	2 Background Information
	2.1 WLAN Standards and Signal Properties
	2.1.1 Coding and Data Rates
	2.1.2 Frame Structures
	2.1.3 Net Data Rates
	2.1.4 Transmission Scheme

	2.2 Internet Protocol and Routing

	3 Test Setups
	4 TX (DUT) Tests with Packet Data
	4.1 Tests with IP packets
	4.1.1 Test Principle
	4.1.2 Configuring Packet Data transfer
	4.1.3 TX (DUT) Measurement

	4.2 PER Measurements with MAC packets
	4.2.1 Test Principle
	4.2.2 PER Measurement


	5 Throughput Test
	5.1 Test Principle
	5.2 Configuring Throughput Measurements

	6 WLAN Offloading
	6.1 Test Principle
	6.2 Configuring WLAN Offloading

	7 End-to-End Tests for Access Point DUTs
	7.1 Starting Situation
	7.2 One Subnet: CMW - DUT (- PC over LAN)
	7.2.1 Test Principle Path A
	7.2.2 Configuring Path A

	7.3 Two Subnets: PC - CMW - DUT - PC over LAN
	7.3.1 Test Principle Path B
	7.3.2 Configuring Path B

	7.4 Three Subnets: PC - CMW - DUT - PC over WAN
	7.4.1 Test Principle Path C
	7.4.2 Configuring Path C

	7.5 Routing Configuration Summary
	7.6 Final Steps

	8 Message Log Analysis with CMWmars
	8.1 Getting Started
	8.2 Recording Message Logs
	8.3 Analyzing Message Logs
	8.4 Advanced Analysis

	9 Literature
	10 Ordering Information
	Appendix
	A Installing CMWmars


